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+ IURAY  TRARARER, (Big Picture FU))
- RHXTFHERE. (KISS FR)
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o RFFEM. ({£A popcon F%.)

2N
HAE R EARGRENARGMNE FTENES.

- w SIS

A

£
PREAA , FRERELTACHBENEERA AR ENFEER, AXRUUREERHER.

RBAE T AT BIAMRIE TR TT R

« Debian Mt (https://www.debian.org) _FHIEREE
» "/usr/share/doc/package_name” B FHRIHY

» Unix X&) manpage: "dpkg -L package_name |grep '/man/man.*/'”
» GNU NX&H) info page: "dpkg -L package_name |grep '/info/'”

o EE2IR4 : https://bugs.debian.org/package_name
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o EFRFF AR AR LRAM . — UNIX HISE UNIX ARG Em E
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 Debian E A
* 3kB8 Linux XM E (TLDP)# HOWTO

Sy =z
a N

BBV , RBETRRMGAL A" -doc” 1A /a8 & MK S ERIE).
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HERRA)E

AICESINT M bash(1) shell Bl HEETZFKIRHESR.

# command-in-root-account
$ command-in-user-account

XL shell I27RFX 0T AERKIK S, A7 aREM |, ZEAFHF shell IRRFHXWIELEHREHPSI="\$"”
FMPs2=" ', XGXFRLENARGHTERK shell IRRFFRETRESARE.

BRI SR BB RIZI THEINEE S MR LANG=en_US . UTF8" F i) B ARERIE a4/~ & command-1in-root-accoul
#1 command-1in-user-account XHHE UTEHENE., XAMENT RIFNEEERGIELE RN,

RRET
=

2 DL7E bash(1) FXIHIZAESPS1 I “SPS2 fIfi# %,

BRAGETE RPUTHVIRAE | ZABATERMRE |, 207E shell PG SFRE]G , B Enter 2.7

ELA RIS BERME— A LAITE , FELRRABEHE | RU0E2 BRISHTER D f'the”, ©
AT RS — A RER R LIRS , BN aH SHANE FARE 0, AT ERRE
Eﬂi,ﬁi%%ﬁ%ﬁﬁmﬁ%%Tﬁiﬁ%ﬁ%@ﬂ%mﬁﬁoﬁ%ﬁﬁﬁ%&ﬁﬁ%ﬁﬁ%ﬁi#%é%ﬁé
FHABHHR.

=z
=

T LB LTRGBS LRTAL | BRI TRANSRAE,

EXAREES S| A6 S R WRTEXG | SHERREFTEMFARHITIOE , #MR"aptitude safe-upgrade”,

TEXAE %S 5| BRIk B RCE U AR G| SRR RNFTENN FERH#ITARE | BifR deb-src”,

S METHERNEFESHNNOFMRETER (1) , BTV FAEFITINCE . Bk bash(l)., FKITSMEX BT
AL T HSKRFEE.

$ man 1 bash

man%a%e é;&?T?ﬁL?{KEE%%EPEﬂ? manpage WETS , 4 sources. list(5), FEXFBTEAUTH4%
REFEEE.

$ man 5 sources.list

info page TWE2AX 3| S 27 AIHFTFHFAEIRTE , 20 info make, BIMRBITEAUTHRGLSEFIBIEE.
$ info make

i#%ﬂ%giﬂﬁl%ﬁﬁ%ﬂ‘]ﬂ@ﬂ?—ﬁiﬁﬁﬁﬁ , ®ifg"/etc/passwd”. XFFHRCEIME , FRATAUA T FIRI6 4 K3K
BNEMEE.

$ sensible-pager "/etc/passwd"

B X2 B E | SHE R TEMF R TANG | MR /etc/apt”, #RETRUGAN TR SKNEEFHRNE.
$ mc "/etc/apt/"

AL BEFTEMLFARFITANG | #itg vim, #RITRESA T YRGS RRIEREER.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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— A ATREEE SRR E M E | OB KX SHERRMFTENI ARSI THRT , #R"/usr/share/doc/bas
" /usr/share/doc/base-passwd/users-and-groups.html” , BB EM URL , & https://www.debian.org,
PRAT BT 3 N T 51 dn 4 SR NSO,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz" | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html"
$ sensible-browser "https://www.debian.org"

;’Fﬁ@%ﬂ%m?)@l%%E%E‘JTTEDHL?MSEHWE , FEHETS B4R, MG STERM, {RAT UG\ T3 & RARENE N
Hi{E.

$ echo "$TERM"

popcon jit{T/E

popcon ¥HEH AR FWIIEES MANIRITE. ER TR 2026-02-23 11:12:43 UTC , B8 T #id 215455 4
" BHHARAEAN 26 NERMEEHER 280503 #HRAL.

AE
%E% amd64 A58 (unstable) RREEHEEF R BE UHFT 73987 248, popcon HIBEE WL IHRS TE
.

DAV FF3RZR7R votes ] popcon #{EITH 777041000 *  (HHE{TAE PC _ERA popeon $83%) /(& popcon
1232) "
ul"ﬁ%ge,ﬁ“?c%@y’m popcon ¥{EITE A A1000 * (LFTRIEFE PC LRI popcon 1873F) /(A4 popcon
##32) "

EE

TRATIEVELL popcon BB A ST B EE ML EE, BFZRARTTUARIHSITEIE. 430 , 2 5RITEF
btm%ﬁ%%éﬁﬂﬁﬁg % /usr/bin’MBF , HH NN {EFE noatime EH IR F RS MRE , SN ARG BHHNE
RT3 (vote) "ThEE.

L/SERYNIN

AN K/NIBERIFERIAT SN ENEE, ©E T apt-cache show’s{“aptitude show'd54 (BBITE
amd64 Z2MEIARTREM) IRERN “LRA/N, BERK/NALGZE KB (Kibibyte= 3k7x 1024 Bytes f54iz).

TE
BARNE—NINBERBAIBEER T ENMEREE RO BE—TENE , EBAXTREXANERNS , 2%
RHANE, EUEERETFEdESaE—1 8.

=z
=

BARNFERE" () KAX MR BEREERAT ZHRRNVEER T KBRMERRAF R GB R/ NRER.

B IR E Bug

MRARRIAREB TR , FB{EM reportbug(l) i debian-reference #H-MIRE bug, XFLAESAHRATLIR
REBABHEN , EERALfF -u” B bug IREEM.
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—LERTHE A E IehE

XERLE XA AN —LREER

« BHOMRRBIE
- 0% 10.2 7,
« XERFHRPOELNEZLER
« KISS (fR¥FRAMERN)
- REERGFIERIT (overengineering)
« FRERA B
- B—HERAMEEA BRREEM
* RTFM (Fi&FH51ES)
« FER)EER]T , AT LRR
« BAREPIRE(EM root WEHE , HAEER root
- NESEITEREAEERS
« RNENEARNERA 6 S
c (ETLMKEETRLRMZ A NEEEBSBEHFR
o EMRAS RTINS B Z BTARZE XA root shell
» Always have an alternative boot media (USB flash drive, CD-ROM, -+*)

— LRI FE WSS

M Debian H4313RFM—LEH |53, WAE T AR BHTEAE G,

o ‘X Unix, EAMREBREZREBIIRET. - Miquel van Smoorenburg <miquels at cistron.nl>
* “Unix £ P&IFH - B{UUERE R A&, *--- Tollef Fog Heen <tollef at add.no>

HEABLE"Unix ¥ I T —LHBRIES.
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https://zh.wikipedia.org/wiki/RTFM
https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/CD-ROM
https://en.wikipedia.org/wiki/Unix_philosophy

Debian &%} 1/ 247

Chapter 1

GNU/Linux ZF&

BARFI—DNHENARSE , SIGFI—THRSNE. RABENHEETYN , ERGABCHS. AT HEIR
Fraed , REMRA SR AE R,

Debian GNU/Linux FE3EKHIRITRE Unix IERL , — N Z R P SESHIRERS. RVINFEFFIXLL4FERL
& Unix F1 GNU/Linux FIAE{HE .

HUELEER Unix BI3CRY , AERZ KT GNU/Linux XA |, XHMARITIRT i8S B RIER.

EE
RARIEAE(TE Unix RGP ERAT —BNREKGSITLA | (RATBEEAEET XHXHFTRNE . IHEIEE Sl
— SRR AN E P,

1.1 = e &

1.1.1 shell 12”5
BIASGZE , MRFKIEBERE GUI (FIZ1GNOME 5 KDE) , M AKRAERFHEFRM. BRFRMEN LA
foo , PABFIRRFTHE I TR,

WRRETIT — GUI IR |, B AMRNIAREB A Curl-Alt-F3 St AR T FRHEFIRRT , FRHRREET Ctrl-Alt-F2
[I2] GUI 5 (BEZFHESR T 1.1.6 1),

foo login:

FEEFRARET , RMARKA % , B0 penguin , A/EIREZEGR | & FRBARNEBIBIRIREZFE.

TE
EAE Unix 125t , Debian A5t FHA A MERE X/NERRK. RRrL2E@FE/ NETRAR. F—1THAKSE
BAERRMEEITEE. FHMIMFIKSH root FFAM adduser(8) I,

REARTFLE/etc/motd” FRIWIM(EE (Message Of The Day) KkFF4a , RN BR— 1SR T.
Debian GNU/Linux 12 foo tty3

foo login: penguin
Password:
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Linux foo 6.5.0-0.deb12.4-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.5.10-1~bpol2+1 (2023-11-23)
X86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Dec 20 09:39:00 JST 2023 on tty3
foo:~$

IAE , #RFFE shell T, shell AT {REAE 4.

1.1.2 GUI T shell 127R%F

RARIEZH Debian T FEF , IR T —4 GUI MR, BAREESHASERERRPERE@. MAKRNA,S
;&%ﬂﬂ&%i@]%ﬁﬂﬁﬁm&%o £/ Tab 5 (BMA%EE) ATAFER RE&MERD Y W30 , WAl MERRAIAERRER

F1E GUI(EITE A A ) MR TR shell 3@/~ T, RIBZEEN—1 x LRintElsF2fF , 620 gnome-terminal(l).
rxvt(l) 3t xterm(l). £ GNOME £SEIRET , T AIRBKEE (Windows §2) , fEERIRREH N\ terminal” 33T
Freki,

EHE—SSEAL (3 fluxbox) TH , AIREXEHEBKIFBERAND. MREXMER , X TATRAFEFF
BREATHRLRA,

1.1.3 root kf

root K PUBARER A PSR P, AR, (REEB BT TRNASEHEES.

1%, EAMBERARS LRI RBTEAIRSAHRER
« WEARS HEAAHTA ZE TR

o WEARG R A&

© A PERRE MK,

FeBRANF I root k=, ESRAFHEMATTENEA.

.9

TAREFHABAILE root 2.

EE

— X (BIERARE , 20 CD-ROM 55, IXLE3} Debian ARG ER B — ) KARATBES S EEE root
RPTUEERBERE. BRTEXFMERT , £/ root Ik B —MREMTFIE | [BIEMKRRRFITEN X R X M
BPRMAFANR R TEERRE (0% 123 ).



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Superuser
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1.1.4 root shell 32/~R%F
XEH—EARMFIATRULRIER A root ZRL/5%K1S root # shell 127~ 7T,

s EFHFREMERIRRT , BA root (EARFRER,
« EEEA M shell IRRFF FHAsu -1

- BARLRF LA FHRFFERE.
« TEEEM /I shell 1 RFF TN su”

- XARTFLIAFN—ERTRE.

1.1.5 GUI RZEIETA

MRAPEAXRXBERAEYUNREs GUI (REAFRE) MEZsHERLR , RO AELRREIU (B0
gnome-terminal(l). rxvt(1) 8 xterm(l)) = root [ shell I27REF FEHE. 2N% 1.1.4 FHHE 7.9 T,

e

@ KIEARARREES (6120 gdm3(1)) BHRRT THIA root K& root K = /a3h GUI B/REEHE
.

A BAERRKBEEH X Window TIEITAZEENNERE GUI 727 , RAE AT RES IR X FR4.

1.1.6 EIEHE

FEERIAM Debian RGEH , H 6 NAIYHRIKZE VTI00FFHEHIG , AT AR Linux E4 E/23) shell, BRIERLET
GUIET , BRMRAT AR T2 Alt @M F1—F6 z —ARIEEIIESI ARV, S FRHTHIAH M
SRR RS AR, XN ZAFERHAR Unix T , RES L.

WMRARATF GUI IR |, FRE]RUEIE Ctrl-Alt-F3 SERTEFATHIA 3, R TA Ctrl 4. Z Alt
RN F3 8, RATRURTT Alt-F2 [@F] GUI 35 |, BE—R0s{TEREITHE 2.

PR AT AME R G S1TYIIRE| Z— P EHEE E | FlandEEssls 3.
# chvt 3

117 ERBEGAITIRG

EHSITHA Ctr1-D, BPERHR T AM -Ctr 1-58F0 d-48 , BP] %[ shell /&3, MRARELATFRAZHE |, /R
LIR[EEPEFIRRTT. REXLEHF R control D" AT KEFH |, (RHAARNTEIR(E Shift-42, Ctr1-D A ARE
K AD, ZE , AT PUR ) “exit B G417,

WRMRELT x AIptERE (1) F , RATAERARXAN R x KintEUR@H.

1.1.8 EFERFIRS:

MBAEMEMRKIMAIRIERS —#F , Debian LIETNFFREFHIRITIHREIRSMAE , AERRTRRE
WRMBTFEEYMRIIERE | BIDENFTOBIRSEHE AR R ARTBN ., RRAEKRIBIESIT A |
MBAFNE T LENRARGRIR. (BR , FABEFRERNE IR JRIRABIREE L. )

EEBEZAPEAEAT , JMERGSITRIAARL.



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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# shutdown -h now

ERRAPEAT , TMERGSITRIARL.

# poweroff -i -f

0% 6.3.8 77,

1.1.9 RKE—NMEEREHE

LT —LEEREMNE (Flan‘cat BN R, BRAKRIE  IRTEG ST\ reset”, #RAJRETIZERSE L
EFEIMRMARNG S, RO clear”kig k.

1110 BIHFRIRNIIMRAE

REETHEMREIMEK Debian RETR/NEEHR AL T EAR Unix TRE , (BXIHFMES , (£ apt-get(8) &k
—HRTF RGN ST curses BAHE (6120 me M vim) KIBR—MREREE.

# apt-get update

# apt-get install mc vim sudo aptitude

WMRREATKT XLRAE , BARSEHRRGBHTE.

KA, AT AN | UtER

mc Vi43,1:183 | 1590 | XARBRNEFXHEER

sudo V:732,1:863 | 6773 | S/ EIEM FETHEES root AURIFEFF

vim V:86, 11346 | 4089 HLjin)ix XAYRERs Vi E0HR , — M EF RN A wiEay (PR

vim-tiny V'57,1:978 | 1877 I:‘Jﬁn)ix XA GwiEas Vi SR , — MEF XA wiEay (FaTE

emacs-nox V:3, 113 46536 | GNU B i) Emacs , ZT Lisp ¥ R X A&IRiEzs

w3m Vi11, 11145 | 2853 | AR AZEMXT0 2%

gpm V:9,1:9 526 Unix NA&RXAZEH A EGMIELTE (TiPgE)

Table 1.1: HBRXAERFEFEIIFK

(EATINE FEE— SR S R,

KB, AT XN | A

doc-debian 1:882 187 Debian TRE X 4% , (Debian & W[aL#) FIHEHE X4

debian-policy I8 5061 | Debian REEFFFIAE <AL

developers-refereqge |, 2601 | Debian FF&EIESHEFSE

debmake-doc I:0 11807 | Debian 4£3&Ft

debian-history | I:0 6251 | Debian TRE 752

debian-faq 1:880 791 Debian & Ii,[a]@l

RATLUR T 65 & ZRX LA,

# apt-get install package_name

Table 1.2: 3AHE(EE ISR



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
https://tracker.debian.org/pkg/sudo
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
https://tracker.debian.org/pkg/vim-tiny
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
https://tracker.debian.org/pkg/emacs-nox
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
https://tracker.debian.org/pkg/doc-debian
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
https://tracker.debian.org/pkg/debian-policy
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
https://tracker.debian.org/pkg/developers-reference
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
https://tracker.debian.org/pkg/debmake-doc
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
https://tracker.debian.org/pkg/debian-history
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
https://tracker.debian.org/pkg/debian-faq
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1.1.11 ESMNB K S

WMRAFEAERRECKER KPR T TERSGSIRE |, RITUMER TRNANSR—NMEIR K, , Pk,
YE—IAPEAR fish KIKS.

# adduser fish

[l Z BT AR,
XRAE— 20 Fish MFKS. ERGSITRE , R MER TR G S BRI A AR SHMERRFAEER.

# deluser --remove-home fish

1£3E Debian F14F5Ii) Debian &%: , FEMEShEEFHKEK useradd(8) #1 userdel(8) TAMRE.

1.1.12 sudo it &

Xt F R R R AR, Blams{TEEICA N LR Debian A%t , 8% R H#HECE sudo(8) Sk AIEEFANA
P (B1anR~ penguin) R TN RFERDMIE root BXRLHLAERIGETE SANR.

# echo "penguin ALL=(ALL) ALL" >> /etc/sudoers

HEH , FTMERTIGSEIRFR/ (HI21A 7 penguin) FTTHRELHRGEIE AR,
# echo "penguin ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers

XTI A REIRA B A P TR ARANE— A A B .

=9

EZ AP TGP AR EZIIHNEER K, , RAELSBIERTENARG R 2R,

7Ny

@ £ LRBIFH , B/ penguin MERD K IKSEAM root IK-SEALEEL KR,
EXFMERT , B AAFRBIR T AP LA TR TR EIMES A, R BRI AB T EE
ISR ZIRBTEIR (BIINATFHAIUR) | BRIEMIIHRS T RAOHE X HRESN.

TE
?TXQ‘%BEE‘]&%%DY#?&@ED‘? [RIALPR , PREZ %% S SRR R IR VIR , T AR BT sudo(8) kfEA root
SR
5 Bk HABUR EKECE |, sudo(8) TR TF— M HF RS EWHE A ABRNEEIRMALE root S, X
AR A SN EERAMENATREER , RUUT BEIZEMT A, H—AH , RUREAEEMATXHN
R

1.1.13 zhFHT[H)

MAERBEHERIFAE Debian R EFFTT , REFRERIFSA K SHALHE XK.

XZRF A Debian Z%¢ (RMERIINTIR) SREEYHSTEHBIRKFILEAFSAR AX RGERBIR. 448, ATRE(
KA —LIRATUFIR | EROXLERBME AR LN —TT , MR ZERE Debian TeF .

FAMERTEANAT | 1€ Debian REELE—A 28 Unix REERFES,



https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/Unix-like
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« 512 T (EARE)
« % 13 T &EHFAR)
« 5 14 T EEAR)
« % 1.5 7 (shell ##l)
- 5% 1.6 1 (XALEAR)

1.2 £ Unix SRS

£ GNU/Linux FIHEABIE UnidRMERGET | SUHBARTIE R, BRI B SHRFERL /W AMRE RKIRE,
IHERZRAMRREL GRS , ERLRE—RN , (BEREBME K.

XL HME R UDEEL N REF. mount(8) BTHEEMAE LIFINXH ARG MEZIERNXHR L, R
&, umount(8) ILEBRAE. FERIEM Linux NIZE , mount(8) L5 ¥ AT o] DB ST I — B A48 B 551
A7y, RETTMEXHRGHEBALZN,. AN, NRE. SARTHEN., ST RGSTIFRFEBIET T

f£/usr/share/doc/1linux-doc-*/Documentation/filesystems/$kE|,

Unix g EME R, FEHMARSE EM Mk, BRSEE , 7£EM Unix RS L | IARIKShRH8IE | fin
AV, RRAB-AMRS  FEMEREEEEEAN. XA T Windows K2 — P ERKMA.

1.2.1 Unix 3CHEER

THEE L Unix SCHEERL.

« XMHER XOKNER, WHEL , "MYFILE" F"MyFile” R RRIKS .
« IRERERESFRGHIR |, BERAFRA", NEIEER root AFHIZKER"/root"RIET .

 FPERBE—NET , EVUBSAEFTHRERT IUSMOTS. REFRENMFE. EREFE (FREHLEK
“RER) , HFEAETEHEGS.

« FAXHHREREEIEE — N LREXHE , LENMHL |, KT | RIAFL L DRET B R AMERAAEN B %,
X=MAREZR XK,

s IEMNEREXHL N /" BRI , HFEESNBRBIXHFRZAF—N /. B—N/BRIMZEEFR , HibW /"
BT HIRRENFER. BEEEIERRHAD , BDSKIRCHRE R, XEET A4S AER. ATEXA2RE X4
Z{ERBIF “/usr/share/keytables/us.map.gz’, Rt , AMiTIBEHREL us.map . gz" B¥RE 44,

« RERBRZ NI, Flan /etc/ M /usr/’, FLEFEFRXNEELZHWFER, fltN /etc/systemd/
“/usr/local/”, XEMKIMEEFRY, RAJRIE—MEEXI AL AAR M/ EARRIEZIEN DS (— I3 1
SREM—FBE. FRUITEAMTREERA , MFRERE— BB ER RN RE MK —1E , XA EIY
REF (/) AFEFERXER , FE-KBREERT — MU TBEE. WEMMRENEAMA A |
ARMRER. REZECHFEER". . /ERARER, XMAENERTHASAE RNLEH , 05 EEIREM.

s T =MK%, BIRA—MIENE RERL KT NAARES. XART RT-11, CP/M,0penVMS,MS-
DOS,AmigaOS, DARHERH) Windows , XERGHFE—NHEZAE T —MRELTF , thanc:\". (REM, K12
£ BWHREFES BT YIEREEAER WG RGEN—HS. %% 1.22 15,)

PEE=N
BRI UEX LT EREENTERERS, BREXNEN TEIHME— T EE. RIFERERA—LES
LITEMBBRHRENLNTH, LLan=hg, BIRM, RITH MACRRERFTE {3 () [ 1" "\ 7/ ><|

;LA * % @ S MBRAEA XA ERIFMA S, LEIFHEREFIANT, EFENTHL. FOTUE
/|\$;‘@E4]E‘%Zﬂk§ XM ATEUE 6 45 3%, LA LikeThis”. ZRFEFA) Linux A &ifam FES L HRE
FAZSHE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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ii/i\”root" ATBERR RN BB/ root” X FRIR" fRE R (froot) . NAZARIE_E T XHE B IAIL.

R
=

B85 path MIFRBELMREXAHEL, WATRER TG SRRNKE. BEBEZARNEREFEET LTI,

FTF RS RSB IEH RZ B ARHE ("/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz"
M hier (7). REZACERTH—LAREEN T AFSIMBIR.

EES BXA&

/ RER

/etc/ AESuERECE
/var/log/ R HEXH

/home/ FBEIESNAFRAFER

Table 1.3: EEHRK AR

1.2.2 NHERSIRNGENT

RIR UNIX REeH){ESE , Debian GNU / Linux XX RS B FEYIEHURF MR & R s thr iz & L, S84t
WEMNRZE , w6 QMRS O LinREE UG —WAXEIE/ dev /7 FHE.

AN, BR. &EE (—MINREFELZHIRNTIE) 5 Debian GNU/Linux A58 IR &8 — 1Y
M Rsl" R (inode) KIBIRLSH) , #R T HAXEN , SIBAENA, (%) , e BTHA , &E—XViE
B8, 5%, IEHAREERRELARS T RIARERFIRT Unix , B Linux RAZRPEXANERETTY R, 3
£, EERXRTREN EIEEEI TR RE B AR S RGP 1RE.

XA SR SARM P ERH AR — AR B IEF BAN , FAX AT BRERNG ST L TENERREHTE
FEfIRE, EER] VBT [ #ERE S TH AR AR S B A SRR A NI T AR

N
MREFERFISCHRAMIEARZ B XR | EERATSHIZIT mount(8),

123 XHRGAUR
% Unix RGUAISC 1 RIARPRBE Sk = 2R 1.

« PEXANXHERRS (u)
o XANHEFBANEAAF (9)
« FIARRKAS (o) , FHFHRAHE M HEN

XA, X AUR R T I,

« W% (r) BRAFTIBEEREXHFRNE.
- AIE (w) BURAFFTHEERHRNE.



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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« THAT (x) BERAFIEZEEXHLM— N 1E1T.
HFEFIGR , SXTRAR F TIIEE.

« A% (r) BURAFTEESIL BRNKNE.
« IS (w) BURARFHTHERMSMIRE R ERM M.
« ATRAT (x) BERAVFETEZEVIRIERERH.

EXE , —NBRNATPITARERENMIAPEERERM , EAVFRRMEINEN | BlanK/ N NE3EdE,
1s(1) BTERXAMERHIRIRIES (EL). HsfTHHER"- UER , ©RRAEIFER FIHER.

o XHRE (BT

o UHFRARABIR (9 MNFR , =AFRHER—ERBRA,, A, HtRRFRR)
o BERBISCARORERERER

« XETBERR A

« ENXHHTRKIA S

« AFH (7)) AEAISLAFR/N

« CAFRBRAMESE (mtime)

© XHHET

¥ Ut
=B
Sk
FEhx
FRHEETR
REBETR
A

EET

1

0T |ITIO|— Q!

Table 1.4: “1s - UHiH % —1NFRHFIIR

chown(1) AT root Mk FECHIATE S . chgrp(l) AT XXHRIATE B root Ik FEMSCHFFT/BRIZE. chmod(l)
R i HER root IK S MU FISC A SR A RIBBR . 3RME— foo THFREANEIRAIT.

# chown newowner foo
# chgrp newgroup foo
# chmod [ugoa][+-=][rwxXst][,...] foo

B0, RAT PURIR T EE— B RWEAF foo BTA |, FHEF4HA bar.

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

A=A B RRAUR AL

« Set-User-ID(SUID) {ii (s B S i K x)
+ Set-Group-ID(SGID) iz (s 3k S &#4HK) x)
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o« MRz (tER T BAEMA K X)

R s - USSR AInHRREFE , MFRRXLHE TERPTRRRE.

B[ —ADAPITXAHRE Set-User-ID (i AF— MR FUMB S ID ST AN HITXH (640 root A ) . 24U
K, /— DA RUTXHEE T Set-Group-ID (A AR F— A PSRBT BRI 1D 1113, (120 root ), HA
TURETRESBERENR , REENABRINREEESIEE.

F£—1 B3R X E "Set-Group-ID"KITIFE BSD X HEZITRI , FrEZEEREmMMIERN K BT BERATRHNA.

B — B FRE MG BRI B RSN EE A E Z SN — B ARER. AT RIP—DIER"/ tmp  XAERT
BAUESRATERER FXARABTNTE , MIBERFUERR , dRAHAERFRERGG. B, &t
AABAEE X HFTE B RA SRR A ~RIERI A1 — R 8 BET S

XEH— R A BRASTHEBIREIF
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B B—FEERI MR SRR, XFHFERER 3 2 4 42/\2tH) (KA 8) %K.

wr 1t

E— B F Set-User-ID (=4), Set-Group-ID (=2) #1 #&i vz (=1) Z F
BIAEF R FRRE (=4), ATE (=2) F AJHdT (=1) BERZH

BT ZHAPRE] E

SN F HAH FPARE £

Table 1.5: chmod(1) €3RI E TR

XTI KRR R RRFR LA AR, RAFIE 1s - Uy SMEET/LSY (2-10) , BRIATEHE (A 2) FRCHHH
BPR (B0 w'BR 1) , REXFT IR B RN ERR G 3 TSI SR\ 2 H R R,

=TI

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin @ Oct 16 21:35 foo

N
MRIRFELE shell lAS Rl -UVERNEE, REEZEFEAMEXHS, W test(l), stat(l)
readlink(l). shell N&#4 , aN“["ZK test”, AR S AZ.

1.2.4 $ZHIFTEXHHASR : umask

2R N REIFHE 45 shell NE @4 umask (RS, £, dash(l) , bash(1) , MIE &4 (7).



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask & IR A STAFAR ETSEER R
0022 “rw-r--r-- -FWXF-Xr-X NFrBR RS
0002 “rW-rw-r-- -FWXTWXT -X NFrfRan] 5§

Table 1.6: umask {EZ45

(file permissions) = (requested file permissions) & ~(umask value)

Debian BHAERAFAFLAL (UPG). 84—/ HTH FRNE RSEHEHEEFSSIE— UPG, UPG R&ZFH4EE
KAFHER , IMAFEXA UPG lE—R 5. BNENAFEEECHRRALAZE , 1€ umask BB 0002 415
FLLT. (EFEL Unix kT |, IEFEZBERAREEI—/ M users FEARIEE E WML , EXFMBERT , H
FLLEZEIC umask R4 0022 B—MFEE)

SN
Bitiumask 002"\ ~/.bashrc XH3$TFF UPG,

1.2.5 —HMA PR (4)

mgA

FEME RS AT | BRI E RENE R,

{REEMBIGAI—/N A/~ penguin B bird 4B , ZEFANBIRN -

. TR — AR -
- $1f7"sudo usermod -aG bird penguin”,
- $f7’sudo adduser penguin bird”, (R7EFEVK Debian F%r)
- P47 sudo vigr” 4gtE /etc/group F"sudo vigr -s”ZgtE /etc/gshadow FIEN penguin 2 bird 7.
s FRATEFH—NREBERE
- RERBEER. (REEM)
- i GUI (BRI SERTAIER (TR SEIS T IIE,

TREEAE I bird LARFRAF penguin , BFANEER

s FRTETH—IMRTHRLE :
- $147’sudo usermod -rG bird penguin”,
- PU7T"sudo deluser penguin bird”, (RFEHFUK Debian RLE)
- $YT’sudo vigr'4wiE /etc/group #’sudo vigr -s”#4wiE /etc/gshadow kigkk bird {TEMM penguin,

« ERATEFR— XM BECE

- REEBEER. (mEEM)
- PYTkill -TERM -1" F—L4EE1Th , tkan’systemctl restart NetworkManager.service”,
- Bd GUI (BIERF-RME) SH8E5 , 2 Gnome EHEK—MEM,
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ERRRERS , FARELREXZARNLERNRSSEA.

EE
gk & , #ROT LU T % 0 — T “auth optional pam_group.so”%|“/etc/pam.d/common-auth” A & fe &
“/etc/security/group.conf”, FRESHIIESFENSRMA A, (B0E 4 F.)

The hardware devices are just another kind of file on the Debian system. If you have problems accessing devices
such as USB flash drive and CD-ROM from a user account, you should make that user a member of the relevant
group.

—HEXANBARSGRHENAATFHRRARETER root BPRIIFIFELAFERAHMEE.

] AL RIS A & BT A

dialout TEREEAVIREORO (/dev/ttyS[0-3])

dip BREAEEDO |, FEIEEARES IP EE

cdrom CD-ROM, DVD+/-RW IRkzfiz%

audio BEIRE

video IR

scanner Y

adm AR EHE

staff — TR EELERER :“/usr/local’,"/home”

Table 1.7: XT3 HHARIMKE ARG IR HERIE B 2HT 3R

N

HRHBEET dialout BABEBRCERTIHAR KSEUEEHT , $%5.{BINR root AF1E/etc/ppp/peers/”
AREEREE T E XEEXHHE , ARABTERT dip 4, MK S IP RERIIPLREEMNRL
T E A ST TR BIE pppd(8). pon(l) BAR poff(1).

Fibze 2 B AGIRERA ARFENR R R root BFRIZIT4FE M4

2| aa)d 4
sudo {E AR FRIRPATE IS
Lpadmin PUTE S UMFTENNIBIEERI . 1BE8. FBERFTENL

Table 1.8: HEZHHAGIREA T EHLSEITRAS R
BASIREN A FAARTESER , £ 0H base-passwd AR /usr/share/doc/base-passwd/users-and-grec

o, YETARAHK)F FAIZE”,
BB RGN EIEGS , &0, passwd(5) , group(5) , shadow(5) , newgrp(1) , vipw(8) , vigr(8) , PL& pam_group(

1.2.6 KB

GNU/Linux LB = FhEERYKIRT [B) B,

AE
ctime A~ 2 A2,
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B3l ZX (% E Unix BEX)
mtime XAHFEHETE] (Is -1)

ctime XHFREBEETE (1s - 1c)
atime X R#aRIEETE (Is - lu)

Table 1.9: Bfa)&ZEELP|5R

=z
EE

atime 7£ GNU/Linux A% _EIESHMETBEF 5 _E Unix fIE X B FTAE].

« BE—NXH , BEWDAHFTAR mtime, ctime, F1 atime B4,
o BN BEERENR , BRESHH ctime 1 atime B,
o FESE B Unix R, B — AN SUERE ST atime JEHE.

o M, BRAEHR atime BYE ; £ GNU/Linux RGE b, XINAEEEXHRGFE A strictatime” S5
HBMBERT.

+ BT GNU/Linux REGHIX#RIEF re lat ine” bR | H—MOEIH | SEMBELLE , HEUEU 0
atime /B, (M Linux 2.6.30 FFEARIZRIALIT H)

» AR GNU/Linux RS RS E A noatime” 32K , RE—/30HF , RARAEX/NICAFH) atime B,

B

ST AEIE A PR S B 4R F SO RGBSR | T noatime” F'relatime” STIAEAM, W4
AT strictatine’ Wl , BMEMSASAHRERERSE AT atime BIEX MRS/, B2 atime B
157 mbox(5) XAERSMIRAFIEL HEEA nount(s).

R touch(l) a4 BB EAFES BT,
ST, | FEESEEIE, (Fr_FR.UTF-8) , s oMt A7,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

1N
$E%E 934 TEHEX 1s -UHid.

1.2.7 4
BIFPFIEIE—A 3 f oo R R | — N AR 4 “bar”,

. BEGER
- MHBXHEELR

- “ln foo bar”



https://zh.wikipedia.org/wiki/Hard_link
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* FFSHEREL symlink
- B & FHEm F— SRS

- “ln -s foo bar”

BEETEEIRE] , rm dSERPEEHRBNELABMRZER].

$ umask 002

$ echo "Original Content" > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ 1ln -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content" > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BRI AER — M X RGN |, FHEAR—1 inode 5, B 1s(1) - 1" IERETR,
T SHERERE A L ERF rwxrwxrwx SRR | 20 EEEIF BN , et WOTIIRIAN R e Fraa) A S A
%o

( : ) Ny
BAERBIER TR |, AUAECE— N E RN SRS EEEE 2N TEE. FSiENEEAs
A[BES B ARG A AN TR EFR.

JESEN
BEEAFSHERIVERRERESE | R — P ERE R,

CCBEREERFEAENER , FIETEE B ROERE 2 THE. . CEREREIRER , LB RN E
T B R migm.

FARARRIM Windows xEFEE] Linux , FRIRHUKIERE Unix IS4 SERARET Windows SARILH“RIEA B L Aks
OBITH, BTEREXMHRGETRIN , MATTEBRSEE SR FRIGX A Z MKXS, ERERXFMEN , ¥R
MEZTER.

1.2.8 HEZEE (Fkitkd)

& BEE—MREE R, RIENARE T X, ENF—intk. Ei , E3FRA FIFO , RISt « 4R
NEEXIBE R R RIS N H—imst k.

MRXF— N B EEIITEANIRE , EANTREASHL L , HEIEANEENEEPHRIZIE R, SBE RS
LRNSBEEINZECALE, EEMNKMAARET , ERFMEUE , ERBERMNIRE , 4 shell 26t 1| 2°7&
ETRE—H. AM , —BEERTER , W IARRITURABLER - 6417 , BEERR—ITA/AET. EER
UNIX f—IEE BRI N EeIHT .

=TI



https://zh.wikipedia.org/wiki/Symbolic_link
https://zh.wikipedia.org/wiki/Named_pipe

Debian &%} 14/ 247

$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # put into background

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello" >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.29 EFEF

EEFHTZNATRAENEEMEE , $EENRERSERS, B UTHLEE (FIFO) FEAKFHEZRAEE
RETENZBHTEESHR., MTEET , SEHBAREEER—MEZTT , BAFTEER — MR HRN FIHZ,
E%i&ﬁl‘ﬂﬁ% (%IPC) K= TR, EENTHRITELSEIMEAEERRENZE, &% LNFHAHE EBENERE
= F UNIX IS EES |

SN
HEidnetstat -an” A UMRAENER ARG CATTIF T LERT,

1.2.10 ®ENXHF

BEXHBIEAGHYIERSNEUNRE , MER. B, BRE. B, EMEREN—IMFTFEZEHAE , B
“/dev/console”kgik

BE TR,
- PR

- R

- —AEHETF AT

- i, O

- g

- BIYEAMST-H , T

- = A

- W

RIS RS E X, REUATEEE IR , SBUS SRt TABRER, M3 AN , AR

DA LR &SR, than , ARAT AR SCAR ST S ATENALIR R/ dev/ 1p0”, SRERRATIERG S KX &EK
BH"/dev/ttyse’, {BR , FIEXLIRIER/IVOTR , BUATREL S —IRIHE, FTAREAIVE.

3=z
=

FAIERTEDL , £/ p(D).

WERNTREATUESHIT 1s(1) 53], A FATR.



https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
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Debian &%} 15/ 247

$ 1ls -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, 0O Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« "/dev/sda’ WERZSE 8, KREHSE 0. BT disk BHAMAFES.

« 7/dev/sr@” FERESE 11, KIRESE 0. BT cdrom BAMAFAEE.

« "/dev/ttySe’ WERBZSE 4, KRESE 64. EFRHK dailout FANAAEE,
« "/dev/zero’ IFRESE 1, KIRESE 5. EUBEEAF,EE.

IR Linux RGeF , L4487/ dev’ Z THIXHRLGI2 B3 udev() HLHLAZ.

1.2.11 $HHRR&EXE
A — S R AR & S,

BEHF B IEIVEED%S

/dev/null JEER RE"XHLERFR (EOF)©

/dev/null IEPN TRE (— 1 TEABIEEERN)

/dev/zero VZEL REN\O TFF" (f—ﬁ ASCIl R 0 A[E])
Jdev/random R é)ﬁﬁﬁffwﬂz?%ﬁ]&@—ﬁ\ﬁﬁfm%% , VAR (&
/dev/urandom i MEEB T2 BRI AR BU= & 25 1R Bl — N AL 74
/dev/full =PN REREFZEw (ENOSPC) Fx

Table 1.10: $HARELHFFR

XEAFRNRE AHEE I shel BIREEMIKXGEM ($%% 158 ).

1.2.12 procfs [ sysfs

procfsHsysfsMATEE RS , A HIMETF"/proc” F"/sys” 2 &, BRZFREIBEMRRAL R PTE), & W,
XL R BEMM , T T IRANT HRMERZZITRAEZ].

BR"/proc” AGMNEESITHRHRIRE T — N FER , BRNLFMEHEIORT (PID). FEXNHREENA
GTH , M ps(), ATRANXABREMHKFEE.

"/proc/sys” Z FTHIER , BT TUERFELENZZTSHNED. ((RUATAEREIIM sysct1() méEH% ,
SEFRAEMMB/ACEH"/etc/sysctl.conf”,)

Y AMNBRIXANMFAIRMIH /proc/keore” B, BE SRR E. IMXHETHRONBRNGFR/NMMEELRZ. B
HRKAERNZ. ER— MR | BRI RENGT , FIUAHEOERRN.

"/sys” NTHBRAE T WA REURSH , eNNEN , DREMNZRfGEE, ERNNas T REAFELNZE
TR S %N

SZ"proc.txt(.gz)", "sysfs.txt(.gz)", PARFEAA MK Linux NAZXA4("/usr/share/doc/ linux-doc-*/Doc
XYHH linux-doc-* AREGEIR 1L,



https://zh.wikipedia.org/wiki/Procfs
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1.2.13 tmpfs

tmpfs@— MG X HRSE , ERXXHERFEEMN TR, BEE T REFRZEFH tmpfs BUERBERITRENR
TP AX.

AREBEhEHIMEL , */run” BR3EE h tmpfs, XEEME /" HH AR, BEWETTUHE AR, ©hidES S H4HE
ST HNEESE , FERMET Filesystem Hierarchy Standar2.3 jRH B E RALE -

* "/var/run” - "/run”
e "/var/lock” - "/run/lock”

e "/dev/shm” - "/run/shm”

SEZtmpfs.txt(.g9z)”, XHETF Linux RN#Z3CR4("/usr/share/doc/linux-doc-*/Documentation/filesystem:
B2 T , BR#HAE linux-doc-* 24,

1.3 Midnight Commander (MC)

Midnight Commander (MC) ;2 —* Linux K e L infi i GNU iR™ Ik FET)" . BAFFIHRMT — 1 #
A (E RS | XELARAER) Unix & E 5T,

RAIREREIRB T EN SR A" me " ) Midnight Commander #4448,

$ sudo apt-get install mc

£ mc(1) f4AKNYE Debian REE, XERIFNFIAN. EFEANAREMEERKIE —LEBNEBRNE.
< /etc" RHFER

« " /var/log” REFH=xX

« " /usr/share/doc” REFBEF

e ” /usr/sbin” #1” /usr/bin”

1.3.1 HENM MC

AT FERE MC EHEE R B RIF cd BIHEB R , EWEHR '~/ .bashrc” & —/H mc AR HAMA,
. /usr/lib/mc/mc.sh

EE mc(l) (F"-P" EHE) WRE. GIRGAREEMEX BTN , (R AFEREXEE)

1.3.2 3z MC

MC AJRUXHESEEhE kK.

$ mc

MC IBid SR FE S T TAMKAHRIE , ARNMEAFAEACEN. RFER FL AT IkZIR B RE. RRAFRR
YEAREEAThRERER AT LAE R MC.

HE
Huebkugbbn gnome-terminal(l) , ThEESRAIREBEAMA IH BRI RES WA IGFEFBHEN. 7E gnome-terminal £ ,
ARSI B - B> " REER SR E SR X LHE .

ARARER)FHFREDELHR , BIoRESKEBZ AL , B -a" B MC s ST BB TR SRt 3R,
WMFXHARBERRR MC R EIREIS , (JAS%% 9.5.6 5.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
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1.3.3 MC X {#&1E

AT BREAREBETXMHIIR. A ERRBEAEREALEOAN EE" RSB XAHARBIRIEE. & T
R L RIRIERE. STIFUAR gpm(8) :BITHRHR |, REATUEFHHSITERBARKRME. (£ MC B#HTR S|
AR MR —EZAR{E shift 4. )

TREEHE BREFETNRE

F1 A

F3 N HEER &

F4 PER R w

F9 S PR

F10 R Midnight Commander

Tab ERAEH A

Insert gk Ctri1-T BT ZXHERERAC T | aiElA

Del B3 (2R E MC ARERRER)
JehrEE BB

Table 1.11: MC utEsE48E

1.3.4 MC 5417HI5

cd HLIEEFHRFETHEER.
* Ctrl-Enter or Alt-Enter #IXHZ 26417, £/ cp(l) M mv(1) B4R TR,
« Alt-Tab BRI 1448 B3 ERTR.
« BRI MC 42 8FTIEE T B % ; 620 , "'mc /etc /root”,
e Esc+n-key - Fn(Bl Esc+1 - F1% ;Esc+0 - F10)

. 5‘63‘?%;80 HFERTR ALt 22— ; 6120, Wi Esc + c FIFEE Alt-C 2—#/). Esc #FRA meta 4 , FEHEH
HRZHAM-",

1.3.5 MC REJRigss

EAONERBRE N EEEMUAR. 1R F3 FHAEERIAR , Bk F3 A RFeRIEEX. ZHRTT IS
HIRIVEHR , (EF F6 REXAB T LFIEAR F , FS MPREX R BRI LFEAR T, F2 REFXH. F10 B, ZH0UE
PR E A A TAE.

MC Zwig25 "] A B TIN50,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

XARB— N EZEOMmEDR  (BEERE R BAIGERXEIRSNBSR. EMATAMEES , FERE Alt-Fn kY% E
LR 3HF A File - Insert file” B3 "File - Copy to file” ki sh A,

PERgwEE 2% AT AR AN i 28 .

EFE , WEREFERMRAE SEDITOR B $VISUAL KIRELmEARAMER. MRFAERFER vim(l) 3% nano(l)
XFHa |, FREOFHER FTERAREIAN"~/ . bashrc” kX mcedit FH{TIRE.

export EDITOR=mcedit
export VISUAL=mcedit

AR AT BERIE B vim,
IRMRER vim(1) FARIRTF , #RAT MERER Y REePARE(ER meedit(1) SRt Tk,
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1.3.6 MC RE\EEHR
MC 2—ANIEH SRENE B R, XE—MEXRPIERTAMNIF TR, BESEFEHTE/usr/share/doc BRHhEH
. XENMAR Linux (SEMNSHRAR. XANEERTUET T34 RHHET— K EEE3.

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 B3zhE3h MC

EXHPHMAEE , FlEUNREFROEXHRANES EF% 9.4.11 1), XE MC — M EEAERAE.

SRR X3 (B Z= M
AT PITE S
FENAS BEANRE AN
html 3 EERNEM I
"*.tar.gz” #1"* . deb” XfF NMEHRNEAGERTERX—H

Table 1.12: MC =3t @] Z4pIm &2

?itﬁ%ﬁﬁ%%%ﬂﬁﬂi#ﬁﬁi’?& , BRI HRAREBBRE AT HIT. £/ chmod(1) BIBIE MC 3C#3esa
BHEATHPRE.

1.3.8 MC FHEBIH RS

MC BEASFE RIEFR VA 14 AE S B84R FO, "Enter” F1"h” SKiSE Shell SLHFAS: . #%7sh: //[user@]machine[ :options]/|
FIEREAN URL, RAFRRGAMEFER ssh —FkRFRITfE B %.

1.4 2 Unix T{EFIZELY

FIR MC ZERZ A PULRMEMELE | BFSM shell IR TERGHTTANRIERERN , JRULREEREL
Unix TEFE,

1.4.1 &% shell

R R shell JAE—LRGANANFREFER | EEEMIEER shell fR¥54 bash(1) , IR KIBEHHA chsh(l).

WRAABERARE shell TEIZRET , A GUI (BIFERFARE) RARREERIZE ; 3&EM ~/.bashrc 330, bt
M , EEmAE "exec /usr/bin/zsh -i -1"8{"exec /usr/bin/fish -i -17,

N
SARK POSIX HZRAETL | {BAAE shell TEM2 [P REEAFEL | ITATURRE, HEERMBIIRKC
=B

EAZFED |, T HERM shell 2235 bash.
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POSIX

Ind XL A E
$A{q:@ /)lb'fTJ_‘E_ k/J\ She" -I‘R ﬂ
bash YQ%ZG 7277 | B Bash: GNU Bourne Again SHell (232_EHIFR#E)
bash-completion |\ o5 955 | 1952 | N/A bash shell ZiF2%h4e
V906, - : _ —
dash 1998 207 2 Debian Almquist Shell, 8K shell )4
zsh V:40, I:70 2509 | B Z shell: BHZIEERFRAE shell
tcsh V4, 1:15 1366 | No TENEX C Shell: —4> Berkeley csh F3EERA
mksh V5, 1:8 7713 | B Korn shell {—A kR4
csh Vi, 15 348 No OpenBSD C Shell, Berkeley csh B— NS
BRNEA LM Stand-alone shell GFAEXERE
. . = [N
sash V0, I:5 1335 = (9 /usr/bin/sh’)
ksh [:8 65 ! Korn shell AE1EM AT&T R4
rc V0, I:0 182 No AT&T Plan 9 rc shell —A~523)
- o Policy-compliant Ordinary SHell &Ik kA 0 = 18
posh V0, I:0 187 = shell(pdksh JE4)

Table 1.13: shell #2/F%13&

1.4.2 F4%l) bash

YRETAEE“~/ . bashrc”SkEH] bash(l) IATH.
X TIIBIF.

# enable bash-completion
if ! shopt -oq posix; then

if [ -f /usr/share/bash-completion/bash_completion ]; then

. /usr/share/bash-completion/bash_completion

elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin"

# set PATH so it includes user's private bin if it exists

if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"

fi

export PATH

EDITOR=vim
export EDITOR

R

RATES 9 BEFPHSE 9.3.6 THkEIELXT bash HIEHIXII.
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https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
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https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
https://tracker.debian.org/pkg/sash
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
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https://tracker.debian.org/pkg/ksh
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
https://tracker.debian.org/pkg/rc
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
https://tracker.debian.org/pkg/posh
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EFN
bash-completion #k-EEERLE bash #H1TaH4 b2,

1.4.3 45kIRGE

£ 28 Unix IR, B — L RBRIAS LR, EIEE , @K Linux FRAZHIE , RAZFHK Ctr LM Alt &)
PUERE TtE. HPH/L/MEFICErRa.

TRIERE £

Ctrl-u W& SeArm T B TR

Ctrl-H WE&SEARAT R — 1~ F 5

Ctrl-D ZiF AN\ (ANRFAEE R shell, WIRHE shell)
Ctrl-C K IF— P EfEETHIRER

Ctri-z BB EFZERERE R

Ctrti-s FEIEFERE

Ctri-Q A RS

Ctrl-Alt-Del BQIXWAS , £ inittab(5)

\Zl_i n’:})&jﬁéj{ﬁﬁﬁﬂﬂk—lc Emacs A\ Ul )T (meta-key)
Up-arrow [ _EAmEE Fria# bash FEFGRLSHE

Ctrl-R FFi&% bash FIEERSHEFER

Tab f£ bash & 1THAEH 4

Ctrl-V Tab 7£ bash @& 17F A Tab MANEFHTANE

Table 1.14: bash fIREEPEF R

R
Ctrl-S AR IRTIRERTREM stty(1) 2RA,

1.4.4 RAMRE
Debian ARG MAMRIMRIERS 2 FRRAE , SMI—LERRAI% -

* 1Z5EH) Unix FARIRIEZ

- {£F8 3 MRE (B

- FREE

- BXA, 2 xterm , AR SCAN BEES A EH
« I GUI (BIFERARE) RAMRERR :

- {FF8 2 MR (tB3h + )

- {FFAEEEM BT NER

- BTFIARK cul (BER-FmE) A , than gnome-terminal
az;;i , FERMERATSESNATE. EREEFN , F Shift-ctrl-C kA% |, XHETTRUEGALIE—MEITIY
.
EMRRBFRAR_ LR RZRE , A EFEEE , FaT UM REER. £ 2 BRRASNEAT , FAiRAh
MABEMAE Y TiRPE)E,
KT FE Linux ZEHSHIEPE BRI , BEELL gpm(8) fEAEASTHFEFE (daemon) 1E1T.



https://zh.wikipedia.org/wiki/Unix-like
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BRAE ]

EHFFERN AR FERAEFERNEFCE

B FEBRNUEFEMNEFTRERNITK
BEAR (LA FERNVEFENEFCERGEE
BEAR IAAX) KB ETXRFEE (57Y]. DL ¥0E)
ARG Shift-Ins AR N EE AT

Ctri-X B F A EE BT AR

Ctr1-C (fe%imsE Shift-Ctr1-C) Fe D E R A EFE B IR

ctril-v FENES DR AN R EEARAE

Table 1.15: Debian _LfFRAREMEFIAE IREIRIES IR

145 HIFEFF

less(l) 4B —MERBHKATNREF (XHENBAEER) . BRBIEENG S SR AR L RIZESUH. £
H less 4 EFMMZNRFERHBBTT IR D", ERTIEELL more(l) 4 EEE , BEEMAK I LTTeval
$(lesspipe)”’8’eval $(lessfile)” BRIINBECRERISEINEKN EMES#£"/usr/share/doc/less/LESSOPEN",
"R 1EW ] PASHL F AR F AT H AR eI US B ANSI B E LFS)., EES % less(l).

N
£ less mdH , MIN'h XKEBRBHFER BN/ 82 RERFHS , WA -17 kZE R/ NEGURHE,

1.4.6 XAYmiEzs

FEFEAZE Unix RGEEFETF , BFPSUT Vim 8k Emacs TR , SREZAEEEFH—1,

BINASMETER Vim 6542 — D IERERE , B4 Linux/Unix RGEE—IREMITH T Vi Jitges. (SR L&AIK vi
AR SRR nvi XX T ARFRE L. FAZE Vim BRMT F1HEE , ZRXTATERIEETRK , FTARE
# Vim MAZHEHHW—LTA, )

BRARAE R Emacs #2R XEmacs fEAMRMRERS , KA B BIFHIER | AHEEREMNEE. Emacs KFTR
SHAMRIS R, BIETTFSIE , BRRESS , IMEE FinSES, YRS HASREFNE , BREEIMAR Y87 LIS
AT AR | ILEAEMNEF, —AEZRIF KN Linux REEREZERSHIE Emacs, #+9H5hkFS]
Emacs A RUCASE AN TR T E L8], FEHRZEEEFSS)E A Emacs F{EE#{FH GNU Emacs 2% Ff.

TESKEN A T X EFEFEAE —NHER |, #i )\ vim” # FL 85T DUS3) Vim, BiAR I — T e 35 17.
FEENYHREN" | tutor |” 3% Ctr -] #AT IABRIFEL IS 255,

EE

IFHREEES | & Vim M Emacs , AJDALNE UTF-8 RHEARE AwmASENXA, BNEINEHEE GUI (BB F
Fi) PR TEM UTF-8 Rt , FFERIRESRINFEFMTFAR, Jwigas 2] UM T GUI (RIFERAFARE) FMRK
YRiGiE R, KT EFIXAETUERSEIM,

1.4.7 BEIANAYRIEZS

Debian B £ RREIMREERS . BN EMIRE)H vim R,

Debian @13 d54“/usr/bin/editor 2t T M AL BINGRE WL —A) , FLHEFRF (6120 reportbug(l))
JARE. RITNEE FIaeHEE.,

$ sudo update-alternatives --config editor



https://zh.wikipedia.org/wiki/Vim_(text_editor)
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STFEHFE , REYER/usr/bin/vim. basic & /usr/bin/vim. tiny”, BAE XSS,

R
HE R ERNIELESEDITOR I “SVISUAL" R R E(F A JmiEsy (N5 1.35 THE 9411 7)., &
F Debian ARG —SMX2E , BAISREER|“/usr/bin/editor”, (FEFH%_E ,“SEDITOR"E“ed”,“$VISUAL"E
“vi”,)

1.4.8 {ff/ vim

K vim(l) B2 M nocompatible” W BEsED , HAF) TEER, 1

[EEN i e

EYE ‘helponly BORFENCH

IETH e filename.ext FTFF R IR X kK gmig filename . ext

BT W TEE TR PR SRR A3

SiST] 'w filename.ext 5\ LH12E P XF] filename.ext

TR 'q BE vim

=il q! SEHRH vim

=8 ronly %Iﬂﬂ?ﬁﬁ?ﬁ%ﬁTﬁE‘]%D

@ :set nocompatible? Eiﬁt vim Z2EETT2) nocompatible

T :set nocompatible ®E vim 2552/ nocompatible f2z{

Feat] i T FAER

Feat] R HA BRIER

5E v A AR

=i v PN TR

=18 Ctrl-v N AJRRAER

&7 TERMINAL-JOB &f ESC-5 HA BBER

TR rterm Pt )\ TERMINAL-JOB &z

TERMINAL -NORMAL i PE\ TERMINAL-JOB &%

TERMINAL-JOB Ctrl-W N (83 Ctrl-\ Ctrl-N) 1 )\ TERMINAL -NORMAL &%

TERMINAL-JOB Ctrl-w : £ TERMINAL-NORMAL fRAEFA
Ex-1R3

Table 1.16: EZAH] Vim =453k

EEA vimtutor” F2FkFES] vim |, Bt — A ERMIESIRRE.
vim F2FET EX i ARIRERSEERNITA. £ BA-ERF BRAEXT , ARSI T EHX, B3)
HARARENE HE-HEX T XEERE JH-EX TR, FZE-EXTEAN ", WEER B NE] Ex-18

. Ex-&Xdn4.

N
Vim 1 Netrw k4B T A—#2fF A, Netrw RN STIFEARMMMIZE M , HIKER. A'vim .7 (=P REAR
%) k2% Netrw , ££7:help netrw” EEVE HISTAY,

vim MSKEE , Z0E 9.2 7,
1B0{E|A vim A BahE2 M nocompatible” #5 , Bt {E A" -N" EHESN,
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1.4.9 323k shell /E3)

shell sp &M B A REIRBNE T Fi% , HABESBURTTABERZIE. ¥ shel FEaNCREIXMA+HEREME 2R
BINEE, ARPITEARGEEASN , XFMCRELRT DN,

R
FHRASH) Vim (version>=8.2) BEBH AARIFMIHICR shell j&3) , £/ TERMINAL-JOB-#53\. 5% 1.4.8 i,

IC shel JENNEATIEZAE script(l) TizfT shell,
= FIBIF

$ script

Script started, file is typescript

1£ script T{EREA shell 54,

& Ctr1-D kKIRHE script,

$ vim typescript

£0% 9.1.1 T,

1.4.10 EAK Unix 454

IEBAIRFESIIEAR Unix 654, EXE , BIEME—RE X LR UNIX, {E UNIX ERSEE LR F N1
4. Debian REELABISN, WRA—LGSNGRERIBHLIER , BAZIRO. R shell PEAT HIE , K
M S SARE. XEEIFHRERER XM RHIT.

=E IR P SREA TG <.

EE

Unix B—MEHFI, DL TSRS 48R, BEN—RAeE T REEEMA A EEmn s,

X¥F cd &4, £ builtins(7),

EAHK Debian RLGEHEAN TTFEF 2 more(1) , ETLIAERIZS). Bidd4“apt-get install less” ki
less AT , less(l) SRAZAKA AR , ERTRUBE A M EERIRS,

[ A FEENFRIXRps aux | grep -e "[e]xim4*"" dydrh | AT grep ELAERFHIFREBD | IE
NFXH P 4> ERRTHFHA" , ZFEARAE grep BiFkE " exim” H3kE"eximd”, |AK™" JUARTHLS%
FRULECFIIENIZRERF |, (BRENINE LEAR—HK. A0FME T HRENFRATTIUSE grep(l).

ERIIER , R ERMGSKENBRFRRAL. WRFEEEMEREFEHSHIRD |, FFLIDNEFH.
=il T 3IBIF

man man
man bash

man builtins
man grep

man 1ls

B BB P

FHERALITRELL AR REUSIER , EAEIIEALY RS  TERILREIR. EFEENBLFH. BE , —BRS
MTE , REREENMERE.

HEE , X Unix 654 (BE3EB GNU # BSD () #A B REEMFTIMES , RATMER FIIRES—F7
AKREERE (ARRHEAMSEBATIN).

$ commandname --help
$ commandname -h
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PRy WA

pwd EBRYF/ L EE RN ZFR

whoami BRYENA A

id EREFTAFNEH (ZFR. uid, gid FIFEREH)
file foo EIR Foo SIS ZEAT

type -p commandname

BRes SR HFALE I E commandname”

which commandname

[E.E

type commandname

Bo~‘commandname™ &S HMFEE

apropos key-word

Eik5"key-word B XK 2

man -k key-word

[E_E

whatis commandname

BA—1TfiER “commandname’ {3 &

man -a commandname

EoR“commandname™&s & HIfFER (Unix XA%)

info commandname

BIR“commandname’ &y 77I‘EJ:‘|J&B4]%7F§ GNU M%)

Ts EREXAT (RAEAEM. 5?%%5@1#%119%)
Ts -a /TE:T%W—’&* ’lﬂéﬁ‘ﬁﬁ’ﬁxﬁﬂﬂlﬁ%

1s -A , R

Ts -la TET’EE‘]E*:RLW%‘ ?F’ﬂ/\ﬁflﬂlﬁ‘]fnu

Ts -lai SrRBRERRNS  FEE inode FIFAREFE
Ts -d Eﬁ%ﬁﬁaﬁzﬁﬁﬁﬁﬁﬁﬁz

tree FRANKEERERAR

Tsof foo L TFT IR SRS A Foo”

Tsof -p pid FH R FE AT TS "pid”

mkdir foo EHEFT B XFEILFER Foo”

rmdir foo B ZarERXFRN Ffoo"BHR

cd foo PIHRFSRATER P a2 $SCOPATH R Foo B3R
cd / IR EFRE R

cd PIHEIEaT A PR E R

cd /foo YR EZE ST IR 120"/ Foo BIE 3%

cd .. PHRE E—KEx

cd ~foo YIHEIA F“foo Mz B X

cd - I EIPATNIEE:S

</etc/motd pager

FRARN S RFEEFRE R /etc/motd" AR

touch junkfile

B AT Junkfile”

cp foo bar

B— MBI Foo" BHEI—AFXFbar”

rm junkfile

W& SCHE junkfile”

mv foo bar

BB Foo B4 & Abar” (bar DI TE)

mv foo bar

B— P IBXHT OO"?%@]@J%JTE‘MQE ‘bar/foo” (W/ifFix bar’
B3x)

mv foo bar/baz

B — A B X Too R B F = & A bar /baz” (Winfx
1Ebar’Bx , BRI bar/baz X

chmod 600 foo

FHMATIERISUA X Foo” (FFEMA ARTLIZPITAIH)

chmod 644 foo

BHBANIEXH Foo mhEERNE (FEMAABIERIT
)

chmod 755 foo

EHEABAX Foo /M ARE (GFETA AZBRERITAXTF)

find . -name pattern

fF shell “pat ternERILELAHFE CRERIE)

locate -d . pattern

{3 shell “pat ternEIXILECARIS S (RERR , FRERE
REVEHEE )

grep -e "pattern" *.html

AL ER M htmUVEERBXHET , EFKILECpattern”
I FF B IR

top

2RETRAREEE  MAqRE

ps aux | pager

BRHTA A TR RIS e (BSD XA%)

ps -ef | pager

TR IEFEETRAREREE (Unlx system-V Xf%)

ps aux | grep -e "[e]xim4*"

BRI IETEE T exim M exima"H)dtFE

ps axf | pager

Eﬁﬁﬁ’ﬁ IEEE TR RER{EE (ASCI XA )

kill 1234 7, ID A 1234
gzip foo {EH Lempel-Ziv Zgi5 (LZ77) ¥“foo [E4a A “foo.gz”

gunzip foo.gz

B “foo.gz"fRIE A “Foo”

bzip2 foo

£ A Burrows-Wheeter BHHEFF [ E4a 8 %+ Huffman JRhl R foo”
E45k“fFoo . bz2” (E4RERIL gzip E1F)

bunzip2 foo.bz2

¥“fFoo.bz2 xR “foo”

xz foo

{# A Lempel-Ziv-Markov & /5% “Foo” [ £45 /" foo . xz2” (FE4a3
Rt bzip2 EiF)

unxz foo.xz

Bfoo.xz"fRE R “Foo”

+avr _vvuf fnn +ar

IT“FAn +av’"RI= I8 U /A
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1.5 {&E& shell 454

WAL , FRX$AAAT{E A Debian RREEEH—LRIET . ILFAVEIRANT i Debian RLar S PITHLH]. 7EXE , B
HFF—REHR, FRORES R bash(1),

— AR E & FR B FrIAE AR A

1. RETEME (%)

2. %

3. B (\[iE)

4. BEM (A% : >, >>, <, << %)

5. IEHIRME (AIk:&& , ||, BATH S L&, (L))

1.5.1 HSPITHMMELE

— IR EMESHAENS Unix 5411724,
MR EMZUAER PAM RGVIAMW, , HP—SL 5 TN AFEFEINRE.

o PAM(TTHEIR SHAIIFAEER ) REHOAESR | Eban pam_env #83k | TTUEIT /etc/pam.conf”.”/etc/environment”
F"/etc/default/locale” REHIEALE.

- BREIEE (BN gdm3) ALUEE"~/ . profile’ # GUI (EASRE) &FEREEHIAR.

o APSEERREFGEAN , TAEMRELE"~/ . profile”. "~/.bash_profile” #1"~/.bashrc” HiRERIFE

1.5.2 “$LANG'A =

AKESINERTESLANG” FNEA B E N , BEERKNIHRECE A"LANG=XX_YY.UTF-8" , BREIEH TR GUI
I@fbﬁﬂ)ﬁ'ﬁ@ FHECE , fIZ07E GNOME 2 , "iXE" - "KIK & 1EF" - "1E5" /"1’

TE
BIENRIFATESLANG” RELEAGIMETE , REEENMFEHMBIA T AR $SLC_*” FFRNETE.

“SLANG’AF B f5E R E S HIS(EE 3 TPAAEM “xx_YY.z227",

EEEE P

XX ISO 639 BB (VINE) BiZn‘en”
YY ISO 3166 EIZxHH (KE) #lai°us”
4227 IRtg ,'E",:E'E&E%“UTF-S"

Table 1.18: i EEMREK 3 NI

£/ shell sy SATIRIAFHAT FHIHEIK 64

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC



https://zh.wikipedia.org/wiki/Environment_variable
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B S INEERE EE (X)
en_US.UTF-8 s (EXE)
en_GB.UTF-8 TR (KRASIER)
fr_FR.UTF-8 wa EE)
de_DE.UTF-8 =E (1EE)

it _IT.UTF-8 EXRFNE (BEXF)
es_ES.UTF-8 PEESE (PHEST)
ca_ES.UTF-8 NZMEE (FPET)
Ssv_SE.UTF-8 IndE (i)
pt_BR.UTF-8 AEE (ER)
ru_RU.UTF-8 ®E (RE)
zh_CN.UTF-8 ME (FEARINE)
zh_TW.UTF-8 ME (FEAEE)
ja_JP.UTE-8 EENEES
ko_KR.UTF-8 e (FhE)

vi VN.UTF-8 BrEE (8E)

Table 1.19: \ESHEHET R

X2, date(l) RFPITHRHMER T ARKIESHRE.

o F— 4 SLANGRENAREHEINANE S FMEE en_US.UTF-8",
o« BIAGA SLANGIRE FIEEN UTF-8 ESHEE fr_FR.UTF-8",

REBWHSERITHFHIRBEM AT SGMEA R, ST LEKBIF , FRIBATRUERIN IR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

R
23— BUG IREMEHME , 21RFERREIETENIFE , 7£'LANG=en_US . UTF-8" {EF HREHIE N da o317
BITHRESEIF—L,

STESHRREMNET , 2% 8.1 15,

1.5.3 ”"$PATH” Zr&

LRIE Shell B N6 S HBZ , Shell £¥E"$PATH” X2 MBS ERIIREHITHE , "SPATH" T2 ME MY £
Shell KRR,

TEERIAMY Debian 33524 |, Fi{E B K-S $SPATH” BB I 8EARHIE"/usr/sbin” F1"/usr/sbin” B
. 0, ifconfig M EEIETTREMIKIZR"/usr/sbin/ifconfig”, (&bt , ip 427" /usr/bin” B
XF)

AJPAFE Bash A"~/ .bash_profile” 8{"~/.bashrc” F A "$PATH” B EHIE.
1.5.4 "SHOME” A&

REGLSHERAFERTEHERTRHIAECHNERE  REEIRENABTRRXZENIITAN, BrBEXEE
FI"$HOME” A& 3FE5E .
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"SHOME” T E/{E

BRBITAR

/

YIAHTREPITRIRERF (TIFetFE)

/root

root F§ AR Shell BATHITER

/home/normal_user

T @ AR Shell BITHRREF

/home/normal_user

ETBAF GUI £ mEEMITHFIERF

/home/normal_user

H root F§ PRI THEF"sudo program’

/root

i root § FAURBTAEFF"sudo -H program”

Table 1.20: "$HOME” A& 1{8%3%

N

Shell ¥ &~/ AHEAYTTAHAFPMEB R, i £"$HOME/”, Shell ¥ &"~foo/” 5 foo WH F, L

£"/home/foo/”,

R $HOME SHAMFEFATH , 20% 12.1.

4
To

—Ha M S, XESWL-" - -7 Ik, BERZAER , AAREHHSHIITAR,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

XERaS S -R B date(l) spHithi oy RFC2822 drAER BT /8.

1.5.6 Shell BT

LEAXMBAFIE GRS REEIPITMABTEIR NN , BXHELY RN glob , (BRI BEF) , DAL

KR XA ENTR.

shell glob &=

DLACKLI 8 ik

AR FERRICH 4 (BR)

*

RU".” FFRHIX 4 (BR)

? il

[] BRSPS T B e

[a-2] "2 5’7 2 AR — A A LIRS

A BT BAEESRNEETE (7 14 2 B4 , RETHETIN

VERRETHTFF

= FIIBIF

©+

$ echo *.txt

1.txt 2.txt

$ echo *

1.txt 2.txt 3.c 4.h
$ echo *.[hc]

3.c 4.h

Table 1.21: Shell glob &=,

mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt



https://datatracker.ietf.org/doc/rfc2822/
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$ echo .*

. .5.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt
$ echo [~r1-3]*

4.h
$cd ..; rm -rf junk

£, glob(7),

EE
5 shell BRAXHELEAAARE , /" -name " EHA find (1), H shell £ * 7, ILEcRL . " FF44
IS4, (FTPOSIX )

HE
BASH TJRA{EFENE K shopt ¥EIAN” dotglob ”,” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
THIER/ITAH, ER bash (1) BEBFEVFEMREA.

1.5.7 4R EME

P aLHLREACHRENRE (X8 "$?) fEAR[ENE.

SRR ERE HFIR[E{E ZHIR [B{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: 454 HIRH (XA

= RIS,

$[1=11]; echo $?
(]
$[1=217],; echo $?
1

=z
e

JB/EE |, success £:2% TRUE , 0 (zero) MIRERNE. XELAEW , FEAEXER—T.

1.5.8 HAKIF454F shell EEH)

LR TRAEIT A T Shell #54 BHIA & STHE RIS S,

Debian Rt — M ZEFHIRIERSG. FATFILAFBEBIE— shell FHITEZNMERF. FEHRNEERDR shell
KINE®4 : jobs, fg. bg 1 kill, &ML bash(l) FHIETT “SIGNALS”, “JOB CONTROL"“builtins(1)”,

s T
$ </etc/motd pager

$ pager </etc/motd



https://zh.wikipedia.org/wiki/POSIX
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wdFE WA 1587
command & 1£F shell /54 1T command
NEESEY =~ 3 LY =~ >
commandl | command?2 EF??@L]%? command HARHERILL fF1 command2 EIRRHERIA
BT EEH commandl FIFRARE FIAF SR {EA command2
1 2>&1 2 —. et
command | command ISR (FFITHIT)
commandl ; command2 &% 4T commandl A0 command2

P AT commandl ; 2R , RIMFHIT command2 (20K
commandl 1 command2 ZHITHEINT , IR[E success )

PIT commandl ; 2NRAAELDN |, FKIMFHIT command2 (1R

commandl && command?2

commandl || command2 commandil 8% command2 $4THE1 , IR [E] success )
command > foo ¥ command MArEE EEMEISCH foo ()
command 2> foo ¥ command HIARHEEERE EMEILAF foo (EBE)
command >> foo ¥ command BIAr L EE@ESCEF foo (BAN)
command 2>> foo B command AR ESE R E AE A 3L foo (BFM)
command > foo 2>&1 B command HArERE AR R E € [ E3CH foo
command < foo ¥ command RFrER AEEREISCH foo

¥ command M AEEME T ARG ST , BEBE]
“‘delimiter” (here document)

¥ command A AEE@E T ARG ST , BEBE]
command <<- delimiter “‘delimiter” (here document , ip${THR I KHWFIRGTESEL
% )

command << delimiter

Table 1.23: Shell €548 WA

$ pager /etc/motd

$ cat /etc/motd | pager

RE 44 shell EEMNBIFH<BRMERNER , ERE—MPIFETLEIEITT HSMA cat LiRTET TR,
shell RAFR{EM exec BIEE NIRRT I M.

$ echo Hello >foo

$ exec 3<foo 4>bar # open files
$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files
$ cat bar
Hello
T SR T 0-2,
W& 1tHf R T
stdin PRI 0
stdout AR 1
stderr PREERR 2

Table 1.24: FUE ASCHHA

159 wH451%

RATRCAEE RS SR E— 4.
=TI
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$ alias la='ls -1la'

WA “la"Z “ls -aU'MREEER , FEHESUKIIRERIIL B RSH.
WRETLMER alias SEHIHFTEMRIZ (5N, bash(l) FH“SHELL BUILTIN COMMANDS?),

$ alias

alias la='ls -la'

RATRAER type SRAfIAdr S HAERIEIZEZEAY (200 bash(1) FHJ*SHELL BUILTIN COMMANDS?).,
=TI

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

s FERIEGERT , M file”®F , Bt 1s R A hashed” (FEFAMZER) , BN shell B— P NEBRE T AR E
iR 1s” b B E .

N
ZH% 936 7.

1.6 ZE Unix |40 1H

13 Unix TR | SCAAME RIS i A EA IR HEX AL T RGN, X2 A—1ERK Unix G,

1.6.1 Unix XATH
XEH LIS Unix REFLEEFEREIRNAREXALIET A,

< IRBEAENZRZER

- cat(l) IEE I 2TMHIANE.
- tac(l) IEEXAIHRE KL
- cut(l) AT —EDSY I
- head(1) Hith SXAFHITFK.
- tail(l) Wt AR E.
- sort(1) XA HHATRATHEF.
- uniq(l) AEHFRISCHHRRIRIERINTT,
- tr(1) BRSBTS
- diff(1) MXHRITRHTRIEL.
« BUAGEAEMIENZFRX (BRE ) :
- ed(1) B— 1 RIG1TmIERR.
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sed(1) B —/MidmiEas.

grep(1) ILAC/H/E pattern FISCAN,

vim(l) 2 — M FEmES.

emacs(l) B— 1 FEMmIERS. (ALY BN BRE)

« ERY RIIENFRXR (ERE )

— awk(1) BH TR ALME,

- egrep(1) ILECIHZ S pattern BISCAR.

- tc1(3tel) A A TR /RABISEISCALNIE : £, re_syntax(3) . &% 5 tk(3tk) —i2{EM.

- per 1(1) AJ A TEM{RABISEIMNIALIE., 0 perlre(l).

- pcre2-util 4B pcre2grep(l) ATALLECHE Perl 3B ENFRIXT (PCRE) #EFMISIA,

- WA re fIRE py thon(1) AT A TRAMRARIS BIRISCALLIE £ W, /usr /share/doc/python/htm1/index. htm”

MRIFIHEX LG SREMT (4 , EFEAman command kB2 IEERE

HE
HEFF IR F R A ASE R IR TE S K. tﬂ%f E%ﬁ — NS HNELITA , ATER CEES IR
C.UTF-8 1 Ta DITiR{t;éﬁ*m UTF-8 1 o Dﬂ’_iﬁ. ( 2 8 -.-E'_)

AR
Perl IENZRIXZ (perlre(l) ). Perl #AFIENFRIXZ (PCRE) # Python # re R HEHIENIFR XS —ARH
ERE L% THZBRKT &,

1.6.2 1FNFRIXZ

IENZRFABEREALIALET AP, ENI2MU shell RIBECH , EEMEIRFERK,
IENFRAR R BRI | © BB AFRHMITF AN,

TFFHULE T BRI XNFH. ENAMAEZRNEX , BRE 1 ERE |, ERAMMBURT LR ATA,
%nacs PRIENFREAEA LR BRE HEE ERE PRITFR M2, EIt , 7 emacs FIRMLHEFA\VKENLE
1o

grep(1) AJRAEABIENFRAAFSHITI AL R,

E FIIBIF

$ egrep 'GNU.*LICENSE|Yoyodyne' /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
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BRE ERE 1IENERERHER
N\ . [ T~AS$* N[ TASF BRMITTFER
N+ N2 NCN) NN Y BRE B\ X TTFR
+2 () {3 | ERE MAR TN E \"EXHITFR
Cc c ILACIESTTFAFC”
\o \o M — 1 FmE= X ERFR c”, B ECHR
BRETTFR
; ; IWACEEFR , BFRERITR
A A FRBERFFIEVE
$ $ FRHENERNE
\< \< BT E
\> \> BARERAE
[abc] [abc-] TR abe . . . PREESTHS
[rabc---] [rabc--] CEFE T “abe . . . FRES TS
r* r* LECFEANHZ AT
r\+ r+ TLAC— N Ek&Z A" r”
r\? r? AT —Ar”
ri\[r2 rifrz LA — 1 r17sr2”
— N T > =i
\(ri\[r2\) (rilr2) %‘gﬁ NMr1Er2t, FERFESHRER
Table 1.25: BRE #1 ERE S TTF45
B zRER BRREA BRI IAE
& IENFRAEAKFILACRANS (7 emacs F{EA \&)
\n Bl n MESHIENRZERLENARE (W28 F)

Table 1.26: ##FKXR
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1.6.3 FHMFAN

ST EREREN , —EFHFERIANE X,
X} Perl B 7yt , MR $& MAE S, RAER “$n"MIE\n”,
=TI

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]1*(.*)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

AR X LIRS ENRERMEN , DX LR ILECA AR R TR 2 A S5,
XEEIE NIRRT — LB 25 1 1 AT AR SRAS B OEARFI B R SO

1 shell i S1TAITRERFMAL VBB — MRAITH (FEATER) |, FRIARBahE T —1THITE.

BT MR TSRS X R4,

1.6.4 ENFREXKHEFHEHR

ed(1) 54 AT AFEFile" PR BB “FROM_REGEX & # Al “TO_TEXT",

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) @4 A PAFETile’ ¥ FTA A “FROM_REGEX B # A “TO_TEXT”,
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g' file

vim(1) A TRUE I E A ex(l) 6547 File’ P B M “FROM_REGEX & A “TO_TEXT”,

$ vim '+%s/FROM_REGEX/TO_TEXT/gc' '+update' '+q' file

feN
LR AR SR AR I ) B I ER A TR E A

ZAXHE ((file1”,“File2"f“filed”) ATRMFEA vim(l) Bk per (1) @it IENFIERIFI TN IR,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/gce|update' '+q' filel file2 file3
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N

tEM ebrER R T BLE“No match s Reh W &gk

$ perl -i -p -e 's/FROM_REGEX/TO_TEXT/g;' filel file2 file3

1 perl(2) BIF, - 1" RES— D EIRAHNIRLGRE | "-p” RRNMEHRFTHL N,

N

FRSH-1. bak B - 17, AIEX L RIRN". bak" BRF, MTERNER , XESMNERTRELFRS.

Sy =z
=

ed(1) # vim(1) {£F BRE ; per1(1) ¥/ ERE ,

1.6.5 MXA ARG TR
TEA—XAXAHDPL, EE A 2004 F£37 Debian TEMASE A FHRIEAN | FHATIESE.

Ian Murdock
Bruce Perens
Ian Jackson
Wichert Akkerman
Ben Collins

Bdale Garbee

August 1993
April 1996
January 1998
January 1999
April 2001
April 2002

Martin Michlmayr March 2003

N

£ )1, “Debian f&j52” FRERE T Debian 1S HEH L.

Awk 2% 3 SR X PR A3 AP AR B

= I

$ awk '{ print $3 }' <DPL

August
April
January
January
April
April
March

$ awk '($1=="Ian") { print }' <DPL

Ian Murdock
Ian Jackson

$ awk '($2=="Perens") { print $3,%$4 }' <DPL # When Perens started

April 1996

Shell (%40 Bash ) tA] ARASRATIXFHIC M

= FIIBIF

August 1993
January 1998

# month started

# DPL called Ian



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders

Debian &%} 35/ 247

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

N4 read EMA"SIFS” (NBEMENIRRT) FRFRIEITAIREZ 1837,
WRGRKSIFS AN 7, RATARIFHIGE R shell k347 /etc/passwd’,

$ oldIFS="$IFS" # save old value
$ IFs=':"
$ while read user password uid gid rest_of_line; do
if [ "$user" = "bozo" ]; then
echo "$user's ID is $uid"
fi
done < /etc/passwd
bozo's ID is 1000
$ IFS="$0ldIFS" # restore old value

(WRER Awk HEIMRINE , (ERFS=": " RXEWN IR )

IFS th#f shell RN EIZ¥T B, HOSBMRNEAY RNGER. XASEIMENG|SEAZ]| S+, IFS KZHAEAR =
%, tab 1T,

HRIEER shell () IFS £577. 24 shel BEIAK—TI RN ERMAR , SRE—LHFERE,

$ IFS=":," # use ":" and "," as IFS

$ echo IFS=$IFS, IFS="$IFS" # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 HTEEGSH/NTERIEA

THEHREAENEER—HES , TAM—LARNEE.

(2B ind(D) fLxargs (), W7 shell BATERSHES A SUAELIAER , TURTRSEAMIES. SA% 1015
THE 949 N

L{E A shell TEAEARZEFRIRMAER | FELBE— shell A (ZHH 12.1 7).
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AR (E—1TRMA) PR
find /usr -print E"/usr” FHIFTA XX
seq 1 100 B/R1%E]100

xargs -n 1 command

ENEET kNG —TEASH , EEHTHS

xargs -n 1 echo

IENEBTERE , BT , DIRRZIT

xargs echo

ENEBTXRRMBTTEIA—T

grep -e regex_pattern

WEETX , BEH regex_pattern 17 , IEENE K

grep -v -e regex_pattern

BINEETR , NBEH regex_pattern 17 , TEEE K

cut -d: -f3 -

EREET X , A" 2RiE =3Ik (passwd XHF. )

awk '{ print $3 }'

IEAERIRITR S =3 e Bt 5k

awk -F'\t' '{ print $3 }'

A tab BEFRIT RIS =2 IHR RT3k

col -bx

expand -

sort| unigq

MIEEAREE |, TR tab BB ATIREE
T tab BEE| TR
HEFFRGERT

tr 'A-Z' 'a-z'

HRINF RN NG T

tr -d "\n' B2 ITEEAN—1T

tr -d '\r' WA TR ZERT

sed "s/A/# /" EETTaEEN—# &
sed 's/\.ext//g' WE&”. ext”

sed -n -e 2p BRE"TT

head -n 2 - EIRERBIEMT

tail -n 2 - BREEMT

Table 1.27: ‘EE SR/ NTEIAS 3R
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Chapter 2

Debian IX{4REHE

HE

X—ERESMFEERAASA : trixie, .
EARXMF APT R MW EHIE RS ARSI K. BE % f£°/etc/apt/sources. list” 3 .
"/etc/apt/sources.list.d/*.list” XX 4 8i"/etc/apt/sources.list.d/*.sources” 3 4 B {F {a
77 RE S

2.1 Debian A EIRHIBTIE

2.1.1 Debian ¥ 4aEH

Debian 2—NERBEAR , ERI—BHME BRGNS —HBaFIMIREF S REN].
FEIEREGRBIGIRALT HTTP F1 FTP (7 ki51R) Debian 43, tATRAGEA CD-ROM/IDVD .
B# Debian WX HHBEEAGRE SERHBETA (APT) , EREBERMAXLRIR.

Debian SFAER AL , YEAELE , TP AMEERESE—REN - HBKEREIARSF. W&, B
73987 ANA] T amd64 ZRMIEER 4.

Dbebian RHAEEAGAFENRL  BFZ I ELEEN G R FREFMERE AR, BE , ROEE IR
&,

« apt(8) ATAAMKZEXGL{TIRE , BAREANTR. BIRFRATE.

« apt-get(8) AT M\WZAifAf Debian #4H-EEHE ARG, BFE apt A ARMAIEA— M EEER (¥ W TRIE
i) Debian &%%).

« aptitude(8) EA— X EAM AR EREE D LRNWRAAIEZR T BRRGE.

212 FHEAEE
TR Debian REHAHOAEN LT,

« SSTHAREAER , ERGARESKNRGETEEERASEMRASER EITHFEER.
* Debian HERGEE RNFAECE. RAER , KEBELEREAIRANT TEMEEZHPLEE.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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REE ATIE KN | utER

dpkg V:889, 1:999 | 6385 | T Debian HEEMXHEREIE AL (ETXHN)

apt V:875, 1:099 | 4670 FRGSITEHEXEER APT filig
apt/apt-get/apt-cache

aptitude V:36, 11181 | 4624 | FHERFEEHFEX LS EFRK APT Ry : aptitude(8)

tasksel V:36, 1:983 349 A& R ERR{ES M APT Hiim: tasksel(8)

unattended-upgra

095104, 11184 | 317 | FBF APT MHRBHAIHAE, , 2EHTEREEH

gnome-software | V:165, 1:274 | 4476 | GNOME &/[ (KIFEWH APT Rijvm)

synaptic V:37, 1:304 7788 KEAREREEEE LR (GTK B APT Hivk)
s _ _ APT 5cFH#8F @ apt-extracttemplates(l) .

apt-utils Vi399, 1:997 | 1151 apt-ftparchive(l) 1 apt-sortpkgs(l)

V:382, 1:888 | 547 REahsEyEiE T A

apt-listchanges

apt- listbugs V5, 1.7 514 E&IX APT RIS &/ bug
apt-file V:15, :58 89 APT XBFBIERTH—6STRA

apt-rdepends V0, 1:4 39 1% R3] E AR

Table 2.1: Debian ¥{4-aEIE T A%R

« SMREGAETEECKERERA , CEMRER PO debconf(7) KRB MH-AIIA LI EITTE.
* Debian FFAZEBI KA BEEMA , RNEREER — N TRATHRIER.

« ROUEHE R ME ARG B TANLERE. EERANRTSERABLAFRLRRK.

© REFENRET —LAERLEBNRSE , FETDEDIKK.

- SRNECETTEASEE RFHNEM. XTRAMAT ARG ENERRITHIIEFERTIH.

21.3 EFXEEEM

A

RENEAREEEHPLRZHE. ETRESITHREBRN—3ME , XFERBRENREEEIR , 6
20 ABI JmiFzs. FEIRAFBR TS,

Debian A& EIE AP T MARIFER I TLLEHN stable [RA., HEMR 5T i% Debian RETHT , MRV 4E
1B T ITREHE
o IR FTAEAS testing B unstable
o 18 IR BAEFEFR AR Debian iRA#FAEEIE Debian RASEE |, 640 Ubuntu ,
« RNEE“/etc/apt/preferences’,
* RTRSERNEEZNE , MAZEEEE 43U e-aEE TREMENATA,
« AEEM"dpkg -1 random_package RIAEMHRAAL.
o EN{FH“dpkg --force-all -i random_package &I{F k4,
« REMERSBEHR/var/1ib/dpkg/ K3,
« REENRIE TR FE = RS
- MRFEHE , BRI /usr/local’s*/opt 4,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
https://tracker.debian.org/pkg/dpkg
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
https://tracker.debian.org/pkg/apt
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
https://tracker.debian.org/pkg/aptitude
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
https://tracker.debian.org/pkg/tasksel
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
https://tracker.debian.org/pkg/unattended-upgrades
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
https://tracker.debian.org/pkg/gnome-software
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
https://tracker.debian.org/pkg/synaptic
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
https://tracker.debian.org/pkg/apt-utils
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
https://tracker.debian.org/pkg/apt-listchanges
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
https://tracker.debian.org/pkg/apt-listbugs
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
https://tracker.debian.org/pkg/apt-file
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
https://tracker.debian.org/pkg/apt-rdepends
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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%} Debian R-BEHE RS , TH LEANTMPHERE , SSBAFEEE , TERERNASTELR.
BT REMES IRF 2 ATE K Debian REVEHE R , Mx(E AESMOTRE .
< XBERDHNFE TERRSENEEHATIRIUE , SAZM Debian RRATRER (BEREEHN).

- RMENRGEE RESIRN RS TR EIE.
- Debian AKX FEE L HITERIETA.

2.1.4 FHEFERNER

( : ) /NGy
Xﬁji];fﬁﬁqif:ﬂﬁ%ﬁﬁ EERTAREEHNK stable £, MTHRAMTHAREENEE PC hERH
FAkt.

RERELMFITTESES  BAMEAIEKFZLEFETRUEITENMN testing 3k unstable iR,

EEERTHRABRIEE—NA |, EAIEFLTIFEA SRR IR P RE |, FFiLfthixE) Debian fikRIHER

XANPRER B EIEN SR,

« {0 testing kR , SKfr_E , ERBAAFAMIN , B Debian B4R FEHK QA FELEHEEIE |, bbin : Debian $545%
S, R HFIRAERKE 1 FEHEHRIRER. £ testing P EHKHEHE S E BME IR A LRI E.

o IERYIREMRE testing AANMKMAIEL HEMHKL (£ trixie-fER-stable RKIEFAERIN , £ forky”).

s KIMEFRALEG—NAT , (UIERECHETERE , 7 FNEH EXHEAXNMMBEEFREAS, XTF
XANEH , Debian A FHFFA B BMES | RME IFHRE BRI,

f#F unstable IRERH#EEFM. unstable RN FAE WAKEREE  ENEENEEERANS 2B FHRRER
ERBERREE MG, RE Debian LM unstable BRIEAZ MEHZE 2 KEAFETAE , (BELE —LIR4AR)
B, FHENFR—IBIERDBMRN.

XBEHLEATHREHEEN, , MR ERRIEMM Debian 3REEHK bug FIRE.

o JAILH Debian AGiH) stable JREEEIF—10X |, JRUE RS BEB TGN

o HI{ERE CD EFTHT 2 B3

o Z[BRI apt-listbugs , XATRAEFHKZ B ZE Debian Bug FRERASE (BTS) HHEE
o ST BRSBTS BB T RSk iR A3

VIR
RARTCIEMENX LT FET— , AMRATREIMIFEA testing 1 unstable hREIHER .



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
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2.1.5 Debian #42 FEERY

EFTIN
Debian #4EEEABGEHE XS M, Debian BEAY |, % 2 = Debian #4EE.

RN RG R el EREF Debian MEE,

MNTRGAF , BEM APT RLekijila) Debian R4,

APT REE X ERBIRIFMERNIRS IR , 7€ sources. list(5) BMEER.

Xt TERMEY HTTP Jila)fd) trixie REE , BATHEXRIRSIRNT

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb-src http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <«
contrib non-free

deb-src http://security.debian.org/debian-security trixie-security main non-free-firmware <«
contrib non-free

AEARR , HENER debs22 HEXMIRFIFRIN T AR,

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: trixie

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: trixie-security

Components: main non-free-firmware contrib non-free

SRR B R ANT
o BITIER
THIENIHTE"/etc/apt/sources. list” X4F1"/etc/apt/sources. list.d/*. list” XH4EME,
F—TENT APT REHBIRIR.
“deb”ABITRE LT ZH B EA.
“deb-src”BIBMTE X T IRARLIR .
- B—S%RE Debian R43FMIAR URL .
- BASBERITRER , TUMERE4HETZNRS.
- B=AMZ ERSEUE Debian 3R FENA BRLE FETEE AR,
. Deb822 &3t

- ERENHAE/etc/apt/sources. list.d/* . sources” XHE,
HZEMRRTREN 21T, EXT APT REHEIEIR.

"Types:” EEXFIFRLER | B)"deb” F"deb-src”,

"URIs:” ZITE N Debian #4ZEFE URI HARMIE,

"Suites:” ENENT RITHRE#HIIFK , 2BFRITMEAEHLHAS.
"Components:” ZYiE X Debian R4REFHERREFEL IR,



https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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ﬂﬂ%% {2 aptitude , ERVIRNEREDMEXHITHIE ,“deb-src”E AT AT £t ERg, XA DAINEAY S FE T
HIEHT.

URL A]RLE"https://", "http://", "Ftp://", "File:// -+

"# FERRIIT IR |, A,

XEB , HmmTERARS trixie’s"forky” KB EMH L stable’s"testing” , PUBHT—1 stable jJRAEK
TR ILESS,

R
MRELRPE FFR, FAT sid K & “trixie” , PARI KT BT L2 F H K “deb:
http://security.debian.org/ "X T E K deb822 M NAEAMAZTET. RAKXKEHRT

“sid” (unstable) MREFMHREERE.,

f£ trixie &#f5 , THREEXHHTERAK Debian MEFE R URL MEMHESHASHIIE.

PUEFE URL B4 ] o
RUDJIAED.QebIan el tapte | trixié 74 RMESR , KM stable £7

RUPITACh.debian-orel tosting | forky | #XERERIEMEHENHE testing 475
Plp/ideb.debianore/l ynstapte | sid | EROBIMERRESNHE unstable 57
[Up/Ideb.0ebianof0/ experinentalA | FFAEMAHRRIEE (Tik , LEMTFAH)
gggiggfb-debian-org/- stable-propasedis p@%@se s e4able BRI (MEA) ZAMERN (7]
TpTGED TR e oo et YR OE0sEd pdates BRI BEREEN
nUpiideb.debian-oro’t stanle-backpotie JEkpbrtasting KPREHEREFREOKLE (Tik)
gggigiic:g:%gjbian'()rglfable—secuttﬁ.yie -seahitd AR ELETH (EE)

D scouy eDIaN 0G5 ting -seCuory | SECSHRIRIRCES , FHESHINRL

Table 2.2: Debian R4 FEih 5513k

/J\It,\

@ ABHERLENNLESEH stable release RAN A DUR B IERIFREME. 1Z1T ALY stable release iR
A Ea 2z PIRES—LRE testing 8 unstable release RAKK A AL LLIZITAL4SH unstable
release JRAEBEAINE , XEFNERAMANLASHEK. INRAE stable release A TIRENFEER
—LRRFRRIIRA | LAk Bstable-updatesM backports (£ 2.7.4 1) HERMHE, ERAXLHK
B DIRESM IV

I

@ #E'deb” £75 , tRAEFIH stable , testing 5% unstable EHRE—EIT] | ABARAE"deb” 3o
JBET stable, testing # unstable £ , APT FBFHBPITEEHATEHB RERIHNEERE
FBf. AT /etc/apt/preferences” XA HIIHEHNITE , RAMIIFAREE YN, (BEE
2.7.7 %),



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org

Debian &%} 42 | 247

HR
ST stable £ Debian REME , 7 HFIKFAEHH http://security.debian.org/ MWNER
TEREE. EAERREEN.

EE

Debian Z2FARKEELMEIE stable MEFENT LG, XEITAR TN EN, testing RREF RGN
A—E 4 Debian WAL LHAKMBIE, AT —LER , XLEITAHMXS stable MERERE AT, FofEEE
4FOBIEM unstable IE-E4EF testing, unstable MRERGRIG , THENMAFEBY. BFAFW
unstable SEEEE A FTHUIFHKRA , RACHBT LREFNETEBIE. FX Debian [EAALMIRT 25REG
&% I, Debian &£ [a)|a) 8 |

X3, REaHE f#’x#@éﬂﬁﬁr& o .
i 72513 ;i}i_[;?gsn BRI S 5% (DFSG) , FEHAMKET

754 Debian BRXHFFES AT (DFSG) , ERHNAG TR
BrPNEERRINE S

) Debian BEEEHHES A% (DFSG) , {BIK#T non-free
E X Debian BEERXEES 4T (DFSG) , FFEARFE

non-free-firmware

non-free-firmware 64
contrib 377
non-free 1033

Table 2.3; Debian I3#4XI5, (area) ¥I3R

FRRHBREER amd64 Z2MK. main XIBIE{t Debian &4 (208 2.1.6 ).

ESIERMNITEFEMALZRE URL , XL URL 4 dists 8 pool Z JFR &AM , Debian % FEREBH B AL
FIZEZR,

RATRRATAREASASRIEE . RAITRAEFZXIHEF EHLMEEMFNRGE. EFNMKSHXREEMNT.

] suite = stable suite = testing suite = unstable
E trixie Xfja codename = trixie codename = forky codename = sid
£ forky Xfnja codename = forky codename = duke codename = sid

Table 2.4: EHFNARSHXR

REMFHE SN, Debian FAQ: 6.2.1 ABTHTHLLt S 4 2

TR TH& A Debian #4RAE |, “FB4Y section™ X —IA4HEIR N FAUER A LMK HRLA]. (B , FETSH ("main
section”) :X—iA G I FASki#4iA Debian M4ZEXT , £ K main TE" KX, )

Debian FF4% (DD) &k & 4+mE) unstable #4FRE (JEIT incoming £&18) |, AR LERSRGB SR
# unstable REFHRRITRGEHRE.

20R DD BT B RN ETHREMXFFR AN | XIBEH 27E Debian FRAEMMAFIIRFHATAE.

7£ Debian #4E FEATHAE XM unstable RRFEMNE| testing RARFERT , R EAF ARG E B8]
(#4 2-10 X) FEEFBH RC bug IREFRE , =X BERENTT AMRHFHK testing MEEFRRERS. X4
TFEEE testing MERFEIEE IEMHTIA.

B AAMBIBAASHE SRR TR |, FHIHT—LFETM , F testing EETL—2 , Tk, Aa
¥ HE testing MR FERARBELHRNECA I stable RRE |, FAFK testing MEFEMZIHARBELIR.,
B testing BRERYKNBMFA MK stable MEERRNATEHE.

unstable 1 testing MEFEAFATEESE R HT JLAE RS EEIEERH/INERE .

« TR B LEZIRRE (20T unstable )



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
https://incoming.debian.org/
https://lists.debian.org/debian-devel/
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o IERFESZFNHFAEIREE (Z0F unstable)
o MEFEREESEM (testing # unstable)
s FHHTMMEEE , SINBHRRGE (20T testing ) %,

Rt , INRIRREEAXLRRE | REXREBERIRDZX LRI/ NI,

7Ny

TEFH stable BARHERNIANA  XAEBEAA PN ZERATEREEHN stable HERE | Bl{Efh
@ i@F M unstable 3 testing MERE. EXNTERF |, unstable M testing MEEFERAEE KRS

WA, REMA unstable MEFNAZERERFRIFNIERSH , RAESEZZOREEHAEF

RITE. testing MEEAKER , BEAEBEBMNEEREIIFH stable MEFEMBKANZA (Debian

testing & /A8 2008-12), — 1A E:EEK]H'ﬂEﬂF MBIRFHASRIE , unstable B; testing R4 FEak

WFRTIAfE A,

RN
BRER testing R FERT , (R— A EBREKHAS] RAMRMIEE TTARE unstable MEEFHRMKEE (B
&R bug ) KRR,

RYREEHIE LS W, Debian BUEESARY.

< #B9

- RGER

° gz’-‘ zfzau

- REBHK

2.1.6 Debian £ 100% KBB4
Debian & 100% BB B , JHA :

* Debian BARZIRBHEHKMG , XEET HFHEH.

* Debian 7 main " R EHKH.

« Debian i RUE{TRE main MBBEKA.

o £ main FRIRHE , IRBKBEIHEFETE non-free 2k non-free-firmware 3% contrib R,

BENEHME IR ERETEAFTE.

* “Debian BIA4 2 100% MBI, (Debian #3322 AFHE—K)
 Debian JREE_LH—t non-free-firmware. non-free #1 contrib ¥4,

RATIRRA , XHAFE.

« Debian ZGEF 100% MBEH , FEERNKHET Debian JR$25H0 main X3,
« Debian RZ MR T Debian fRS-#5M non-free, non-free-firmware 1 contrib X,

1£ Debian 4 #E2AME 4 KF15E 5 KINXET T BARBHER: -



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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o FITBMFEEBENNA R BB

- FABEBEANNWA PR BERMHNTENSE. FATRANEZBMNFZE. BAPEESFTERET K
MHRAFRIRERE, FKIARXTE Debian RSt EERIAFFEIM , BATHALZHm SIEFGERXEB T
KAPZEIFEM. ENAFEA , FZERINEENS ST | FlEAIE Debian LR EVRAKIREES. A
Tﬁéﬁkﬁﬁj&ﬁﬁ , AT RRMERMK, SRER. 100% BEKIRA , TARMAMEM AT BRI AEX LT H(E A K
IRIERS

« EAERAFEBMNNBRRANT

- B{anE , FERNWA P SEFE RS Debian BEEREES AFTHESR. FRITOXEER |, FERNNBRE
Y T non-free”, "non-free-firmware” fl"’contrib” B, EXLEFTHREREA , FAET Debian
REREENCHECE R FTATE Debian FERA. FKATSRYEEHERFNZIXL B T TR ERIFE , PLHIRT
HATR BT AEAE P AITXER M. T, REIEBBHKRHEFIFIE Debian REH—F5 , FIMIZFFENRE
A, FEFRITAIEERRHRE T AR RIR BTN ERIEIRER ARG AR BM4S13R). Debian B 7 EA T AEFE
E , EH4A 2 Debian REH—F05 , XE—BI5L , REfELL Debian AT HEXLE R4 L.

TE
1EE AT Debian #1#£32%) (Debian Social Contract) 1.2 hRA3E 5 £ &FRAIKIR X AH _LE LA B FEHMAE.
FERBAE Debian HEFRLAFFABR T , XN FRELA R AXAEZE LRF—B

BANAZT f#{EH non-free . non-free-firmware # contrib FRRGEBIIEETHNK :

- FRAXMNREESXEBEH
¢ X% Debian SEHBMZRF (XL EATTEAAAIEARS , Debian RNEEHITTTLRIXFF. )
. /"j—§'<'f 100% QEEEK] Debian /\,J[_,

Debian B HHE T /7417 Debian i3 T B3GR, Debian XARAEARAEER T &) IZ MR , BT,
B, EARFEESIE. 3§13 Debian B EBRREAFAETEE &,

HAM) non-free,. non-free-firmware ¥ contrib #HEEAE T FIHIEBK BRSNS AN HEAL :

+ #£GNU Free Documentation License FEIA44E, , BEARZKE S , tban GCC # Make K, (KL EET AT
non-free/doc $%%.)

o AEIRBIFRALN SRR EERMES , FIANES 9.10.5 T {EX non-free-firmware ¥IH Wik EE4a., (£

JF non-free-firmware/kernel Ef4y.)

o AN FAERAAE , SFELE ARSI BB T T IR,

WEEE , non-free.non-free-firmware 1 contrib B4 HKEE /DT main HEBK 2%, /415378 non-free,
non-free-firmware 1 contrib FASIEMIKHBERKIKIR. /A aptitude(8) e R ER BRI MRS
A MR TT2AEH) , ATRULIRRERREREENIBAHREE , KERNAERIFER.

2.1.7 HHBEIKEKAR

Debian FREEEIT B AT B MIRA L T EBIABE BB B IR a% s, FEE—LEN)
pafeEsE .

 HRH

- YA, BB Mk A AR SR AR,

" HH



https://www.debian.org/social_contract
https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- ZUT Depends , 1Bt KR GEAIR BT TER R A .

- XBRR—R , BERZEMHKIEIR., REMAFRLBERINE , RIFEXEIHRAFEHMELRE.
o EW

- BEEIKEL. XM ERARZ B FTRES AT RITFINRG-aF R |, (BIRAEI AT IEE LTEE.
o IR

- XERA—MEE NSRRI R , NRMILKR,

. R
- RN AREA AN, —IREIRRT R THRE I A A,
. g
- XRIITEXOTRE, AT REX NI DU TSI k.
. R
- XRIIIA RIS AT B
- R

- KX MR BRSO TBETH RS A FITIEE.

EE
BEE , R “Provides”, “Conflicts”f1“Replaces”iE X & — 1 BIAKR G EE — M AENAELE ., XMHR T 7EEM
— AN E] R BE TR — MR N Z B IMB A B IE R4,

A EIBARIBKE < RARE A€ T the Policy Manual: Chapter 7 - Declaring relationships between packages.,

2.1.8 SRS
X2 APT {2 ST B RN,

« ¥ (‘apt update”. “aptitude update’zi‘apt-get update”) :
1. MOEFERYSR R R FE T ddE
2. EEMNEH APT F R4 THIE
» 4k (‘apt upgrade”fl“apt full-upgrade”, 2i“aptitude safe-upgrade”fl“aptitude full-upgrade”,
Z‘apt-get upgrade’f“apt-get dist-upgrade”) :
WERRIEIRA |, BN tRIEE BERMN ARAE (BIshs0EE 2.7.7 1)
iR AR BRI R
MRIRIERA S LRMRARRE , & MIEFERR FEREUTIER N S5k ea
R TR — St B
1£1T preinst filA
RIS
1&{T postinst &

N o o s~ wDdh R

o ¥ (‘apt install ...” “aptitude install ...” 5i#’apt-get install -+ :



https://www.debian.org/doc/debian-policy/ch-relationships
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WEGSITHIHNE

iR AR BRI R

MOTFE AR 55 25 IR ER 2 3t |
iR B TR ER B0 — AR
1517 preinst {7

T T B

. JZ1T postinst {7

N o g wDdhE

« % ("apt remove -7, “aptitude remove ---"E{“apt-get remove - :
W HSITHIH KB

iR RER A BLRRIR R

21T prerm fEA

BERC MM | BT BCE

. 1T postrm 7R

P w bR

o1

« J5f% ("apt purge”’,“aptitude purge ---"gk“apt-get purge -’ :
Ve ar TR H KA

i AR AR R 2R

1517 prerm A

BIRERENY  BARESH

1T postrm Iz

=

o~ DN

B, ATKR , BEFERR T AT,

2.1.9 XTEEHERBKE—NEN

YR R E 75 308 B — AN ERE RS 2 Debian 45E K/ usr/share/doc/package_name/README . Debian”,

BEF X&) /usr/share/doc/package_name/"FHIEE XY, IRFZE shell A% 1.4.2 77, WA TG

<.

$ cd package_name
$ pager README.Debian
$ mc

RAJREB R AL - doc” ek 4 A X N SUAYER (B SRR BUFAR IR E .
WMRFIEER—MFERR GBI T R , —EEEH5HKE Debian bug IRERALE (BTS) Mk,

sy i

. o
Equg%] bug BkEx %% (BTS) sensible-browser "https://bugs.debian.org/"
HREBAFRE MK bug FRE sensible-browser "https://bugs.debian.org/package_name"
bug ZR= 50/ bug IRE sensible-browser "https://bugs.debian.org/bug_number"

Table 2.5: fif 45 BSR4 o) k) 3= ZE Rk

{FF Google #% , EREEFFHME“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”
FF,
LRERIE—H bug IRER , EFA reportbug(l) f4.



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.1.10 n{APkik Debian FH4H

LIBR) 2 NS GER | SRNEARE RENER |, (RAME LR —RNE , MZAEIREF M. K
VAT JURGE Bk - B RO BB RHIE .

cEEMH I EB>B

o Z&AY : main > contrib > non-free

o U5Etk : FE > EE > Rk > A%k > Fish

« 1% EES TAEREERIIREER | fl S@mFE

« MR HS 2 BRMRARAEIMEREMN (5120 gcc 4t gcc-10)
« TATE : ERERETEER LFEE NS

s ERNEE  HPELENEH

* BTS (BRIGIRERASE): IXH RC KANERIE ((REEK. ERXTERNERE)
« BTS (BRIGIRERARL): B & X RIERE Ri%

* BTS (RIGIRERALL): BEESHILIIEEK bug 8

* BTS (FRFEERERALD): EBAIAETE (non-wishlist) FRFEEER D

Debian E—MERANHATFREANERHE  CHMREAETHZARXERMAR RENRAM. R/
H BT e,

2.1.11 EHMA—ERESKEME

TR RRE(EFPA Debian REEM , RINAFBiITHEBNEMHEARFAERNEFRA. RMERERE Debian £+
P, REAHEIF Debian MRIREME , ThEXNEFR_HFRMAEE , E1INESKATAEF(RE BIK Debian ALt
A—E.

EE 2.7.7 WEMRK apt-pinning FAK , RAMRRES A'E SRARRAAEIE RGRLIX EARR L 3HHEX
B, EXHRARATIERBERNOERZR , RATNT BRI FFAIRKARSE.

MBI L ARSI GB LA , FREREEXRTEFEMMIRE HT Debian AR BHREBABRAR.
« ERMN KD SR B —HFER G ARTRXHNREF (2% 7.7 ).

- FZE KW GUI (RIFERFARME) F25F , bban LibreOffice 1 GNOME A , &% Flatpak, Snap B¢ Applmage
KRB,

« B3I —A chroot BZMKIMEREER M TIXHRFREF (2% 9.11 1),
- CLI h 4 REBEFE A chroot TRMHYT (BNE 9.11.4 1),
- REGHES  BEBRMANERZ N TENEAMNE (305 9.115 17

- BCMEFTENZHSRGBIRA , F{RE R Debian REFHA.

- X FRMIES (3058 2.7.13 7).

~
o

2.2 EuiBEaaEiBRRE

7£ Debian AGEHFFHFZET APT ka5 T A PATE Debian A% TR T SERSKAOEIRRE, EXE
KITENA 3 HEANIRGEEEHETH : apt,apt-get /apt-cache 1 aptitude,

X T BB ICRE FTR A BITBIRRR BETRIRE | fRIE root AR,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
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2.21 aptvs. apt-get/apt-cache vs. aptitude

R aptitude BEEETEMAN—NFEEFNTEHNTR |, EREXFE TIIER :

s NEWIEHIRA & /54E stable Debian &%t LfF A aptitude ddRFITERARNRET K.

- Bi{Ef apt full-upgrade” Bi*apt-get dist-upgrade”S&dHTXMNRE. $ M, Bug #411280,
« aptitude A BEN{EL AT testing & unstable Debian RZEFEKIER KEIXAA.

- XMEAMR T HZRNAGEE R, AR,

- XPFRZEE AT BAREESHEFRR G EBRA R ZEE KA , FI20 gnome-core,

- BRRXAREE , AT AE aptitude a3 4R A P EF PUEFRITHENIE", IBH aptitude , IF{E M apt
full-upgrade’,

apt-get 1 apt-cache E&EMMET APT WA EIETA.

« apt-get # apt-cache RiHH4STHARE.

+ apt-get BIHTERANERSEHRERENREELA.

« apt-get Rt T — MR KR EIKMRATES .

« apt-get SEHRIFRERAS. BIHEEIOHRRNFEFRZTEREER.

« apt-cache $2{t 7 —/ AFAERENRIXAKIE RIR B2 FRFHHR.

» apt-get # apt-cache AJRUFF /etc/apt/preferences KEIRREBR L MRA | {BXIET EIi,

apt B4R ATRHOEENERGLTRE. BEALRE apt-get, apt-cache M &H— M | #
RIT AR AR EMNRE , EROARR T ELEESITEAERAER.

- apt TREMFEM apt install ZERFBRTET — M RIFHRHER.

s EACHRETHNKRGEE | apt FEUABBREEZH . deb KA.

R
%ﬁ(ﬁﬁ?@ﬁﬁ%ﬁﬂ‘] apt(8) A AT A EXHERIZR , 1L shell WA+ {FA apt-get(8) 1 apt-cache(8) iy

aptitude a4 EB&RIBAKET APT KRMHEEETA,

« aptitude Mt 7T — P2 RIXERXAHFAE.

« aptitude FEFFMRHET - aSHAFAR@E.

« aptitude EATHEHRAHEEE (SINMKREDZENRGEIERTANKGR) MxaEla.
« aptitude MEHRIRMNERES., BHEEZNNFITEETREEE.

« aptitude f@ft—MEIRAKENFRXIIL R TB R B ITTHIE.

« aptitude FJABEIRRHBRZMIRA , FERER /etc/apt/preferences , X&+5HEM.



https://bugs.debian.org/411280
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apt-get
s aptitude / R
apt iBik B apt -cacﬁ‘gH
B
aptitude apt-get " e = =
apt update update updaté BB TR
aptitude apt-get
apt install foo | install instal B foo B AR IR AN AR E BIK it
foo foo
aptitude | apt-get., — .y S 3 - o p
apt upgrade Safe_upgradapgradetc:f,%E'JtzﬁE‘]?F’X#@E*]f&ﬁﬁﬁzlgﬁﬂz_%ﬁﬁﬁﬁﬁbEI‘]’qE)\ﬁ:@,
apt aptitude | apt-get&kCZRREBARERAE , FEHFEMESBHREERIX
full-upgrade full-upgraddist-upgrade
aptitude apt-get
apt remove foo | remove remove R foo KA , (BB TRCEXH
foo foo
apt-ge —— ey
apt autoremove | N/A autore:%\[;’g?fﬁﬁ%ﬂﬁﬁﬁ]kéﬂﬁi’x#@
aptitude apt-get N
apt purge foo purge | J&RR"“Ffoo K BMBLE X4
purge foo foo
aptitude apt-get. . .«
apt clean clean clean TR TEIMRAHG AR A 2R3
aptitude apt-get. N - RN
apt autoclean autoclean autoc1Lé§rl§$$i1ﬂﬁﬁ¢JIHTEA#F’@E%M’-“F’EE;J«\I#
aptitude apt-cache
apt show foo P show | B/R“Foo”XHE-BHVEREE
show foo foo
aptitude apt-cache
.
gé)‘tkiéearch N search search 2 &RILEL regex BARLEE
= regex regex
aptitude ns fo NATE et
N/A why regex N/A | fi##RILEC regex BUEXHEIAZIIE R M IRE
aptitude
N/A why-not N/A | fi#RR0LEC regex BIEIHEA MR RER
regex
i aptitude )
apt list apt-mar: —p e -
--manual-installe fiff;, showmar?lﬁzilj—{id]it"%lé'qz{y‘ﬁuE

Table 2.6: {# 8 apt(8), aptitude(8) 1 apt-get(8)/apt-cache(8) KIfn A {TEAAA EIFIR/E
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222 @ATTREMRAEEIEIRE

THEZEM apt(8), aptitude(8) #l apt-get(8) / apt-cache(8) Kar SITEARRMHBEIFIRIE,

apt /apt-get # aptitude REMBIRER , i&B KA.

“aptitude why regex’mA]RUEid“aptitude -v why regex’3|EEZHEE . XM ETRUEE"apt rdepends
package” Bi‘apt-cache rdepends package’#%EX.,

% aptitude fp&FEMmSTHRITERBET LR (FIANREEIFR) , RATEZ FRIRRTIRT e Y1k
e A EAE.

EE

B aptitude HSIRMET ETHNTHEE | HIANERAKEEMENTZS  EENEZREESERT (SKgeSs) —LR
3, 520 Bug #411123, Bug #514930 K Bug #570377, aNAE%Ea) , i5{EF apt,apt-get #l apt-cache €43k
EH aptitude &4,

RETAfE“aptitude” fRTE1E A6 4%,

i IR Ui

-S BRI S HILR

-d FE, AHITRREH

-D FEENTRABIEE , ERm R

Table 2.7: aptitude(8) PEEHLSIEMR

BFZNAS N aptitude(8) #iF“/usr/share/doc/aptitude/README’H“aptitude A F~FH}".

2.2.3 aptitude WX EX(FH

REAZEANBAEEE | RATUG TEAFUZEENXE3) aptitude .

$ sudo aptitude -u
Password:

X EHMREEENARIA , FRRANER 2 F B RIKAAS&K. aptitude HEMECERIE~/ . aptitude/config’,

N
RARAEA root MECEMAREREN , ATMELEKBIFHEM sudo -H aptitude - "F"sudo aptitude

R
% aptitude A ERK BN , 2 BEREFPITRE. MRERER , BTUBE S CiF - “BUHR
PATHIENESREUHE.

2.2.4 aptitude fEIREEEEE

e FEU TN B S AR B SRR RN T

ARUET S 1THRE XA B TR, hal UBIE IR Ve /"2 JRER BN M A T3 FTik 4 aptitude 1E NJZRE .
aptitude 1E WA AT AE A “~n" FF 3K SR 3R 4B 4 FRIN 75 SR AR L BCER (- L B R



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
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TREERE BRYPEThRE

F10 8k Ctri-t X

? BT (FEMTERER)
F10 - B - APAFM ERRAFPFH

u

FANRTEEEERE

+

ORI BRMEF R

ORI BEERIR (REECE X )

TR REISRR (BRRECE )

R BEARITFRE

WICHTE A TR (3hYE2NH full-upgrade)

THE TBOF TRITEER

BEZRAmMAFRFELE

BHSFmHBHREE

nter

EEXHBENGEER

EERHFBNEEICT

TR BN /RRE

BRSLERE—TRAE

1IN —=om x|l c| il

EEETHEER

Table 2.8: aptitude [RI3R4EELEEE

N

FRERATAMR PR T URLAEHNE RERGBIRETRRE, SUNAFERRGEBN—LE52HK

FUR AR B A RER TR E A AR A

2.2.5 aptitude {HEE]

aptitude(8) @ FRXEMENT , REAIIRENRGBLE TENGITIHEETR.

idA libsmbclient

ZATHRNERIRE T,

RERRE (AT
RS (BSATR)
CEWRE (BEATR)
- AL

© KN XS TR A

« REEBUBTRAE
« RGBT ARAE

-2220kB 3.0.25a-1 3.0.25a-2

R

BRI AR B SR BAh 1R ST B AREES R | 1R 7 RV Al R BRI B R,

A FARRAS SRR R AKIE L ATASENER (20 apt_preferences(5) M5 2.7.7 1),
A BRI JUFRZERL R T ATE LRl "SeB RIKE.
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U OE R

R & 2.10 (FHA)

KREHFGR SIS TR (ERRE TR R
FERAFRIR AR TSITHRAE (A TIERNRER)
Debtags [%Tay FH B debtags 1T KK HEFE
RS RERE St IR A RS HRR AR

Table 2.9: aptitude fL&]

=z
==

TEHRENE( T80 A debtags AREHUERIFE |

PR AR SRR BN IS —LASMNNREN dselect Bk,

A TEEE
AT FHERREHE %I section - area - XHFBRIFERIILIRAGE
AR EE
ELRREE E_E
ARRUHFR E_E
THRMERBEIZRREE mE
:EDERE=0) SRR R
RiF&E S — PR T5 T % NN RIThEER IR R

Table 2.10: FrAERMHE MR ERK 2

RN
AT AT AR SR A ARAOE St BRI B

2.2.6 aptitude £ ZFEHIER
aptitude 32447 JLAN AT AfE FIIE N F ARSI AR B TA .,

* shell 65417 :

- “aptitude search 'aptitude_regex''F|HEFRE. KLU HERBTEHA
- “aptitude show 'package_name "' 5| ER{EEEIVELRIE A

o & EAER:

- "1 A AR HIL ACik 4 B A AL E]
"/ 18 ZRILEC AR

- "\" ) e R OLEC AR A

'n” I TF—A

N" &k E—4

Je/N
FHrE& package_name WAV BAFRINEIHTRFEILEC , FRIEE R~ FERMIERZRER,



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.7 aptitude IFFKIX=

aptitude IENFRFNEZE mutt KRR ERE (0% 1.6.2 77) , aptitude ARMAFIRILECHLNY RAIT .

¥ RILACALNH A 1ENERIEF
ULACEX 028 TR ~nregex_name
ULACHE A ~dregex_description
ULACER S 2 7R ~tregex_task
LA debtag ~Gregex_debtag
ULACZETFE ~mregex_maintainer
DLECER B section ~sregex_section
ULACEX BB AR A ~Vregex_version
LA EE ~A{trixie, forky, sid}
ULAECKIR ~0{debian, -}
ULRACILTEZR ~p{extra, important,optional, required, standard}
ULAC N EZRER AR ~E
ULAC RN AR ~v
ULACHTEOER R ~N
ULACA I TREE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
LR E TR ~1
LAGHS A MERERRRER (B3R | _,
R
LAA®H A REREZERAR (B8 | L, _,
SRR EAR) '
ILRCE e FFE A AR AR ~U

Ao MFR{ER IR ~C
ILECERFR , EiaRs ] BRI ~9
UL BCRE AR X AR AR 1B ~b
ULACREIR type #ii] AR 1R ~B KA
ULEC pattern XA type IREIXFR ~D[EAL: ] &K
VLAC pattern i’X#F’@EJI;ﬂE‘] type {K¥IXAZ | ~DB[ZKEI:] HR
%ﬁg@ﬁﬁﬂz pattern TXIFEIR type B | _o [37:] st
%E{?ﬁﬁg pattern SEFBREIE type I | oo R
LECHE & R R KB TR A ~R~1
%Hﬂii’ﬁ BRECRRERIHREIRE || o

ST TR Ty

tﬁ%ﬁ EERRREBIHRMBENTEN | o, IR -1
ULEC pattern ISR A 2 fa AR B, ~S g B
LECABEREFR (H) ~T
ALECRAFR (1R) ~F

Table 2.11: aptitude [ERJFRIX

. IgEﬂ'ini;EﬁFﬁE‘]% ERE , HiR egrep(1). awk(1) A per 1(1) XLLHAYRISE Unix AT EA FTER A"+ 8
MR,

o (KFR A type B—FSEHEAAME XA (depends, predepends, recommends, suggests, conflicts, replaces,
provides),

o ZHAK type KB KX A Z “depends”,
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ET VN
Y regex_pattern AEFHFERES |, BRI ESGSRERN~T,

THEHE—LRERR.

e "~Pterm” =="~Dprovides:term”
e "~Cterm” =="~Dconf licts:term”
o "o~ term’=="(---|term)”

A PPZE mutt JBOEERE , Eh mutt R BSRIBETRERE XS W AT /usr/share/doc/aptitude/README”
) “SEARCHING, LIMITING, AND EXPRESSIONS”,

EE
lenny fRAH] aptitude(8) F , FEKAEAEL , 6120 ?broken”, EIENFRANF o ARRFHCAE R4S
;’E‘%b’; WAETEFR "PWAARKR T RRFHF ~IMIA— N ENREAL TR, HnkaEEzs L AAF

2.2.8 aptitude FIKFfRR

MRBELKHEFLO - EW - HIEM - EEAIKBECR HTHNARE | NE aptitude FEFE—NREFAE ,
MMULHH Depends : "FFRFHERHFAIE L ,“‘Recommends : "FRFHIRFAHSHIE L. £ aptitude T, XLk
BRI EENBTENS BB,

aptitude @34 EH" BN REITAKIRERATUET apt FAEFK apt-mark(8) dh4RE.

229 HHEEESHBE
AT AZE A B B R R B E S .

X S

/var/log/dpkg. log dpkg REREFRIENHE
/var/log/apt/term. log BH APT EEhHE
/var/log/aptitude aptitude @47z HE

Table 2.12: #4-EIEsh A
EXF, REAXERE MRERRBERNEE. BREERAESLE 9.3.9 T,
2.3 aptitude /EEH

THERZ—L aptitude(8) HIRIEERI.

2.3.1 BEFREGRARGE
YRATMRIE aptitude XMEEIET AP EHATE 2SR THSIREE | RERFMEENIRED.
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2.3.2 BITIENFRAADLAR B R FREKS LR
THEfHSFIH T B ERFREXICAK AL TSI TR,

$ aptitude search '~n(pam|nss).*ldap'
p libnss-ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

R EIRREHRABEFRIE.

2.3.3 {ERIERNRAT\ILALN ST
1 FmFREaSR RER U RRER , ENFRER ~dipve” TTRRBIMEHILECE R | FXE A MRRE

/Cao

2.3.4 STEMSFHEESMIRERAR

BaEIBRR TR E BRI BN FIRELE .
*\L\ BTSSR,

# aptitude search '~c'

WMREMARTSH R BN ST # R  FETUATa4

# aptitude purge '~c'

A REAR RAE R B AR P S AR MR TR L B AT ).

1B AR R R A ERILEC~c” |, ICRRILECER R , bhan , " BIMERIETRE" . FTARE
PLECHER BT AETRUEAREL LR [ B,

YEFETUEAR BN R EA PN, LRI TR BRABLRENRA SBIER. BERTUER="%ZE
AR ERUE S RBR e

XX ATEARBER TS H a6,

235 FARENMFHRERT
TERBEREANANTFHRERENTE (EEAIF aptiude KAHDEEELF).

1. A root AT E#ER1E1T aptitude,

2. FH"u i EHT A B ESIER | U e SARCETA T FHERR G BBITIHE |, " & iERETR a5k |
"9 SPITHTE Tﬁﬁﬂ‘]@\#’ﬂuﬁtﬁﬂé&

3. F U, FHHWAN~1(~R~i|~Rrecommends:~1i)"RIRGEXAHBRER , & T MH BREREEHPREBCA
B,

4. FTFU, 3% N\“~prequired|~pimportant |~pstandard | ~E"k[R&EERM4BHK BN , I T M B
HA RSB TR,

5. ?E;, FHHRN~1 ~MRKRFIREBRER , FE ELEREA LIRT["REIITHARNKRER , IRT-"¥E
e

6. T U, AN ~1KRFKHEBRER , ZFERHE" IR T ML AFIRE.
7. 1BH aptitude,
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8. Fl root {7 apt-get -s autoremove|less” @4 , KEEFILKRGBELHTEM.
9. EXEHMATES aptitude 72/ , A “m" e SR T B ERNAEA,

10. A root B FREFMIT apt-get -s autoremove|less” XN G4 REEBHENETEAZEREFECHAE
BRI,

11. A root HFP{T apt-get autoremove|less” iy RESBHEABREHKIA.
ERTHEIITI Tasks” L, B17'm" f5& 2 — D alEfiRE , BRMEANT B RERHBHEIEMIBE L L.

2.3.6 =HKRAGTHEK

EE

LHRIIRBBIFRITHRIOEHE , RARIEINTEATIEAAACEE | Debian 2] FHEH , (BERICENZE BLASHR
EHNRZE., XA T HRINAEBGREFNRG BRI E T UEMEZF R EERNTEESKR, Y%, EiTB
A, RN ZSHAR ARG TENED |, FIEEBRIR2KAEX (BEFE 10.2 7). ‘KHENARRRSS XK
BI—N B , KT FREH TR,

RATRUES A RS RN AR 8 m TR TAR BT 7T AR T RS N £ E IR , 4A/51E1T"apt update;

apt dist-upgrade” 454,

1 trixie-fEA-stable £41EF S, M stable F4&%| testing & unstable , R XA "forky” B(&"sid"
BRI RXHFER trixie” -Gl , ££5% 2.1.5 T,

EXE, AT -ERAARALTINED , FRATELBR —LEME , TEEHRTRAANKIMAE. Rz ERE
FHBX , FREETREERIMM. EFRARITE , RSMIBK stable TEEIHH stable , fRATAEE Release
Notes ARk REMAIBIREM , FITATRERIB L.

HEEEREMZAT , IRREEMEAN stable TREPFEERMM testing , XEJXH Release Notes AT AFEE
R, FERI—4> stable &bl , stable KITHRIREERMMK testing KIThRZ BMZESR T REARIS AR Y KE)AT
MAFRFR ARG AR EMNE S,

gigﬂ%&%ﬁﬂﬁﬂﬂ‘f@ , RROZGEIEAIRAE | RIRRHLE BB R AR EUGR AT B RORHR SR ARIB /RS IR VEL (E7f
BER LR RATRET

BEMENRG (NHBBIENEREREER).

%4 bootloader 17 HEHE , FANZ%H AT AS| SN EEhKFMEN TR,

HEBMAG LA,

F script(l) igRHAERITTE.

Fi“unmarkauto”fy 4 KRB RAE XA |, Fln"aptitude unmarkauto vim” iXAdy42 FKEG LE#B Rk
vim XK

7. AT BORGBZETREAENHR , MARERB D BERRKRGBHKE | 620 , BEEEmPEX MRt
8,

o o & w0 N E

8. 74" /etc/apt/preferences” Xt (Z2A apt-pinning),

9. RE—HHMFAL : oldstable — stable - testing — unstable.

10. FE&k IRFIRICH | FEHIERFALEER/FE T aptitude update” §4.

11. AERREIETR , BEEHM core packages , ffla“aptitude install perl”,
12. 1zf7"apt-get -s dist-upgrade” a5 RIFETEE KR,



https://www.debian.org/releases/stable/releasenotes
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13. &/aia{T"apt-get dist-upgrade” ©54,

VN
£ stable EAFERMEHE , PkidFEH) Debian AZ1TIRE BRI,

( : ) Ny
TSR RITFME , GCC. Linux A%, initrd-tools, Glibc, Perl, APT TE%%  A—XTAS%L
HEFHRMERTEEM,

( : ) /J\It,\
"Release Notes” may not cover all possible cases. If you change low level configurations, your next upgrade
may fail badly as "... segfault after upgrade ...".

XF unstable lRAKBEE LK , EFHE 2.4.3 T,

24 SFMEEIRERE

2.4.1 TP ERETRRE

TEFE T —EHERRAEEEIERE | XLIREXST aptitude T TEHREERKFTFHIRE.

EE
MTF—ANXBFLZEMOKRER, RUBTFEN—EOHLSETELME R B, F A dpkg -L
libglib2.0-0:amd64"k%|H amd64 Z24#)fK 1ibglib2.0-0 KEBHRNE.

VIR

RoEE AN ZNVMEREENRAEATR (fl20°dpkg -1 -"H*debi -) , EAIASBEEHFH
AR, dpkg B4 S1TIEIM - - force-alUMZMUKIER (S dpkg(1)) REATFESF. #Exe
RTINS RAE R CNSBEIMRIENREE.

FHEEUTILR.

« FIBRAGEEN TR G SHFELL root 1517,

* RATHEMENRZRN aptitude (ZRHE 1.6.2 1) , HENKRHEERGSERAZMUT shell glob HIBACRF
(0% 156 ).

- apt-file(l) B apt-file HEIRM , FEFELIEITapt-file update’,
» configure-debian(8) B configure-debian IR , B1E1T dpkg-reconfigure(8) A /aiH.
» dpkg-reconfigure(8) £ debconf(l) fEAEIRIIZI T BIA,



https://bugs.debian.org/1112535
https://wiki.debian.org/Multiarch
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P
e

FRfF

COLUMNS=120 dpkg -1
package_name_pattern

S A THERIRENE KRG BHRE

dpkg -L package_name

Er—TEXERKEERNRT

dpkg -L package_name | egrep
'/usr/share/man/man.*/.+'

3t — P ELERHEL man FHRI

dpkg -S file_name_pattern

FIHILAC A 2 R E TR

apt-file search
file _name_pattern

1 AR P DL RO SO (4 4 SR 14

apt-file list
package_name_pattern

FIH AR FEP LRGBS

dpkg-reconfigure package_name

EX I M-L/NGx D)

dpkg-reconfigure -plow
package_name

B RFAN T RERCERGE

configure-debian

DB ERCE R TR

dpkg --audit

BN ZRAABHHIT RS

dpkg --configure -a

ACERTA R TR R

apt-cache policy
binary_package_name

BIR—AN T ERN T BRA, RAERMEREEE

apt-cache madison package_name

Br— A HABNT BRAMEREER

apt-cache showsrc
binary_package_name

BR—A SR BRIRAERERESR

apt-get build-dep package_name

TERMERT RS RARATE

aptitude build-dep package_name

TEMERT RS RARTE

apt-get source package_name

(MPRAERSSRIE) T EIRARS

dget dsc X URL

(MHEBEEE) TERIRRERAEE

dpkg-source -x
package_name_version-debian.revis

WERBEIXHFBES (F.orig.tar.gz"M
Idndeébdan.tar.gz”/"*.diff.gz") AR

debuild binary

S ) AN S R L 27N )

make-kpkg kernel_image

MRZRARSH R — T R

make-kpkg --initrd kernel_image

MIERT initramfs RN ARRFE — TR E

dpkg -1
package_name_version-debian.revisg

S N S P

apt install
/path/to/package_filename.deb

TERAMRGARARGT | R 8 SRR K

debi
package_name_version-debian.revig

SEB R

dpkg --get-selections '*'
>selection. txt

R7F dpkg FAKRAFBERRTER

dpkg --set-selections
<selection.txt

£/ dpkg RERAEEERE

echo package _name hold | dpkg

--set-selections

A dpkg HF—1MXEERBEEEREXEA hold (HHH
Fraptitude hold B4")

Table

2.13: SRR BETRE
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» "apt-get build-dep”. "apt-get source” #l"apt-cache showsrc” 454 FE JRPFKRP1EFEdeb-src” &
H.

dget(l) . debuild(l) #1 debi(1) 5% devscripts &4,
ZN% 2.7.13 TEEM apt-get source” TR (EITR) U7,
make-kpkg 454 FE kernel-package #&FA (205 9.10 7).,
ERTES R 129 7.

2.4.2 WIFRIRHEKEFBEIHF

4% debsums 3HEEH , BEFA debsums(1) €541813”/var/lib/dpkg/info/* .md5sums” X4 ] MD5sum
B, RIEE LR, 205 10.3.5 TKiRF MD5sum 2 EH TERIER.

EE
E % MDSsum ¥R ATRERIE A E L , debsums(l) AR TAMABR. XM TARTRREEEERHNA
HAS BRI RIE BN R AR R

2.4.3 TSR EIRSE

W% P FEAE{EF Debian RS testing (3 unstable) kA , HAEEHUTBEMKGEEA., BXLFRSARES
SIBRE BRI ERE,

LA apt - list bugs AJAE AR RS EIB™E bugs , LT APT REFHEN , E4 B3 E Debian
BTS EM™E bug.

Z¥ apt-listchanges B4 , #£EH APT ARG FHRITEAENEWS . Debian iRt EEHH,

244 RFRRAEBITHE

R’%l&%ﬂi‘]ﬁ Debian P4 https:/packages.debian.org/ R FRRABITHIREME LKL, BEAMKIAREERE
BHTTIE.

grep-dctrl(l) . grep-status(l) 1 grep-available(l) a54# AIE & A Debian I {EBISHISC A& KT
A3,

“dpkg -S file_name_pattern"8eB# XS RBE XL HNRGELIR , HILACKZFREH dpky TaEK. B
TR E NSRRI,

MBIREERT dpkg TTHURIHTEERMIEER | IREEAE"/var/1ib/dpkg/info/"BR Fi&{T'grep -e regex_patter
wisd . XAEIRER RN RIS AR R R8I,

RS T EIRIABKRH , R (EA apt-rdepends(8) .

2.5 Debian ZXHBRNFEE

1EEA1kES] Debian SHFEEIRRINT LERIE, XNXAEBITENMRIRSLfRIR— LA,



https://packages.debian.org/
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X NE AR

Release RAITHRAITE RERERRAMTEMEEE

Release.gpg KITEREGTRE gg;;a,ée XHRERH , ERERE

Contents-architecture RATHRAITRZ S A X IE M BT A KB E B
FPRITHROS/EEMZAERTR | BARR{ER apt_preferences(5)

Release an A

Packages %g%ﬁmlgﬁ/:ﬁ%ljggméﬂ iE#H debian/control 313 —#HE

Sources %Qﬁﬁﬁﬁ/@ﬁi/ﬁﬁﬂéﬂém Y&E# debian/control SEUEREE

Table 2.14: Debian R4ZEETIHIEHRANS

25.1 MRFETHURE

FBNRITHR TTEIE S EEMRTE1E Debian 8553k i“dist/codename” N , FlZ0“http://deb.debian.org/debian/’
PYZ FEROAEM AT DU AR X BE25 SRINE. HPH 6 FhomTiiE.

PATBOMEIRE |, ERLRIRRES |, XETHIEFEAES T RES 4.

2.5.2 TiE“Release’ X {4k ESM

RN
TE‘Release”FATEE secure APT RSt NIRRT,

F Debian #43 FERIMIEERE — XK ‘Re lease” L, FlanN“http://deb.debian.org/debian/dists/unstabl
NBET.

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aceab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

*E
7S 2.15 TR, {Reeig AU F{E " suite” 1”codename” K245, “A1ThR 4 Bk [ EYi% & "suite” #1"codename”.
PR ER N IE area” & , 2% F#£"Components” .

TUZE 4 Re lease” ITEEM , ZHNY secure apt FIANEEEMSRIRIE , 7 apt - secure(8) I THEIA.

s ML Release. gpg” RHETUEFEBO Re lease” FIIZEH] Debian R4 FEA4ABIE.
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» /NFFH) Debian B4R FE/NAREE BT R4 debian-archive-keyring SEFARRIRE)AM,

» secure APT AL EFNIE FEMTUE {4 Re lease” TTEME., MEBRAIETFEAE| T "Release. gpg” XHFIANHY
LI Debian B4R FE/N4R.

* fiF"Packages” #"Sources” TR EHTETNZE"Re lease” XHEK MD5sum {EREAE. FiBREEIHF
KT M H"Packages” #I"Sources” {42 K MD5sum {EREIE. £ 0, debsums(1) A6 2.4.2 7.

« AMEELRIELLITHE MDSsum EIBFEE LK CPU , £ MDSsum ERBIES— AR , EAMBLES XS
ETRER"Re lease” 30 , XF AR M BIFRLtMEN , LALERIFHMRE (B8 10.3 ).

R B KBFFATERE T "signed -by” & , '© T ERMTAERe lease” UAHERAIXMEEKAPRRIE. X1EY
153)%=0 55 9E Debian #4E ERF .

LN
AERAER apt-key(8) fKEE APT H4.

WK, REEB(EA gpg F LWL Release” KTTEM | {F"Release . gpg” XHFAITE ftp-master.debian.org £/ %
f) Debian R4 /AR,

2.5.3 MXEEM“Release’ >4

EF VI
7@;’%{?%5@“% lease” X ¥ F{E apt_preferences(5) IFLNI,

PRER A Re lease” X , HERPMEIE IRYIFRTIEE , ML TA"http://deb.debian.org/debian/dists/u
Z’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( : ) /iy
XtFArchive:” ZET , RIILH ("stable”, "testing”, "unstable”, ---) F§-F Debian archive , M4
= ("trusty”, "xenial”, "artful”, ---) FF Ubuntu archive,

XFFEBS AU, Phanit experimental 1 trixie-backports, EfBERKGFERLHENTEK  XERA E
BMSMNYAT |, FlRNfE http://deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
BB TEIMNI—1T.

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé64

HEE , TEMREREIRE NotAutomatic: yes”, BRAH Pin-Priority {E2 500, X F4&"NotAutomatic: yes”
AR I, BAM Pin-Priority B2 1 (3, apt_preferences(5) #1565 2.7.7 ).



https://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
https://ftp-master.debian.org
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2.5.4 FEATRAERITHIE

YL{EHA APT TAK , 70 aptitude, apt-get, synaptic, apt-file, auto-apt , H{1TFEEFHE S Debian
MEESETTHIENAMIE I, XLARMIE MG ZHR, ME RIIRXGE@P distribution, area,
architecture N A#H—. (BAHE 2.1.5 7).

* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

e "/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g

(apt-file)

Bl 4 MR HRITAEMEEXK APT 4 ZER , FA TS “apt -get update’si“aptitude update’ft
BTHRHRITER. MRAERYRFEHNNdeb (T, NN THIESHITEHN. MRE RIEKRFEHNHN
“deb-src™fT , W EARE TTHIBLIHITEHN.

"Packages” #"Sources” KICHIEXHBEEH ‘Filename :"FE |, 5 —#HHIFABERBAHHMAE. BAT , XL
REBESE—RE pool/” BEWT , XHEA] ARGEBhRA A A KL .

AR TR AMEA R UE A aptitude REHTRERMEER. TIRHERG4L grep-detr1(l) ATRURR K
AN RS TR AR A

"Contents-architecture” JTTHIRHIAMIED] |, GEB#"apt -file update” B , ENUENEE 4 MRFE. £
N, apt-file(1). (auto-apt f"Contents-architecture.gz” KA NBIANFERARNNE. )

2.5.5 APT AR

BT mARIREUTHURE , lenny 2 A APT TARSKH EEAR AN TEREEEREFE/var/1ib/apt/extended_st
&, APT LERAENRIEERE ST KN THRGE.

2.5.6 aptitude [EREHAIRS

b7 ITAEAREUTEEE |, aptitude R AB EAERM LR TIRREEEMREAL/var/lib/aptitude/pkgstates”
T, X E R AEH aptitude {E M,

2.5.7 REVWERHBRAREIZ
B IET APT AL IR A BB (R ZAE"/var /cache/apt/archives’ , HEIE{ 1% IEMR.

aptitude X NMEFIXHIFIERME , BB /"0ptions” —~ "Preferences” TRE , WA IBTEMNX A ,
"Actions” Tf"Clean package cache”Zi’Clean obsolete files” kHITIEHIFIE,

2.5.8 Debian AL TR
Debian #4015 2 B FREEH,

N
XEBNAR T EARIREAEN. ELHNAES%E dpkg-source(l).
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eSS BHREEHA
T HEEREER, (IR deb) package-name_upstream-version-debian.revision_architec
ian-i 3 % I
;T;\:J:diebb)lan installer f1—AHHAFE (7K package-name_upstream-version-debian.revision_architec
R ES (EFEHE) package-name_upstream-version-debian.revision.orig.tar
1.0 JRHEEEA (Debian MAT) package-name_upstream-version-debian.revision.diff.gz
3.0 (quilt #TEHTE) HRAREKAE ] _ o . N
4, (Debian %) package-name_upstream-version-debian.revision.debian. t:
EREEEE (WEH) package-name_upstream-version-debian.revision.dsc
Table 2.15: Debian {4 K & FREEH
BFRBH TRARFR (ENFRZER) HIERE
package-name [a-z0-9][-a-20-9.+]+ WE
epoch: [0-9]+: 1%
upstream-version [-a-ZA-Z0-9.+: ]+ WE
debian.revision [a-ZA-Z0-9.+~]+ 1%
Table 2.16: Debian 348 & FRH 8 —MAMH AT AERRFR
TE

RO AR dpkg(l) 2GS K EREMIRA, Flt0., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7?".

TE

debian-installer (d-i) {3 udeb fEAE W —HHEABMIMHY RE , MIFEZIER deb. —1 udeb BHEEZEMN
deb EBFRIE T —LERBEMNE (HIIN3HY) , WA R ERBETERGBBRKEK. deb # udeb
B BLEZHRINRABLEEHM, "W RN,

2.5.9 dpkg dié

dpkg(1) 2 Debian K4-EEEPRKEMNTR. BIFEERK , BI/IVMER.
BRI 4N package_name R HART , dpkg £IRETFIIRKIRFLEE.

1. fi#8 deb X (FET ar -x)
2. {3 debconf(1) i fT“package_name.preinst”
3. BHHBLRIASF (FRT tar -x)
4. {1 debconf (1) iiT“package_name .postinst”
debconf AZEIRLH#A 118N F1 LION (%5 8 &) iFMARELAFATE.

“status” X FIaN dpkg(l). “dselect update”fl“apt-get -u dselect-upgrade”&T B FF,
LR ESS grep-detr1(1) AJUE E “status"fM“available’ TTHIBRIAHEIA

N
fEdebian LA FIAE T, udpkg w4 ATITH udeb FHEE , udpkg f542 dpkg WL H— M FERERAS.
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X N
/var/1ib/dpkg/info/package_name.qohfEElES . ({FRABTEHHN)
/var/1lib/dpkg/info/package_name . i3 EGATERN A XEFE R
/var/1ib/dpkg/info/package_name .noBEH&REG B &= K FH MD5 5% A
/var/1ib/dpkg/info/package_name.pr&ifidtis 2 iz 1T R B A
/var/1ib/dpkg/info/package_name . poBEmi s < Jaia]T ARl A
/var/1ib/dpkg/info/package_name.pr&fBi%i& 2 Bz TR A
/var/1ib/dpkg/info/package_name . OB Zl4& 2 Joi1T AR A
/var/1ib/dpkg/info/package_name .coffEgebcont ARSI {FREEZA
/var/1lib/dpkg/alternatives/packageupdace-alternatives (s SERARZREE

Qlolololol3Il =0

/var/1ib/dpkg/available FEREBRTRAEEER
/var/1ib/dpkg/diversions dpkg(1) R H#ZENEE , B dpkg-divert(8) K&

R R A AR = - i
/var/1lib/dpkg/statoverride %E)%g(l) EFRRSIPREHEIRE , M dpkg-statoverride(8)
/var/1ib/dpkg/status B HERREER
/var/1ib/dpkg/status-old “var/1ib/dpkg/status’XXHRFE—REH
/var/backups/dpkg.status*® F_R&H , Dl var/1ib/dpkg/status’XHEHREH

Table 2.17: dpkg RIEMEE X #

2.5.10 update-alternatives 454

Debian R%ifE M update-alternatives(l) itAFAIRAZTHMZIRSHERNIEF. S0, MREANZET
vim # nvi HEE , RETRME vi 6y EFE1T vim,

$ 1s -1 $(type -p vi)

lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi

$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi
Selection Command

1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian i3 R4fE"/etc/alternatives/” B R BB T SHERAIFE AR EFHFRE A" /var /1ib/dpkg/alter
B R BN .

2.5.11 dpkg-statoverride 754

YBREFE—NRMA , B dpkg-statoverride(8) dn &R M KB , B5VF dpkg(l) X AHERARRREE
BRPRE—NTri%. RERT - -update” 1 , FEXMAFE , MEAHSBLIREAFRBEMEN,

( : ) Iy
?\%Tégﬁﬁﬁﬁ chmod &k chown 4 HERBRENMRAAIHRBESAIR , £ FRRAEATHEE | %
N
=1 o

=z
e

FNEWERT XA BEXENART dpkg AMBEREAXHREXR  BEER  BEF.
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2.5.12 dpkg-divert i54

dpkg-divert(8) sy SRR AHEBINEE | R dpkg(l) AR ATREIHIAME , MRRREIWHBHIAL
H. dpkg-divert TRTRGB4EHIAHA, FENAGEEAMEERE.

2.6 AFIANARZGFTRE

LiEfT MR FREERARS , A EERAKBENERNRGBEEHTREIEE.

D e

FEN—LHEAT RSN, IR TEE |

2.6.1 AFBIHWAFECE

R—DEHE GUI FEFEERN LA R EEEIEE , AAMRXZIBRAMEILESH (HEAER) S
éﬁg WMREEFRMAFKS FIEITREE  PAXMERBSEITIER. (XE—MTEMK bug F#HITBEEE &
BRE.)

ATREFSTE , REOAFEFRAAN N AMECE I EHE3) GUI T2 7., R ReREFNZIBMECE XHFNB UMEZ etk
SREER. AREENMERRT.)

2.6.2 HHFBPIREFHR

BB EIER | SR ERF RS |, tban APT B "GPG error: ... invalid: BADSIG ...",
R ZBE "sudo rm -rf /var/lib/apt/* "RRAAERGFNEIE  AEER=R.(ANRFERT apt-cacher-ng,

{#FiEN 147" sudo rm -rf /var/cache/apt-cacher-ng/* ”.)

2.6.3 {F dpkg f4 3t TRIE

Since dpkg is very low level package tool, it can function without network connection.
Let's assume foo package was broken and needs to be fixed.

PR AR B E 7 B 3% “/var/cache/apt/archives/ & #%Z||HH foo BKHBHIT bug hRA. (ZNIRIKAEF] ,
RATAMAYZR EE https://snapshot.debian.org/ FTFHE , SR BEFREEEFIBERNEFEIE.)

MRIRBEB BN ARLE , (RATUBE FHIGLSRTEKE.
# dpkg -i /path/to/foo_old _version_arch.deb

WMRETRIBIA , TIEAXFHARKEKEE , FERERNDIMEAN , RATER dpkg - -ignore-depends”.”- -1
MHEEIRTRR. MRFIAMT , ZFIRIDAESB B RERBRR. ELMTS A dpky(8).

EE
MR RR BRI T , FEZERATREHT—PREMITT (BN 102 ) T RLFORE.
ERFEITRD AR RBIFHRINE.

N
MRIRARGHIRRN , RUATMERESER APT RERERBENRL , $EFE 2.7.11 ThugioAset.



https://bugs.debian.org/1003865
https://snapshot.debian.org/
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2.6.4 RMKISERIREKK

WRIRIBEL"sudo dpkg -i ..." BEIRER—NTREBERSE , MARKE IKBNATERER , IMRGEERE
BB AT KL

You should install all dependency packages by repeatedly using "sudo dpkg -i ...” or by using:

# apt --fix-broken install

R , ERATIGSRECE AR RN,

# dpkg --configure -a

2.6.5 ABFHFEXAHARRERAEE

AR BREE RS , iyt aptitude(8) Bk apt-get(l), EARMAEKE , YHEIMMRSHR , FoERE
TREHEE. (BAE 2.1.7 ).

REA4rEREER  SERABEARET A —BHMEREREGR , (305 2.7.6 1), HoL WA EMRZKGE
REAELL. MRELIAEAHER T | FIBIT aptitude(8) 3% apt-get(1) TRKMHE , dpkg(l) EXIRMAELAR
AN, MESARARFERER  FAEBEECETENH.

/J\/t,\
C ERABZAUHEALSREANRERR , BARBEER oot APRIFITASEWALES IR RTMIT
%, dpkg(1) 4 AFLERERNERTH.

TSR MR B AT REVER R, , old-package , SRR IRXSGE R IE R,
$ sudo dpkg -P old-package

2.6.6 EEFIKIIT R

LEREAMETH— N SARTELRRREMSR , HADRRTERMRY , E-EEEAR 2B ENNITA , I
SEHBAENREGE., B— N REAEERBRHATEERN | SRS BN T REMERAER A , L3
LE)El , #SAFHELBRT,

Xt T “package_name R AMARIR , FRAER THIRKHEEAMA.

« "/var/lib/dpkg/info/package_name.preinst”

e "/var/lib/dpkg/info/package_name.postinst”

« "/var/lib/dpkg/info/package_name.prerm”

» "/var/lib/dpkg/info/package_name.postrm’
FRATIIF L , A root JiiEHR AR E R,

o EATERM ] A B ENIT
o EHEITRITERM| | true T RARHIR B A Th

RIE RTINS KERE B MR,

# dpkg --configure -a
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2.6.7 WERMHRERIE

WR“/var/1ib/dpkg/status’EAEFMRERELIEER , Debian RS X KKHEEFBIRFIZRNTEL IR, FK
i F“/var/1lib/dpkg/status-old’sy“/var/backups/dpkg.status. *"#|HiH“/var/1lib/dpkg/status’X
%,

#5"/var/backups/"HE—TEMPHXE—NMFIR , RAXNMEREETHLEZNARGIUE.

MFEERIRR , KR WNEMREREN TR, BMERE/ var/"FRFTERIE | #RKIBTTEAM /usr/share/doc/”
B Rk E — 5 B3| SIREITHNRE,

ERRmN (RE) R

# mkdir -p /path/to/old/system

BIBRSERE/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
1ls -1 >~/1s1.txt

cd /usr/share/doc

ls -1 >>~/1s1.txt

cd

sort lsl.txt | uniq | less

H HHH R H

RIBRAAT ARIB I BARRIAITRKT . (UReaB—LARRE-BAFR , Bl texmf”, )

2.7 REREERD

HFRI , £ trixie X/ , EXANEDKIRSIRAIT , FHBITEEE/etc/apt/sources. list” B3RIR,

2.7.1 _EHERABRRE?

R%&“/var/1ib/dpkg/available’f1“/usr/share/doc/package_name/changelog’# 3|4 p4Eir & it & 12
HT RXTREBEENERESE X—EEN—EEE , BRHEHNXRIF EEEKIBA., devscripts KEFAH
B who-uploads(1) TTRAIR%! Debian JREREMHSKIR_E{EE .

2.7.2 [R#) APT BT TE

ANRARAEBRS APT BT 522! 800Kib/sec (=100KiB/sec) , fRE & THEAMFRE APT WELESHL.
APT: :Acquire::http::Dl-Limit "800";

2.7.3 B3 FEMARKREGE

apt EBE BT K cron fiiA“/etc/cron.daily/apt”, EXIFEs FEREE. 7] PA%% unat tended -upgrades
REASIEEX M | [F'E 88 B3 T, AT PRI /etc/apt/apt . conf.d/02backup’f1*/etc/apt/apt. cc
FRISECRHAITEEN , KRR T“/usr/share/doc/unattended-upgrades/README™H

unattended-upgrades -BERMT stable REMTLEH. WRENFEBUR stable RGN/ NTH
ARENACHZLEHNBENRLIRR IR ZEREREHEN , RESEIT.

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic::Unattended-Upgrade "1";
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MRMRIEITHIRE testing Bk unstable &Z: , IRV ZALEEFEHAEINEHN , RACBEEAEERFIRAS:., BIE
S TFXHER) testing 3k unstable 15T , #ROJAEKIBABIR BT F RGN B E A FEKEE , HALES
mr.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1";
APT: :Periodic::Unattended-Upgrade "0";

2.7.4 FEHME A5

stable-updates ("trixie-updates” , £ trixie-fEA-stable & {EFF) 1 backports.debian.org R4 FEIRET
stable REXHFEEH.

PT RERXLMEE |, RFELE/etc/apt/sources. list” IHFEE NN T HRHEIMEESIR.

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <
contrib non-free

deb http://deb.debian.org/debian/ trixie-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ trixie-backports main non-free-firmware contrib non-free

HARFEM/etc/apt/preferences” XHHBHIRE Pin-Priority {H. 4B BN , ZUARERME T EEEN
FH (BN 253 ).

. B RENIBGEEFTUET trixie-updates 4% FEFHREFH A,
« HEM trixie-backports MEFEFFIHLENIBRGEBALET trixie-backports B4R EFAKEIFKGE
A,

LRAEZ M trixie-backports MEREFFIHNRE— 4 package - name” IR R EKBEMETE | #RE
EEMRREREZRIN—-t" 2%,

$ sudo apt-get install -t trixie-backports package-name

.
i

AZMN backports.debian.org MRERIRAZ KB, EREBERKHBEBMER. BABRARSLE
2111 %

2.7.5 SMNERERIFEANRE

ﬁgtl:
TI:JI%/J\/\ : &bf‘[ﬂfw\#ﬂzxﬁlﬂﬁ, AGER root AR, RE 2 RE R EMNSMNBRHEEMRE. BRAXRS
W 2111 73

REEBFE LS APT K{ff Debian AWM RGEMEE  FEMAR RIIFK , FIEEMNBEERHAKR
N'/etc/apt/trusted.gpg.d/” B&. £ sources.list(5), apt-secure(8) #1 apt-key(8).



https://wiki.debian.org/StableUpdates
https://backports.debian.org
https://backports.debian.org
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2.7.6 ME apt-pinning RIESIFAE EREE

/J\It,\
: MWEREBMEEPLZERGBEAY Debian BEAXITHRTIFN , BT B AXIFHAEENERAE
46, B30 stable f security updates 1 stable-updates,

XEA—IF , ERARIRE testing FIHER | REBE7E unstable BRIV LR BIRA,

1. IfEBfEE " /etc/apt/sources. list” XX , {FZFEME—K"unstable” X{ThRI&IZ.
2. i5{T"aptitude update” €54,

3. 1&fT"aptitude install package-name” {54,

4. WEE[R18"/etc/apt/sources. list” 34 , {2 ¥5M testing {12,

5. 1zf7"aptitude update” 454,

FRAXNFILAE , IRFRNEEQIE"/etc/apt/preferences” X , AFEIR (> apt-pinning, {BXNAIEAR
SEIETE BRAT.

/J\It,\

LEAIREGMRIRMEHE , FH Debian REMRINMG Z EIMFEBM , FTRMRDAEC KR RFESMER-,
MR Z [AIFFERFAN , RETRESR. ROINBEBFINNXLARETBAEK, FEREEIREMN
MERIRE T IEMIRE , RIFABMAREERE.

MARE AR R SR A B — BN T

« FETABERAE ('Architecture: all’) TR EEREM.
- RYREER  IRAEERIRESR
- FERFEFFREIFE | SRR IR RS R P A
o AR (non "Architecture: all’) B% 4MEIGREERS , ERNRERRRMN.
- BEXHhRAR RS (BFE libe")
- 5ZMHXRNE BNREFRARK D

- N#% ABI FIFEAME
- C++ ABI 3B M

AR
AT FHREBARLTRETEERE , —EERIEEBRN A e L TR SEHEE., RERN XS
& ABl HIFEAHERHESE,

EE
BRAEAT SEHRE SRR , MIE Debian R FERK —#HERG-AEE E—MNEE. REREXRFEEE
FIAYRE BT Debian AGHBNREBEABAAR. (2A% 2.1.11 7).



https://www.debian.org/security/
https://wiki.debian.org/StableUpdates
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
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2.7.7 {FM apt-pinning FAEIKER A

T
FFFA apt-pinning 4 524 REBARIE, RATBEMERXAMEA , BEHRBEE.

7&HB"/etc/apt/preferences” X , APT ARG FRIRATR R K EFRFHN T BRAIER BIERAE, XEEE
B , 2 APT AGHRHEGERNER L. IABAXIFHMEESES |, FAEK /etc/apt/preferences” X
%, Bt , —SER N YD E S ERHIRAAE , $ARCH NotAutomatic , FHHHEMAME,

N
AR A 7 R B PE AL AT AR 3 , 5020 T, "dpkg --compare-versions verl.1l gt verl.1~1;
echo $?” (£ 4. dpkg(1)).

MRELE NBEBFEMEFEPRERER (B 2.7.6 ), IRTUBE B /etc/apt/preferences” X3 HTE
HP BN KT RARMBERARIREBIERANKEESLEB @0 apt_preferences(s) FH/R) KB NUXLRE FH
#E. X#FRA apt-pinning.

L4F F apt-pinning f34E , 4 Debian NREMRIRAGZ [BHFRAM |, FTIMRAABEC A RS M. apt-pinning
BT ERIRE , MHABRNEERTE.

MR EELREN Release X (W& 2.5.3 ) {#/ apt_preferences(5) (IHLN. 3T Debian i@ FA14Z E F De-

bian &YX E , apt-pinning R £ suite” £ T L{E. (X s Ubuntu B4R FEARE].) A0 , {/R1E"/etc/apt/preferences”
XHER®E , JMEA"Pin: release a=unstable” , {BAgEEFER"Pin: release a=sid”.

% ¢ A9E Debian KA4Z FEE A apt-pinning (—HBS RS , R ECMINABEMAEE, 6120 , Ubuntu A1 Debian
EREIRAE—HH,

HE
BR{ERpIEE"/etc/apt/preferences” X , £/ apt-pinning S4H1HA T , RIUATLHITHY E N EAS
T (BN 263 THE 2.76 ).

AT EXT apt-pinning HARK & L.

o] FERFBLIRIE"/etc/apt/sources. list” MFEMEE X , APT RE ] AR AR Em1%#E Pin-Priority &
RAH , EATHRIRAE BRMRIEIRA , R —NREER Pin-Priority KT 1000 , XAMRARFIARRE FH4& , KIAT
KeEEETRE (SR8 2.7.11 ).

FNREEAK Pin-Priority {HE27E"/etc/apt/preferences” X H"Pin-Priority” B & M EkE 2 FEHERENA
H.

Pin-Priority apt-pinning XT3 &EHF0H

1001 TRIGE , EE— 1 ERRREERTES

990 REEMRRITHRASZE FEREOAE

500 REE AR ERZOAE

100 FF NotAutomatic 1 ButAutomaticUpgrades 4= EREIAER
100 AT ETRREHE

1 AT NotAutomatic F FEREGAE

-1 RifE# R , HEALTRX N RAGE

Table 2.18: F§F apt-pinning $ARHETSEEZM Pin-Priority {H313K.

BAMRARIESE |, feBHRGSITIEINRE , #I20: "apt-get install -t testing some-package”



http://deb.debian.org/debian/dists/
http://security.debian.org/debian-security/dists/
http://security.debian.org/debian-security/dists/
https://www.ubuntu.com/
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NotAutomatic #1 ButAutomaticUpgrades 43 2 AR FE RS 25 LR EK M Release XHREE , (B NE
2.5.3 ), ERE A "NotAutomatic: yes” fli"ButAutomaticUpgrades: yes”. T NotAutomatic #4312
MR FERS 2 LR BRI Release JXFRIRE , HER A& NotAutomatic: yes”.

KB Z M ERIRAAG A apt-pinning 15 ] LB d"apt -cache policy package” &34 BR.

 "Package pin:” FFKH1T , S TIREBIRAK pin , 20R package #KH) pin E4LE X, 120, "Package
pin: 0.190".

 JXA"Package pin:” RI{TFETE , ARIZE package MFKHITE L.
5 package #3<#] Pin-Priority {ESI7ETBRAF T BRAD , bban , "0.181 700"
0" BIVEMBMATHENAY , NFRIXE package HHXHIE L. Hla0, "0.181 0"

RYR[E (f£7/etc/apt/preferences” XE{EA"Package: *” EX) B Pin-Priority {8 , JIfETARE ERIEN A
13, 570, 160 http://deb.debian.org/debian/ trixie-backports/main Packages”.

2.7.8 [HIE#HEFRNREEMNTE

aKH
= A
FF A apt-pinning &4 EEAEBHEARDE, RMVTBRERINMAR , BIEHREBE.

WRAERE S| \HFRISFERE |, 1RBABI1E"/etc/apt/preferences” X3 B4 T BURMIABIESC AR
HREATHS | X LR,

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {FHHHA unstable K{EAHK testing hRA

wis
3T apt-pinning 45 RAERILBRAMITE. RUIERERIAEA , REHBRTES.

MTR—ANKTF apt-pinning BARKBFIF , YEMA testing AIEHE , ST unstable FHIEE HBHTAI AR AR
HERKEE AR, REZIRINT FIRKTE"/etc/apt/sources. list” UHFFFILE A T ERMERE.
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RN FTRIIRE"/etc/apt/preferences” T4,

Package: *
Pin: release a=unstable
Pin-Priority: 100
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AT PACE T M unstable B4R FE+ R package-name” I R E K BEAE , RAITHA"-t” EM
(unstable B Pin-Priority {754 990) KAk B AR AATIREIG 4.

$ sudo apt-get install -t unstable package-name

EWEET , PUT apt get update”fl"apt-get dist-upgrade’(8iF aptitude safe-upgrade”fl"aptitude
full-upgrade”) €54, £M) testing REEFHRIFLMN testing MEFEREMXRAEAIFEMN unstable REFE
FHRABLEM unstable MR FEFRERKEFE.

/J\I|_,\
@ INDARERIE"/etc/apt/sources. list” PR "testing” MEE, MBXHF XA "testing”
APT ARG {EAEMHM unstable R4 EFALRKAFA.

R

KEEAE LRSS , B TR /etc/apt/sources. list” XK unstable” RiEFICF., XERTH
F4bIE /etc/apt/sources. list” UHFF IR Z IR IE BN FHKREE RAFRBTHEIE T ABLE N unstable #4
FEPRENZGEIET unstable FH4&.

EF N

i R"/etc/apt/preferences” X ff H"Pin-Priority: 17 #¥ {X 7T’Pin-Priority:100”, EJ
{§"/etc/apt/sources. list” X HF K testing” LK # MR T , Pin-Priority {& 4 100 M E T &K 4 A
MALIET unstable REFEFE,

WRIFFHE B FIRER unstable RELAFTRIRAA , AR ABEAPAMER -t unstable” , R
#"/etc/apt/preferences” 3t , FIEAIATRENR FEAA IBMHIS L FTABLRAE,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

M RAFNMEE R ERE Pin-Priority {8, #4120 , A7 {#EB&HFH unstable K AR"Debian Reference” , K
R%1E"/etc/apt/preferences” XHHFEANUTLE.

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

Je/N
BI{E4R4E IS stable A3 /E , apt-pinning SARMAZHHN. RIBRUATHER , N unstable MEFERIK
KB —ERREN.
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2.7.10 {FF™HA experimental ZX A unstable jR4<

zis
HF A apt-pinning 45 EAERIBANFM, HATBREFRXAEA  REGRBES,

X2 {# M apt-pinning K H—R6 , SRBIEEFEA unstable J] , (BAET experimental R HIFETATR
 EHEHNERGE. FEREE /etc/apt/sources. list” IHHHFIRINT,
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

BT experimental JE2 FEE 31 (NotAutomatic) KR (W5 2.5.3 1), HEIAK Pin-Priority HE#IXE A 1
(<<100) . HFAFE"/etc/apt/preferences” XHFHIRE Pin-Priority { , R FEFEE experimental JR , i
JEAREELE N IR B FHLRE B E KA.

2.7.11 ZAZ2MEK

28

#FH apt-pinning f & HEEREMRLBEARMIEDR, (RO RERAX MR , RIFHRFRE.

Ny

@ [EL%7E Debian Wit EHAHE A XFF. (UNERELARRE T REF FEMAN—500 LE. REMWEIRXFEE |
gﬁ%ﬁ&%%iﬁizlf’ﬁ%ﬂxﬁo MTEERG , RV SERBIRERENTAEELIE  FNTHEE
/ﬁf | %ﬁﬂq/\éjbo

PRAT AR TR FIHEEAR AN NFTHIRY R FERR R EN HRRE (0% 2.7.7 1) , NIEIRIHNASIRE . THEZE—FF
BRI AL |, ATRAR GRS Z KM “dpkg -1 broken-package_old-version.deb’d54 (W5 2.6.3 7).

J¥Z&“/etc/apt/sources. list" A& T EAEEHER unstable ©17.

deb http://deb.debian.org/debian/ sid main contrib non-free

FRTERTEHRE , NMBCHER testing.
deb http://deb.debian.org/debian/ forky main contrib non-free

AT TR E"/etc/apt/preferences” T4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

iB{Tapt-get update; apt-get dist-upgrade’{#EANREEHREEEBIEE.
HERBIERIR , BER'/etc/apt/preferences X MFIRHIX I,

RN
XR—MNFAE , B (RAEER ) RuJEEZMREE , KB MRBIRE. /R FEETF oML —Lem s
AR RZELL., EEREE Linux N#Z. 31 SF2F. udev, PAM, APT FIMLE AR XM EB AR ENIRECE ST
#.
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2.7.12 equivs XH44A

ARARNIRAEELGRFE T — M EFFRAEE Debian AR , BIFEEMM—MHIENZAM Debian 38 (*.deb) I
RN =E N

WRARERE NRAEGRE— R FFIPBERKE] /usr/local”, fRAJREFR(EM equivs 1EARELRKIR R K
AR BLIR L

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it

isn't, you can work around bugs in other packages' dependencies.
(Please do still file such bugs, though.)

2.7.13 BHE—NEKHEE stable R4

@ 7Ny

HBTARASESR , FEBREXEMRNTREEB TIE , MATEIIMOF L.

XTEBA TR stable RSt , FRIRKEBESTHAEFTENNE —NREBEENEREE. XTI GE XK
RASEHRERHBIHER,

1E stable &4 /etc/apt/sources. list"XXHHRMTIILE.

deb-src http://deb.debian.org/debian unstable main contrib non-free

T RIARGmE BT B B T BRI

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

@ e H HHHR

WRFER EFEAE , ITRAM backport B EH—Le T B4R |, 4120 dpkg #1 debhelper,
PITFSI6G4.
$ dch -i

EHIRABIRAS | $ian7E debian/change log ™ in—A"+bp1”
BT EIHFMERAEBIFRENRKEI RS T.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 AT APT HIEIRE 22

R G A Debian MEFERFXSIRBERMMEHTT , UIREIEFL LAN ERRGN , 5 APT HE— 43,
RIERFH[ENMFEE. APT FTRUESECE R(EAEM web (http) ARIRARSES , 20 squid (Z2W% 6.5 1) , 4075
£, apt.conf(5) #1“/usr/share/doc/apt/examples/configure-index.gz”, HEALE“Shttp_proxy £
B&/etc/apt/apt.conf PR EMAIERS .

XEA—L Debian RENERARETR. REAEEAENZAKEE BTS,

LG mTE K/ | AR

approx V0, 1.0 8308 | Z%f7 Debian BEEFEXHRIARERS (E9mFH OCaml F2FF)
apt-cacher V0, I:0 267 %1 Debian KB ERBE X R TEGOE (Perl 72/7)
apt-cacher-ng V4, 1.4 1968 | A EXHEFBREERIE (C++ ImFHFER)

Table 2.19: Debian M4 ERETRARIETE

7Ny
@ % Debian EME MR ELME , RETRANARETAGTEFERGB4NEEE R , HAseE—RE
BINTEER. H—7m , BA web  (hitp) AR5 E R H B BB AN IXFYAL.

2.7.15 EZXRTHRHEBERRH
RV FERISOARY R T iRtk e B E S 158,

s RHAEEMNERN -
- aptitude(8), dpkg(l), tasksel(8), apt(8),apt-get(8),apt-config(8), apt-secure(8), sources. list(5),
apt.conf(5), and apt_preferences(b);
- kB apt-doc Z#FBH)“/usr/share/doc/apt-doc/guide.html/index.htm1"f1“/usr/share/doc/apt-doc
- kB aptitude-doc-en A H“/usr/share/doc/aptitude/html/en/index.html’,
« Debian 4R ERE FFHHY
- "Debian Policy Manual Chapter 2 - The Debian Archive” ,
— "Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive” ,
— "The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,
« A Debian i F#4&2—> Debian X {4EHKIZAE :

- “Debian 4P &5,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
https://tracker.debian.org/pkg/approx
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
https://tracker.debian.org/pkg/apt-cacher
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
https://tracker.debian.org/pkg/apt-cacher-ng
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

Aotk

EAZRGEHE R, I T % Debian RGN EMECEARZHEN., REEMRATEREKNRGBEI KX
M, EXEMASEAIRS ARG AR DIRERR.

THEZ Debian RZEVIAUWHNESHER, BT Debian REHEARM LR | BN %S Z R HHH,
« Debian Linux N#ZF X T Debian RZHFE(EEKIE.

* bootup(7) NMBT ET systemd AL BshiiFE. (JLHAMK Debian)
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3.1.1 SE—HEL - UEFI

Unified Extensible Firmware Interface (UEFI) Zi—rA[{ BEHE#EO £ X T BB 158 UEFI J0H—E49. YU—
MTENFTIFRIER , BahEERREIMMENE—NE  EREEINEEHETEINENRE , PITISEERRER
5| SMBREFSIRMERGEANZ (BE 23 SNEEF). BafiiEBEETEFMIE NVRAM |, TEAFEERRIERS
S| MBI FTIRME RGNS ARG IR R,

EFI system partition (ESP) EFl R4t 0 X 22— MUBFHEENX , ETENERKER UEF M5t YitEHITH

EEIREY , B UEFI BEESEVIR) , B4 T UEFI M BREFAXLN BRFEITHRENXX M , BiFRERZSHNSI SN
HFZF. (FEK PC &% , f77E MBR 24 BIOS ATRLARRHE. )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 FEHER : sl EMEFEFF

5| SNEFEFF 2 B T2 B , BB UEFI [53h. 5| SN RG LRGN initrd BUEINBEINFIFRE
FIRZAEAN]. initrd MG ZARSAE ARG G , HSOIFRERBT FTE AR5 SEFEFF.

Debian REeI8% (A Linux PAZAEARGARIRLENMZ, HHETH 5.x Linux RAZEK initrd BUEFERAR_ESZ initramfs (%]
18 RAM XXHHARSE) B,

B 5 SMBREFMECEERFE.

= b-£8
it WE |k [inia | TSI g
: _ i GRUB A ERRAMEE T XA RS , Bl
grub-efi-amde4 1:436 142 | XFF UEF] 4] viat. extd-- (UEFI)

) P . GRUB % 2 | I ERERAE 2 XX HRS | B
grub-pc V:16, 1:1539 | 479 X i 4] viat, extd- (BIOS)

- ] . N GRUB % 2 | It GRUB % 2 IREGAI 3| SIEE IR
grub-rescue-pc V:0, 1:0 7323 | X¥F bR & (CD ##x4%) (PC/BIOS RA)
grmi-rescueboot V0, 11 36 N/A GRUB 2 _grml-rescueboot adds live Linux ISO

plug-in images to the grub2 boot menu

: o 1. + - AR 1S09660 X fF#4%Zt. 515 CD
syslinux V2, 1:31 325 | X#F Isolinux 165 FIHCIRL,

. ) A5 MSDOS T AZE (FAT)

| V:2, 1:31 2 % I RE2
sysiinux St i Rasad Sy | 31 S AR,
= Iz =]
loadlin V-0, I:0 87 | X#F Loadlin ;ﬁ%: %M FreeDOS B MSDOS )
— - Neil Turton | BLRERT MSDOS MBR FIE kT,
mbr VO, |3 47 Ti?ﬂ' Eq MBR Rﬂiﬂ%ljﬁﬁﬁzo

Table 3.1: 5| SNEFEFF3R

SF UEFI &%% , GRUB2 B 4B ESP X , {8 /boot/efi/EFI/debian/grub.cfg” Bf search.fs_uuid
FEER) UUID SERAE GRUB2 EBACE 4" /boot/grub/grub.cfg” FIERNX,

GRUB2 ¥ HFCE IR N B R KB ¢

menuentry 'Debian GNU/Linux' ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl

echo 'Loading Linux 5.10.0-6-amd64 ...'

linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebe4bl «+
ro quiet

echo 'Loading initial ramdisk ...'

initrd /boot/initrd.img-5.10.0-6-amd64
}

XFFXHEBSTE) /boot/grub/grub.cfg , XNFRZERENNT.

On Debian system, "/boot/grub/grub. cfg”is managed by the installed GRUB package (e.g. grub-efi-amd64)
and direct user modification to this file is deprecated. You should customize configuration files in "/etc/grub.d/”
and "/etc/default/grub”, instead. Then configure the GRUB configuration files and update NVRAM variables to
automatically boot into Debian by:

# dpkg-reconfigure grub-efi-amd64



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
https://tracker.debian.org/pkg/grub-efi-amd64
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
https://tracker.debian.org/pkg/grub-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
https://tracker.debian.org/pkg/grub-rescue-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grml-rescueboot
http://qa.debian.org/popcon-graph.php?packages=grml-rescueboot
https://tracker.debian.org/pkg/grml-rescueboot
https://zh.wikipedia.org/wiki/GNU_GRUB
https://github.com/grml/grml-rescueboot
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
https://tracker.debian.org/pkg/loadlin
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
https://tracker.debian.org/pkg/mbr
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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BE =
GRUB2 &Nz gzio, part_gpt, ext2
—_— - _ _ _ B
{6 FIRARSCHE RS X =5 LiUID_—\EeSeldbS 6454-46d6-al4c-071208ebedbl FEE
mﬁ E*ZM'/\

RN EB I HFER X EFAGFTRER /boot/vmlinuz-5.10.0-6-amd64

o g =UUID=fe3e1db5-6454-46d6-aldc-0712 4b1
(BN EEhE M rrooothiUeUt” e3eldb5-645 6d6-al4c-0 08ebe4db
initrd 85 LA EARSLIF A G P IR 12 /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg X FEENFERALBEN

7N
You can show kernel boot log messages by removing "quiet” from the "GRUB_CMDLINE_LINUX_DEFAULT" value
in”/etc/default/grub”.

R~
You can add GRUB splash background by placing its image file in ”/boot/grub/”.

See "info grub”, grub-install(8), grub-mkconfig(8).

3.1.3 FE=KE& : #{K Debian &%

B4R Debian REREAHRRNEZME , B3| SMBREFEY. TRENFRETRIPARIHRYL. XR3
DR TEAEEMER,

AE
“XR{R Debian AZ"REZEBVNAE , BTEAXHFHER BINMERNE=IMER. XDRGEE HHRA initrd 3
initramfs AZt, NFEF UK ARLFE Debian TRFEFFER.

/init BFERNFFHIRE RS LPITHRE—NERF. XNMEFER AT EHENZOIAWN |, FEEHIREZA T —0
E&. R Debian REEEB1ETE 5| SIRFEZ BIARMNZAER S AN B REBIR L H RS | #3| SIREEMRIE.
o 1N initramfs 2H initramfs-tools g4I , N)"/init” F2F2— shell FIAFER.

- B NIZARI break=init” FEFNSE , KA AFRIXE RSRFZLURER root shell, EZ M &M4HES R
/init" A, XA shell TMEE R BAH , (RATET CRIFPHAR S RHE 1.

- 4K Debian AL ]RGS ERETEHN , BEZEH—/ A busybox(1) B GNU T AR,
« 20X initramfs £ dracut 412 , U’/init” 22— "3th) systemd 7257,
- X{R Debian ARG S E—MHERITH systemd(1) FIE.

/J\It,\
BE—NRIZHRSCE RS LN |, £/ mount d4HEARN -n &L,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
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3.1.4 SPUMER : H#Hl Debian &%;

The normal Debian system is the 4th stage of the boot process which is started by the mini-Debian system. The
system kernel for the mini-Debian system continues to run in this environment. The root filesystem is switched from
the one on the memory to the one on the physical storage device.

init BB AREPITHE—1EF (PID=1) , ERshHEKMEFUTEES FIRFE. nt EFHRERIAKRZE
/usr/sbin/init, {BR[I@E N B3hSHEH , HlR0"init=/path/to/init_program”,

1t Debian 8 jessie (2015 &%) IRAfG , "/usr/sbin/init” 2— &)’/ 1ib/systemd/systemd” H&FS4EHE.

N
PRI ARGEF SRPRE R init sr AT AMEM ps --pid 1 -k,

KA AT KN T AR
systemd V:903, 1:978 | 10639 | ETEHHXFFFHER init(8) TiFt E (A[B1X sysvinit)
cloud-init V:3, 1:6 3231 | =SRBIZEMRPIIETL RS

systemd-sysv V:892, 1:979 | 94 systemd EAMAMURE sysvinit BWFMRANFTFS6EE
1n1t—system-he1pe(/:3906' 1:985 | 133 1£ sysvinit Fl systemd 2 [B)HTHE#FSEN T A

initscripts V:17,1:69 203 BT ia X ARG RZ

sysvinit-core V:3, I:3 369 Z& System V i) init(8) TH

Sysv-rc V:35, I:73 91 2K System V BT 5 HE AL H]

sysvinit-utils | V:715,1:999 | 106 Z System V ISR E (startpar(8) , bootlogd(8), --- - )
Usb-base V:250, I:363 | 12 Linux Ax ARG 3.2 ARAY init FIATHRE

insserv Vi41, 173 132 [ #A LSB init.d A KEMEFAR S TRRN TR
kexec-tools V1, ;5 320 BT kexec(8) EjF (#/33h) M kexec TE

systemd bootchartV;Ol 0 131 TR AL AT 2

mingetty V0, I:2 36 NBEEFHEH getty(8)

mgetty V0, 1.0 315 A R EIAN getty(8) BRM

Table 3.3: Debian &4 B2sh T A¥FR

N
BREMREMERRERTEE , SN Debian 4iE : BINFEMIEIA L,

3.2 Rescue system

o e
= H
Do not perform system administration tasks around the boot strap process without having a rescue system.

Availability of a rescue system enables us to perform challenging tasks such as:

» Booting a system from a broken boot loader installation

* Fixing a broken boot loader installation



https://zh.wikipedia.org/wiki/Init
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
https://tracker.debian.org/pkg/systemd
http://packages.debian.org/sid/cloud-init
http://qa.debian.org/popcon-graph.php?packages=cloud-init
https://tracker.debian.org/pkg/cloud-init
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
https://tracker.debian.org/pkg/systemd-sysv
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
https://tracker.debian.org/pkg/init-system-helpers
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
https://tracker.debian.org/pkg/initscripts
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
https://tracker.debian.org/pkg/sysvinit-core
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
https://tracker.debian.org/pkg/sysv-rc
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
https://tracker.debian.org/pkg/sysvinit-utils
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
https://tracker.debian.org/pkg/lsb-base
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
https://tracker.debian.org/pkg/insserv
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
https://tracker.debian.org/pkg/kexec-tools
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
https://tracker.debian.org/pkg/systemd-bootchart
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
https://tracker.debian.org/pkg/mingetty
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
https://tracker.debian.org/pkg/mgetty
https://wiki.debian.org/BootProcessSpeedup
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« Extracting data from a broken unbootable system

« Editing filesystems, disk partitions, and LVM volumes involving the root filesystem
Typically, a rescue system is provided as a ISO image file and written to a removable storage media such as:

« USB flash drive prepared as 55 9.7.2 7
« CD/DVD prepared as 36 9.7.7 7

For simplicity, USB flash drive cases are mentioned as examples below but CD or DVD may be used as well.

N
You may need to change some UEFI NVRAM variables to boot arbitrary boot loaders on the removable storage
media.

3.2.1 GRUB UEFI rescue system on USB
The GRUB UEFI rescue system with menu can be started by turning on system power with the "GRUB UEFI rescue
system on USB” inserted.

This "GRUB UEFI rescue system on USB” is prepared by writing the Super Grub2 Disk ISO image to USB flash drive
in advance.

In case of broken boot loader configuration by the installation of another operating system etc., you can fix this by:

« Start the GRUB UEFI rescue system to discover bootable installed systems automatically.
« Start the installed Debian system from the GRUB menu.

At Linux root shell prompt:

# dpkg-reconfigure grub-efi-amd64

EE
The bootable GRUB rescue ISO image can be generated by following "info grub-mkrescue”, too. It offers a
CLI GRUB shell prompt but doesn’t offer automatic discovery of bootable installed systems.

3.2.2 Linux live rescue system on USB

The Linux live rescue system can be started by turning on system power with the "Linux live rescue system on USB”
inserted.

This "Linux live rescue system on USB” can be prepared by writing one of Linux live ISO images based on Debian to
a USB flash drive in advance. Here are some examples of such Linux live images.

» Debian Live images
« Kali Linux Live

e Grml Live Linux

Here are some use cases of this Linux live rescue system:



https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/Compact_disc
https://en.wikipedia.org/wiki/DVD
https://www.supergrubdisk.org/super-grub2-disk/
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://www.debian.org/CD/live/
https://www.kali.org/get-kali/#kali-live
https://grml.org/
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« Fix the broken boot loader configuration caused by the installation of another operating system etc.:

— Start the Linux live rescue system.
- Mount the partition containing the root filesystem of the unbootable installed Debian system to "/mnt”.
— At Linux root shell prompt:

# chroot /mnt dpkg-reconfigure grub-efi-amdé4

« Fix the broken dpkg package:

— Start the Linux live rescue system.

- Mount the partition containing the root filesystem of the installed Debian system with the broken dpkg package
to”/mnt”.

— At Linux root shell prompt:

# dpkg --root /mnt -i /mnt/var/cache/apt/archives/dpkg_old version_amd64.deb

 Perform normally prohibited changes such as filesystem operations to the installed system (see & 9.6 ).

o e
=]
Your GUI screen of the Linux live system may be locked after the inactivity.

RN
* It's a good idea to set your password as soon as you start a Linux live system.

* You may set your password for example by "sudo passwd user” from the user’s shell prompt on the Linux
virtual consoles (see % 1.1.6 7).

* Some Linux live systems may set their default "user/password”: "Debian Live” = "user/live”, "Kali Linux Live” =
"kali/kali”

3.2.3 Linux live rescue system from GRUB

The Linux live rescue system can be started from the GRUB menu entry. The GRUB configuration for this is prepared
by the following:

Install the gmr 1-rescueboot package
« Find a Linux live ISO image which has "/boot/grub/loopback.cfg” in its image.
- ISO images mentioned in 5 3.2.2 7 have "/boot/grub/loopback.cfg” in their image.

» Copy some of these Linux live ISO images to the "/boot/grm1l/” directory.

Update GRUB menu by:
# dpkg-reconfigure grub-efi-amd64

Upon turning on system power, the GRUB displays menu with candidates for Linux live rescue systems.



https://grml.org/faq/#password
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3.3 Systemd

3.3.1 Systemd #Ji41t,

Y Debian ZZEf33) , /usr/sbin/init FS5EERIM /usr/1ib/systemd {EA¥IARS AR (PID=1) |33 , X%
FHFEE root (UID=0) . &N, systemd().

systemd YA ESFER T RITREXH (2 systemd. unit(5)) RIHATIREDFE , XL TRE X AHERFRAHR
RBE , REZAH0E SysV g e XL s TR E XA T ER—RIEE2RME (B M, systemd-system. conf(5))

TRAE B FE M RAE — 1~ B4 Linux control groups , BB IT/EM & , EMET—/REK systemd BRLEM (B0,
cgroups fI&E 4.7.5 1),

R ITTM systemd . unit(5) # R System Unit Search Path” inzk., TEH RIRBTIMELEAUR

« "/etc/systemd/system/*": SR ABIR KRS AT M4
« "/run/systemd/system/*”: iZ{THT BG4
* "/1ib/systemd/system/*": KITARIXHEEIR R TRM AL AT

AT LK # = RiEid"Want s=", "Requires=", "Before=", "After=", ---ZF5/"KHCE , (BN, systemd.unit(5)
E"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), &Rz H1L 2 #E N (B, systemd. resource-contrc

RIE A TTRCE SN R 4R A EA 12T

+ *service AR systemd IFHIFLERHFE. &0, systemd. service(5).

+ * device iR 7E sysTs(5) BE@EEA udev(7) REK B RKIZE. &N systemd.device(s).

* mount R systemd IFHIFSE WL HERGHES S, 20 systemd. mount(5).

*automount R systemd IFHIFE BRI RGBNFERR. £ systemd. automount(5).

* swap AR systemd #=HFSEHK swap XHEES . 0 systemd. swap(5).

* path #1247 systemd iTMR{E , ATETHRENES). £ systemd. path(5).

*.socket iR systemd FHIMEENEET , BRTETEETHES. £ systemd. socket(s).
*timer A4 systemd ZHAGEEXRITHES , BTETHBEMNIES). £ systemd. timer(5).
*slice B1% cgroups(7) KRR, &I systemd.slice(5).

*.scope {fff] systemd KIEEIEOKFEFHMEIE , ANEE—RIIARGHFE. £ systemd. scope(5).
*target ILHEATEEHNE , EEIMEHE , KEEEL R, £0 systemd. target(s).

RS IBEhET (B, init) , systemd #HFEL=3 237"/ 1ib/systemd/system/default. target (1B % £%)"graphical. te
IS4 B4, — 45k target B2 7T (3 1), systemd . special(7)) , tkn"local-fs.target”.”swap.target”
M"cryptsetup.target” 2SI AMHEBXHRE. 25, HE target BT ARIELTTRMAX ARSI, A

1B , EFHE bootup(7),

systemd 321t R AMITIBE, 7£°/etc/init.d/rc[0123456S].d/[KS]name” B SysV K&K s A4
REWHHIT ; telinit(8) SFLIRA systemd K ITTIESNEK.

NGy
BIENEITRA 2 B 4 £EHFSHEHEE T MRK multi-user . target”,



https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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3.3.2 Systemd &%

W — AN AT gdm3(8). sshd(8) &% 3% % Debian &%:,/1ib/systemd/system --user {ENFRA RS EIEH
A3, FEMENKAFFE. $0 systemd(l).

systemd ¥IAHHBEET R ITACE XY (B0 systemd . unit(5)) RIFTIRAIFR | XLLH TTRCE AHE SR
XBE , REZHIHIZE SysV R FERER X LA TTRCE U AN TN — RS2SR NS (3, systemd - system. conf(5))

AT systemd. unit(5) #RF K User Unit Search Path” iN#., FEERS 2B TIULEAURF

» "~/.config/systemd/user/*": F FECE BTG

« "/etc/systemd/user/*": EIR ABIEN A FEATTE

» "/run/systemd/user/*": FFiz{Th BT

« "/1ib/systemd/user/*". KITHRAKMH-EEIRR LI A FRITHF

KRS 3.3.1 TR SIS,
3.4 NIZEE

HEiEH e LB RNRZAREE , SEBET W EIEREKFRELE.

# dmesg -n3

ERRAE BRI R e

0 KERN_EMERG AREATT A

1 KERN_ALERT 1T AWML XA
2 KERN_CRIT ﬁi@%ﬁc

3 KERN_ERR *M

4 KERN_WARNING i&%%&#

5 KERN_NOTICE R EEETNES

6 KERN_INFO BRI~

7 KERN_DEBUG debug ZHIHNEE

Table 3.4: NiZEE R HIFR

3.5 ARLUHE

1f systemd T, NAZM AL M5 S48 L AERS systemd-journald.service (X4 journald) iR , i
f£"/var/log/journal” FRIARZH —HEIEEE , 3%4E"/run/log/journal/” TR ZHHI%GE. X3
HIRESEE , ATRUEE journalct (1) aaé3kinla). B0 , RO LB RNRE—XENRKBERE | RN TR

$ journalctl -b

£ systemd & , RGEHE LA rsyslogd(8) AJRMEEIE. MRKEKTE , ER '}r AN PP IELNESPS ¢ v | =|

TR (REE systemdzﬁu%hAEK] '/dev/10g”) FRIEEL K A Mt ASCII% ¥R, /etc/default/rsyslog”
%I] '/etc/rsyslog.conf” BEEE N BEXEMRERER/R, 0 rsyslogd(8) %I] rsyslog.conf(5) , tha] A& N,
% 9327
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HHE - R
= Y = = 7

e L L I —

o L T L I ——

L e R L (= e ——

BENEE RISt BT
HiE (Ctail - 4%

"journalctl -b -u $unit -f”

Table 3.5: #1EYH] journalct 1l 3 HERSIER
3.6 ARLEH

systemd NMUUZERGENIAW , A systemct 1(1) 1R HIE AR RS EIRIRE.

XEB, FEFFRHsunit” , ATIAE—NETE (JF4.service M . target BA1EH) , 3E , FERZBEAT , 1
§%§§$§§¢$fc (shell XA FBECAT*, "2, "[1”, BI{ER fnmatch(3) , RKILECE BIERNEFHE
JT 7K).

FEINFRARGRESEGS , BE BB sudo” SkAMNE | BIMKEEEN ARG SRR,
"systemctl status $unit|$PID|S$device” KL FRABHMEMNR ("o") KA LTTKRE , IEAF—IR#ENE.

« BERN " FoR— NEsh 8 ZARESNF" RS,
« LBH) e RN KMBE R MR,
« e RINTEF . "BHTMBF I HIEFRE.

3.7 HEARGGE

XER systemd THEZTENYIZ®SFIR., EFEEEIE cgroups(7) ZENHIME XK man FHE.

3.8 ALAcE

3.8.1 FH%

NIZAEP ARG EN 4. EEsNEHE , BT systemd-hostnamed. service BRI AZ AR ERGEHENS |
HENZRTFIE"/etc/hostname”, XNMNHENZIBERETNG , MARESHIZL.

RHSHLE1T hostname(l) d34 AT UTENE HRTAIFEN B .

3.8.2 XHARZ%

1E B AL S RS R A] PATE" /etc/fstab” iRE , £, fstab(5) 1% 9.6.7 ¥,
MBS ARG EREE /etc/crypttab’™, £, crypttab()
% RAID BBLE mdadm(8) iXE7E"/etc/mdadm/mdadm.conf”. £ I, mdadm.conf(5).
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BRIE we HE
FE A B A "systemctl list-units --type=help”
S REF A target BT "systemctl list-units --type=target”
FERGFEF A service Bt "systemctl list-units --type=service”
S REFF A device Bt "systemctl list-units --type=device”
S RTFF FTE mount g "systemctl list-units --type=mount”
SR RFEF A socket BT "systemctl list-sockets”
SIERNFFFTE timer BT "systemctl list-timers”
aah"sunit” "systemctl start $unit”
~fFEIE"$unit” "systemctl stop $unit”
CEERS AARANCE "systemctl reload $unit”
FEIEFBEAE $unit” "systemctl restart $unit”
Barsunit” FELEFREEER "systemctl isolate $unit”
I ER (BER A RS "systemctl isolate graphical’
BHRE" ZRP (®L1TARAD) "systemctl isolate multi-user”
B NBREX (AP ITAR) "systemctl isolate rescue”
m"$unit” RIERIES "systemctl Kill $unit”
RESunit” RFERE LN "systemctl is-active $unit”
RESunit” BRFEREEIKRHN "systemctl is-failed $unit”
#®BE'$unit |[$PID[device” KRS "systemctl status $unit|$PID|$device”
BIRSunit [$job” HEHE "systemctl show $unit[$job”
CEREBRSunit” "systemctl reset-failed $unit”
S Fr B BT RS KRR TE "systemctl list-dependencies --all”
SEREEAG EREITTHF "systemctl list-unit-files”
BRsunit” BENFS5EE) "systemctl enable $unit”
CZEsunit” WGFSEER) "systemct1l disable $unit”
%ﬁ%ﬁfunlt (BIFET"/dev/null” &) "systemctl unmask $unit”
" w4 w » =}

,ﬁg)%nlt CHINE)"/dev/null” g9555 "systemctl mask $unit”
IREERIA) target & "systemctl get-default”
WEEOA target A'graphical” (BIJE&ES) | "systemctl set-default graphical”
~ LY ET) O N (A
}ﬁfiﬁ%ﬁ%ﬁﬂ‘] target Jymulti-user” (@< "systemctl set-default multi-user”
BRI ERELE "systemctl show-environment”
wEEAE variable” {E R value” | "systemctl set-environment variable=value”
BB A 2 variable” (R E "systemctl unset-environment variable”

3 s — PAas A o dm]
%ﬁ?ﬂ?ﬁ?ﬁixi#%ﬂ}ﬁm#ﬁhﬂh "systemctl daemon-reload”
EUES "systemctl poweroff”
<AMERAS "systemctl reboot”
TR R BT "systemctl suspend”
RIKARZE "systemctl hibernate”

Table 3.6: #EYH) systemct1 454 FERFIR
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BRIE AR

ERE— VAR BFE R a] "systemd-analyze time”

S Fr B S ot A AT [R] "systemd-analyze blame”
ME"$unit” TEFENERR "systemd-analyze verify $unit”

BRAPARSERETREEE | "loginct1 user-status”

TERE NARAT TREERE "loginctl session-status”
IRER cgroups FIEENIEFE "systemd-cgls”
IRER cgroups RIEENTFE "ps xawf -eo pid,user,cgroup,args’
ERER cgroups M3 zhidFE "/ sys/fs/cgroup/” FEY sysfs

Table 3.7: systemd THEZTE KIZHLSIIR

A

%7;%23]54]57}@ , EERT BIBXHRGAE |, "/tmp”, "/var /lock”, #”/var /run” FREIGE 2405

Y

H}

3.8.3 MEIEHAL

XFER systemd ELA Debian £E AL , ML&EO BT BRI RS HITVAL © loFEOBEE £ networking. servic
418 THEEEONB NetworkManager . service 48,

0% 5 ERFAVERREEEIINGESR.

3.84 Z=ARGAAN

= AL ST PAE "Debian Official Cloud Images” SRZSAKIEER B3N, X TXEERARGSS , FHL. XHRSE. W
& VEBESHIR. SSH 4. APMAEMNUER , TJRAMEA cloud-init 1 netplan. io BB HEHITHEERED
", gzggwﬁiﬁ , TRAE I RS 15 EENSCEE A ST R IR AN SR . XLk aE A YAML 23Rk
FﬂEEﬂ/ \—JL.EE: °

¥ %{5E2 I "Cloud Computing with Debian and its descendants”, "Cloud-init documentation” f1% 5.4 77,

3.8.5 A% sshd fRFFHI/MENLBIF

FRABIARE , BT systemd BEKIIFEF |, £ network. target B3h/5 , REMERS S NE 6 &) /EAfE
ASFiEt e (daemon) B3, "sshd” AFI4, EFRIMERCHIRE B3N sshd” HE—NE BILEIEIT,

B, RRARGTERMRS AT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

{£45 Unix IREBIIREEETIHIE (on-demand socket activation) ZRZiEg inetd (8f xinetd) B&IRS IR, &
systemd T, fBEThEEAERS BT IE N *.socket F *.service BITACE XK.

sshd.socket FSRE X — 1 KITHERT
[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
https://cloud.debian.org/images/cloud/
https://zh.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
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[Install]
WantedBy=sockets.target

sshd@.service ¥E& sshd.socket ILEACHIARS-SCHE

[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -1i
StandardInput=socket

FEE R ) IE=

$ sudo systemctl daemon-reload

3.9 udev &%

M Linux 4% 2.6 fRFFEA , udev RE¢ -4 T BB A RILAAANAE], (2R udev(7). ERZAIME MR EKE
i b, udev RGERIM sysfs RS (B A 1.2.12 ) )ERREs—1RFEtRE , £/ modprobe(8) 2fF (%
W5 3.10 1) MERSTHFE ESKKPZARER, SIEAN AR ET R,

EF VI

WREBTELIER |, "/1ib/modules/kernel-version/modules.dep” &G # depmod(8) IE% 4 Y , 1R T]
BERAH udev RGIRIAEM AR MNE. iT"depmod -a” RKBREE.

"/etc/fstab” BEAFERNN, BET RANFEHFSH. IREEBFER UUID KiEZRE , k(KB /dev/sda”
KREE. AL 963 7.

BT udev RGER—MNEEZWKEY) , HIEH U T T FEMRE | EXERRAUTRIER.

o e
=H

RBEHA udev MR RUN (1 udev(7) 385)) KIBEITRT , ANBIEMIA. HaE—NELH
systemd.service(5) XHHMEEFRENR. £H%E 10.2.3.2 1,

3.10 PRZARRAA

B modprobe(8) F2FARMMMBIERAAZAESR | (EBA1REH WA A FERECE IEEIZ1TH) Linux A%, udev ALt (5
W5 3.9 ) B ErERERENZRRE L.

TERFERE SRR AR IR AR R | FEWISCME , IBE(1E"/etc/modules” XHESE (30 modules(5)).
« TUN/TAP &332 3L E23UA) Point-to-Point M4&1& % (TUN) 23U Ethernet PAKRIMLE1% % (TAP),

* netfilter #EH$E 1t netfilter [ kI3&BES (iptables(8), 3 5.7 ),

« watchdog timer IREf#EHR



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Debian &%
modprobe(8) F2FFHIELE 4 23R modprobe.conf(5) KIitBAMAE"/etc/modprobes.d/” BRF , (AR {/RA8

RENMBFLNZIER |, ZEIEC(HEARL B /etc/modprobes.d/blacklist” XHE.)
"/1lib/modules/version/modules.dep” X{£EH depmod(8) F2FAAL , B AT modprobe(8) F2FF{F ROt

A

R ARAE S2 B B b BLAR SR MK [R) AL, B3 modprobe(8) B th BLARL IR MK R, "depmod -a” ] AT B

EE
¥'modules.dep” &fRRIXLL(a) R ,

modinfo(8) 2B IR Linux NAZAERISE.
Lsmod(8) F2FRMFEMIEINRER"/proc/modules” MINZ, BRMUATAAZNEL T HRLLAEER,

9.5.4 7.
9.10 7.

N

REEBRSIRAMA RS LR 4F. S A% 953 7.
R AFE B s BC B R A R E IR R . S 58
AT AE TS IR IR 3. S 5%
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Chapter 4
AR (A4

LA/ (BFREFF) REVRIALGH , FEHTALE , WASHEREE.

o e
=]

PAM HIBCE fR FJBER BUE RN ARSE. 1RVAE — M HERIFIIREE CD , SRERIL—MEAIK boot 71X,
ATWERS: , RREEEAENENARGIFLERR.

4.1 —f%H Unix IAUE

— B Unix JAIEER PAM  (Pluggable Authentication Modules , B AJHE A G IEAESL) T H pam_unix(8) i {t,
TR 3INEEXHNT , HRWEBER 2.

X AR il 2H W

/etc/passwd -rwW-r--r-- root root (AXH) AFArkEEE
/etc/shadow “TW-r----- root shadow | Z&NENAFAKSEE
/etc/group -rwW-r--r-- root root HAER

Table 4.1: pam_unix(8) {# K 3 NEERLE M4

“/etc/passwd"BETIIRA.

userl:x:1000:1000:Userl Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

20 passwd(5) FATR , XALEEFE ARSI E AT

- BRAL

« BRLTE A

s BFEXWAF ID
« ¥ FERRA ID

- APEESERTR



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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« HPRxRER
« AL P SRR

“/etc/passwd" BB TG A4 AR RFNERKER, 3|\ 7T /etc/shadow’fg

BT P SULER ALY

nE ViEA
(x) B N =
X NEENEMREAE/etc/shadow”

Table 4.2: “/etc/passwd”E "HNA

“/etc/shadow B & FIINEA.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELyErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

70 shadow(5) FATR , XAHEFFH "N IBMEIE AT,

. B4

« MEBERERD (FFRM“$1$"RARME A MD5 INH, " RRTUEER. )
« RATIREBUESKETE , B3R 1970 £ 1 A 1 BiliX3K

« AR FBRER RN R IR

« B P IAIRAE BUERRL I R 28 R

o WIBRMRTARE , FEHHRA FamEd

o WELRBEHRE , R EIEKIASES

o MKSSMETIE , HRRM 1970 4 1 A 1 HigXREK

“/etc/group”BETIINE.

groupl:x:20:userl, user2

0 group(5) FHTR , XANXHFH " HIBRERE AT,
- HEFR

« MEFHERD (REWAIEFER)

- BF A D
s ERAIRIA P &SR

=z
=

“/etc/gshadow”A1*/etc/group™@iit 7 5“/etc/shadow H{IANKITHAE , {BIRBHEIEM (A,
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EE
0 R"auth optional pam_group.so” X 1T ¥ fn %] T"/etc/pam.d/common-auth”, 3 H
1£"/etc/security/group.conf” BT TRE , — A FHSKIRAM T A EERM. £ 0 pam_group(8).

EE
base-passwd A E T —HAFPFAERE A XA “/usr/share/doc/base-passwd/users-and-groups.htm

4.2 BHKSHMERLEE

THE-LEHKSEENERG S

e ThRE

getent passwd user_name N user_name" kS5 5.

getent shadow user_name RS P user_name” [RREIK P52
getent group group_name R group_name"fIZE{E S

passwd BIEKS 20

passwd -e FBTERK SR E — X R TR
chage BIERNAESIIER

Table 4.3: BEIEKSEERN®H S

HAp—LeThae RREH root (£, HREFFEERMES N crypt(3).

EE
EIXET PAM 1 NSS &L L (4120 Debian salsa #l.25) , &M “/etc/passwd’, “/etc/group”#l
“/etc/shadow FJBEA S ARGHIEFER. LR 7EW§L5':JXWPT1R—FW|EIE’§9&H4]

4.3 IFER

ERGTE RS — MK TS passwd(l) B4R | (REEE— TR | TRAXE 6 B 8 MEGAR , Ko
A& TFHURIE passwd(l) BEMEMASDH— RS :rr

. NEFE

« M 0F9

. FRESE

%AIH:

%EEEPT ZHERATLUERING. RS2, SUNESH, BIESH, it £H. KERRBEYNELT. F
AR BIMTERFS (HIa0“1234578  qwerty”) Ep R FEREAESE .



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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4.4 ZNERHEED

TEZ—EAT ENRKNEEN KL TR,

LIl TIE AN e Ihiae
whois V:22, 1:209 384 mkpasswd B& crypt(3) EFTERERBR
openssl V:834, 1:.995 | 2503 gggg;g l THE BRI % (OpenSSL). passwd(Lssl)

Table 4.4: A& KT A

4.5 PAM F1 NSS

HARIZE Unix 8L (620 Debian R%t) 1214t PAM  (Pluggable Authentication Modules , i AZEIEFEER) F1 NSS
(Name Service Switch , ZFRIRFVIH) HBIEAMARGEERR | FAIEBIEBC KRG, ENIMZIRERT UEE
AATFILR.

« PAM AN IR EHR T — AN RIBFIAENS] , RS R E) T ZEERMAc 6.

* NSS 2t 7T — M RIBNBFRIRSIE] , ELEH C AREREER |, 6120 1s(1) A 1d(1) XEFMFEFFIRS R FFIE
ZR.

PAM #1 NSS RZEMAFFELE —3.

PAM #1 NSS REthEERRAEAT.
BB MTE /N ] AR
Tibpam-modules | V:922,1:999 | 917 AR (FRERS)

Tibpam- ldapd V6, 114 80 7oV LDAP FEO AR UEIEIR
Tibpam-systemd | V:701, 1:963 | 739 AT logind FHA PEERBATRRUREIR (PAM)

Tibpam-doc I:6 1504 | AR (html FIXTAAE)

libc6 V922, 1:999 | 5370 GNU C [ : AR E2MBEZ VR RESHEZE
glibc-doc I:5 3858 GNU C JE : FHhm|E

glibc-doc-referenge 14261 | GNU C JE : 2Fff , A& info. pdf 1 html #=, (non-free)
Tibnss-mdns V:235,1:520 | 141 FIT#E#T2HT% DNS ZFRE) NSS F&EEE

libnss-ldapd V7, 1:17 131 NSS & , FT{#H LDAP fEA— & #IREH

Table 4.5: PAM #1 NSS &R EERIER

+ libpam-doc #*“The Linux-PAM System Administrators’ Guide”£ 7 it PAM F2 & N E A,
+ glibc-doc-reference FH]“System Databases and Name Service Switch”2 7 #i#2 NSS ECEREE I #Y.

HE
{RATA{E FB“aptitude search 'libpam-|libnss-""&4$EE B LW RKEM,. NSS BEWMAIREERE
“Network Security Service , M&%&£ k%", EARRT Name Service Switch , ZFRIRF V",

RRSET
=

PAM Z RSk ASNFEFE ARSI RBUAERYG W IMR BB ERTTA.



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
https://tracker.debian.org/pkg/whois
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
https://tracker.debian.org/pkg/libpam-modules
http://packages.debian.org/sid/libpam-ldapd
http://qa.debian.org/popcon-graph.php?packages=libpam-ldapd
https://tracker.debian.org/pkg/libpam-ldapd
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
https://tracker.debian.org/pkg/libpam-systemd
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
https://tracker.debian.org/pkg/libpam-doc
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
https://tracker.debian.org/pkg/glibc-doc
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
https://tracker.debian.org/pkg/glibc-doc-reference
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
https://tracker.debian.org/pkg/libnss-mdns
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
https://tracker.debian.org/pkg/libnss-ldapd
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1E systemd T, libpam-systemd ZXEEHE LK AKEE R FEF , BILA logind 1 systemd 1520 Rk M
APLEEKI, £ systemd-1logind(8). logind.conf(5) 1 pam_systemd(8).

4.5.1 PAM F1 NSS jalECE S 4

THERZ—L PAM F1 NSS AN EERLE .

RCESHE DA
/etc/pam.d/program_name zln;:f’g(%t)“am_name FEF&E PAMBLE ; 20 pam(7) Al

/etc/nsswitch.conf

FETREZFERE NSSECE. £ nsswitch.conf(5)

/etc/nologin

83T pam_nologin(8) fERFRFHIA FERK

/etc/securetty

@ pam_securetty(8) FEERfRE] root A tty

/etc/security/access.conf

BT pam_access(8) FBEK & 1 |A)PR 5]

/etc/security/group.conf

B pam_group(8) FRREEE TR

/etc/security/pam_env.conf

B pam_env(8) RREENFAE

BE®A readenv=1% pam_env(8) WE MR

/etc/environment =
e

BET A ‘readenv=1 envfile=/etc/default/locale’%
WE) pam_env(8) IEHE EVE S FIE(E (1£ Debian A%H)
B pam_linits(8) FEHURE RIARRS] (ulimit, core ZFZ)
18T pam_time(8) IR E T [R]FR ]

wWH systemd FEREHELFECE (3 logind.conf(5) Al
systemd-logind.service(8))

/etc/default/locale

/etc/security/limits.conf
/etc/security/time.conf

/etc/systemd/logind.conf

Table 4.6: PAM #1 NSS |8 Be & ¢

RO PR GE BT PAM 23R pam_unix(8) 1 pam_crack1ib(8) k3IMK). BT UEE & BHS I TECE.

N
PAM fERIEX 4 R4 . s0”,

452 HAMNEFARGEE

MANEFT KRG EIR T UERETRZREBRUIETNY (LDAP) RFSFHITHRE , MIMIBIT ML EIRIF L 3
Unix F19E2E Unix 248, B8 B FUIRIPHXAKFFIRKRILE OpenLDAP k14,

LDAP fR%-23{F FHrA PAM F1 NSS ] libpam-ldapd #1 libnss- ldapd #4484 Debian RSREKSEE. &
%g‘j:‘fﬂ]f’ﬁ%ﬁ}ﬂ LDAP (HKIXBFERATXMRE , FETEMNEEAHERZFNEE. BEXFHHR TEHE TS
o« RBHIET—AFER | BIAIMSIH) LDAP SPPUAE slapd(8) , SR &£+ LDAP fRE-3%.

s {R¥E“/etc/pam.d/"BRFH PAM BCEXHER |, FHpam_ldap . so"BFREIAE pam_unix.so”,

o {R1E“/etc/nsswitch.conf XX EH KA NSS BLE |, FAldap’BRIAE (‘compat’gi‘file”’),

« ATERRRSE , RUIE Libpam- ldapd £/ SLL (8L TLS) &k,

« AT HHR LDAP ML FHEHEURMTTEM | /RINJALLE 1ibpam- ldapd /M SLL (8k TLS) &k,

« ATHEL LDAP WLRIRE , RMIXTEAMIZETT nscd(8) SKEF(E(T LDAP #RLER,



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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2 H libpam-doc AR MHEK nsswitch. conf(5).pam.conf(5).ldap.conf(5) #1“/usr/share/doc/libpam-do
FRIRY , LK glibe-doc #E4EIZ#HMK“info libc 'Name Service Switch'’,

KUt , FRATAME R EATERRE F—FEFRMARLE.

« [A Windows ZRZi& R PN,
- J@id winbind 1 libpam_winbind k#4378 Windows domain R
- £, winbindd(8) # Integrating MS Windows Networks with Samba,

« RIEZMIZE Unix REcERA FHA,

- BT nis BARE NIS (ZETIY YP) 3k NIS+,
- %I, The Linux NIS(YP)/NYS/NIS+ HOWTO,

4.5.3 “}{t4 GNU su A~ FF wheel 2B”

X27EIAf“info su”JikEB Richard M. Stallman BTt —a1 &S, HI1E/( : Debian ARG HAIM su S FERT
PAM , Xt 7E“/etc/pam.d/su’sh B T #H A “‘pam_wheel.so’1T/a , BAEBIRHIIE wheel ZEEF 7~ su F
root AEIBES.,

454 [EREEEERTHL)

4% libpam-cracklib BB I/REEW RIS AR K ZERESRLA,

E— AR GNOME &%t , 4<% libpam-gnome-keyring , "/etc/pam.d/common-password” & i3k
1% :

# here are the per-package modules (the "Primary" block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass +«
yescrypt

# here's the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional" block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

4.6 TEIA\E

REECS
e

XEREENTFFETLBRANRETRK , EXENYE—MFNER.



https://zh.wikipedia.org/wiki/Windows_domain
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
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A RLHRF % Ui Z2MRFE Ui
www (http) 80 https 443
smtp (AFH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: ®2MARL2HKRFIHASIFE

4.6.1 METBEN_ERMELT S

WL IRATHRME R B IR S EB(E A AR (E i AR T E EENRNEXIHE. FERASAEAN _ HERHEERIE
FEMOE , AAXEHERRNERRASEMN LW ABIK, ATHRENMGEDRE  BEENEEENEMERMEE
WkMmRTE , EUUEERH/ELS (Transport Layer Security , TLS) "PMYXEEHAE "REEHTFE (Secure
Sockets Layer , SSL) "¥MY 2z LiEfTiXLERRS: .

B IHFE CPU BY[E], AT CPU BRMBRAR , FRIUTMRIFERATAER , (UXER TS INEPH N E
RS, Lkanit : POP {# fB”Authenticated Post Office Protocol” (APOP) , SMTP #1 IMAP {§ fi”Challenge-Response
Authentication Mechanism MD5” (CRAM-MD5),, ({/REKIBB4R%s Fuim 8 1ot BLHX P _E/RETAR R AR 55 25 ACIEMBFEY | SR
fTERFAERTIRO 587 RAB(ELH SMTP 50 25 , XU 7/ CRAM-MD5 AIEET B , M4 (47
FHZE 25 ¥%M.)

4.6.2 %% Shell

%4 Shell (SSH) F2FE AT NERREA R LMK FRARTMEEENZ AT L MEER. EH OpenSSH %
Fis, ssh(1), #1 OpenSSH [FAST1F3F2 (daemon) , sshd(8) ZA/%.SSH {8 s e &4t |, TA%S POP F1 X 2
EPARLLNIBTREEE | FETTAEL Nt 2{EH.

B Pl UERM T ARIANEED : ETENMINE. RBNE. FURRZIAE. BRALE. EALHINE, T
KUZRRELER, 0% 6.3 7.

4.6.3 HIXMESMORLTR

Bl{#{/:1z1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) XML LIRS , LM L , (MREH,
ﬁﬁﬁﬂfﬁ%ﬁ%‘iﬂﬂ%ﬁﬂjﬂfﬁﬁ)\a {FRBAIERE (B3 0% 5.7 1), FHTEKNEZE2TIAE—& , TUREAZLE
Fo

LG ATE /N | 5EH

. PN R i b
knockd VO, 111 110 /I(J;E;]C?((z;t) knock [5&5F1F 342 (daemon) knockd(1) F1%& Fip
fail2ban V:95,1:106 | 2191 | ZERAEMZ MALE RN IP
Llibpam-shield V:0, I:0 115 =R BN AT & < ESNA

Table 4.8: {2t 3isM R 2K TAIIF

4.6.4 root it 4

ABRLEAANER root AURVIEHRAVALES | R RM T ERHRIE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
https://tracker.debian.org/pkg/knockd
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
https://tracker.debian.org/pkg/libpam-shield
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» Prevent physical access to the system storage device (HDD / SSD/ ...)
* H4E UEFI/ BIOS kH LE \RTFE B0 BT /E3)

* 1 GRUB X E X ASVERE Y

« X GRUB %8 , 2A1H4R4E

With physical access to the system storage device, resetting the password is relatively easy with following steps.

1. Move the system storage device to a PC with USB bootable UEFI/BIOS.
2. Boot system with a rescue media (see & 3.2.2 7).

3. FAEEVIRHERIR DX,

4. YREEARSIIXIN"/etc/passwd” XXM, {F root K FKBRBEZEAT.

X4T grub-rescue-pc , RMERMZZAFUESNAEM , 21RAYWIE GRUB XH#5KE (B0 3.1.2 1) MAUR , £
JEEhEY , R N ERSRE MR A,

1. FRNZESBEI RSB Y —LENS |, thanit , "root=/dev/sda6 rw init=/bin/sh”.
2. YwiE"/etc/passwd” 3L , {F root AL BEMNE AR,
3. ERARL.

ZH root shell IRZERT ATL AL (8] T

TE

— B AHHE root shell VilaIANR , MBEBIRMEMNE , FHAIUERAG LRHEAEED, Hsh , T UER john
%2 ;c*ract%%?r’)(#@m%ﬁﬁ&ﬁ@lﬂﬁ%btiﬁﬁﬁ’ﬁ FFRER (305 9.5.11 1), HWEMHKEN , TURRMAER
GEHTILAR,

R G X AR KA , (AR _ERIRE R T R EEM dm-crypt M initramfs (B3 9.9 1) M# root 53X
(B/etc” 5¥X) . XHHE , RERFREDREINARLE.

4.7 HERIRHES)

EFEETINEMSCHRIR 25 , REAHERIEES.

EE
ZHE 9.4.16 TRIRBINZMREEERS (SAK) Tk,

4.7.1 [R)iEHI%15k (ACLS)

Vilaishl3zk ACL 2% 1.2.3 TEEMBRAZENRM— B,

HEHREEIMEF , IREIBE|ACLITHR.PEIN , ¥Y— M EEAE 1K USB 78158 & B 3iEEE]"/media/penguin/USBSTI
—/NEB R penguin BEBHLT :



https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/Dm-crypt
https://en.wikipedia.org/wiki/Secure_attention_key
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$ cd /media/penguin

$ 1ls -la

total 16

drwxr-x---+ 1 root root 16 Jan 17 22:55 .
drwxr-xr-x 1 root root 28 Sep 17 19:03 ..

drwxr-xr-x 1 penguin penguin 18 Jan 6 07:05 USBSTICK

1E5% 11 3R+ 3]RoX ACL £ . 2NRIZE ACL , —MEIEA F penguin MZANEEB G XS L BERAE , BA
penguin AN7E root 4, {REEBIRINT ANEE ACL :

$ getfacl .
# file: .
# owner: root
# group: root

user . .rwx

user:penguin:r-x

group::---

mask::r-x

other::---

XE

e "user::rwx”’, "group::---"Fl"other::---" MR HEBEAEE. ANEE AR,

« ACL "user:penguin:r-x"z{TEEMAF penguin F'r-x" AR, XBEBIL s - la” FIHBERAA.
o ACL "mask: :r-x"&E_EEIR.

B % {5E 5 N"POSIX Access Control Lists on Linux”, acl(5). getfacl(l)  setfacl,

4.7.2 sudo

sudo(8) P AT F— M ARL B R AL A PSR root APRFFIER root JEFNMRITH. sudo AFE—NEER
PR, R4 sudo B BEITRE /etc/sudoer s"FHIETRERTE .2 ) /usr/share/doc/sudo/examples/st
M 1.1.12 HHPMECETRBI.

K sudo BTHEBAFAS (BAF 1.1.12 1) BATHLEACTREMERNEETH. BEMIAMS , KIAKER
sudo £tb{#F root K SHRIERGRISLF. Han , ToIan4%% some_file"HIRBERAL X “my_name”,

$ sudo chown my_name some_file

YRR IRFNE root TG (PkaABE1TRA Debian A FHTE) |, EAHAAKSEATUER su - bR TSR

root 1517,

4.7.3 PolicyKit

PolicyKit Z1E3¢ Unix {ERGEHIZHIRAN RGBSR — MRIERSA M.

BOTH GUI BT R AR RSt BHEE BRI T ARSI FERIZTT. E1EE PolicyKit SRAFFAUAFEE(S , MM
ITERE.

£ Debian &L , PolicyKit fR%I T BF sudo LARIF A0k fXFhiRiE.
£, polkit(8).



https://www.usenix.org/legacy/events/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher.pdf
https://zh.wikipedia.org/wiki/PolicyKit

Debian &%} 98 / 247

4.7.4 [R&[7IRIFELEAR FImMI RS

MEGREME , RUUBENRARSER , 28— NMFREE. NERFE/RK. BAMERNRS  AEREEAR
AT (daemon) #iE , KRBT super-server F2F#E , #HHEIANARRENE.

WL AR, tbanit sshd(8), ERET PAM |iiialatl, tiEHFZ ATRIREIE) —LRFIRHFERF.

o BCEX{F: "/etc/default/program_name”

JEASFIPEtRE (daemon) f4 Systemd R HAITECE

« PAM (Pluggable Authentication Modules)

« super-server {ff"/etc/inetd.conf”
« TCP wrapper {§f3"/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)
« Sun RPC”{§H /etc/rpc.conf”

atd(8) {f"/etc/at.allow” #1"/etc/at.deny”
e crontab(l) f§/A"/etc/cron.allow” #1"/etc/cron.deny”

Network firewall {netfilter ¥E%2

NG

0% 3.6 T, 5% 451 THE 57 .

N
NFS MIHEERT RPC WFEFF , FEMIE Sun RPC k%,

R
W RAAREFEVT R R HT K Debian R BRI , H 4" /etc/hosts.deny” B 2B F/E"ALL: PARANOID” 3X#¥it
RHOBCE | BICEERE. (BEEFRVIUEEXFTAMTRNRENE. )

4.7.5 Linux &&43M

Linux NAZE LA BITIFEESER UNIX SSELERIZB RNE 24HE.
Linux X3 ¥ RBEBM , ¥ B TE5M UNIX B (B xattr(7)).

Linux EAEBE AR A PR KSR D FFEIR BT , HFRA capabilities(7) , EREBMILKEAMER. M
2.2 lRAEWRZITE | Capabilities 2 —MARHN KB,

Linux Security Module (LSM) R&EHAES 2 T —NE A EMRERENS , FEFHKNZY RXEL. Fia0

* AppArmor
 Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux

Debian &%} 99 / 247

B R AR T B2 Unix REAETVRAREANAE | EZ root WAL HAKIRS). ZINIRIGIE kernel.org
EH Linux Rtk (LSM) 1RSI,

Linux f8) namespaces & 7 — 12 RAZRIE—MRAME , £ RRE RIRLE namespace NXTSHFEF] N, ,
F# H namespace BENIEC KL RRIFEBERE., MEEHELRERENT LMHHER , B—4 namespace
B RAT W, , (B XFIER —4 namespace EE HFBEARTT N, MWHHZ 5.6 R4k , F 8 F namespaces (3 1L
namespaces(7), unshare(l), nsenter(1)).

7£ Debian 11 Bullseye (2021) 7, Debian {8 unified cgroup hierarchy (2i— cgroup B£&Ee#) (FRFRA cgroups-v2),
namespaces [&) cgroups —i2RIBEBEIRNZERE , AAVFRIRIEHINGERRGIE

» Systemd, £5 3.3.1 77,
s WEMIE., 2N%E 7.7 1,

o Linux %% , bkan Docker. LXC, £ 0% 9.11 7.

XUTRERREB BT S 4.1 TR, XUSEIEA KRN BE T AN AAATTE.



https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC

Debian &%} 100/ 247

Chapter 5

PZE R E

2
KT Debian EEBHIMLEF} , EEF Debian B RFH—MWEELE.

ETZIN
systemd FMET , AJRAR networkd SRECE MG, #55% systemd-networkd(8).

5.1 FARRLKE0H

LEERAISRE R — T Debian #AERGH EAMLEL2H)

511 FHLMET

EH AT, BATHER NSS (& FIRSFFHH#H Name Service Switch) AUHISRSTRF. XMEITHIRAZIT.

1. "/etc/nsswitch.conf” X#EM"hosts: files dns”XERHLE ML MRATIRF.(£E"/etc/host .conf”
XHEM order” XERAHINEE.

2. files AXNEABAR . MMRENEIE /etc/hosts” XHEREIMAI , NIREIFBEFEHILIFIRE ("/etc/host . con
XHEE multi on”.)

3. dns ARXBEB. MEIHLIBILE IR /etc/resolv.conf’ XHEBEER B EMI% 4 A5 Domain Name
System (DNS) kFkZ! , NIREIFIEBBCHIEFHFIRE.

—MNAR T b ER AR AR E TS |, FlaN"host_name” MR E AT FITRMEERE . X , "/etc/hosts”
BB T LHTRIIXAE

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
N localhost ip6-localhost ip6-loopback

ffo2::1 ip6-allnodes

ff02::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
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KHE TE wINESY 1tER
network-manager |V4:13241 7805 | BCE :: NM | NetworkManager (SFIL#H2) : BhEIRML%
network—manager-g\p:%rg?l:lw 18 BLE :: NM | NetworkManager (GNOME Bij¥f)

- . ACE :: Netplan (EA%=%): &i—H , FEAMEZEE
netplan.io Vil 17 340 NM+networkd NetworkManager #1 systemd-networkd Jgis
ifupdown g 201 Eﬁowm Sk SRR/ MM BT AT B (Debian 4574)
isc-dhcp-client | V:169, e K ai

707 2884 | = | DHCP % fri
pppoeconf V:0, I:4 174 E%E W | mEmE  DETS PPPOE i
wpasupplicant ?_’;’2%9' 3901 Egﬁ S| \wpa F1 WPA2 % i dE (IEEE 802.11i)
wpagui V0, I:1 784 E%ﬁ L wpa_supplicant Qt KFEREE Fin
wireless-tools Yzlﬁiz 292 E%E L S Linux T&Y BT A
iw V:38, 1:490 | 332 E%E A BCE Linux T&R&HMWIA
. V:756, e iproute2, IPv6 FIEMBSZRMEECE : 1p(8).tc(8)
lproute? 1:984 4122 |proute2 %5
. V:353, s - s e :
iptables 629 2410 | (e AT EMMEHIEER IR TR (Netfilter)
Nftables V212, 191 BCE :: HAETIRMMEHIIFEREE TR (Netfiter)
1:850 Netfilter ({ip,ip6,arp,eb}tables ffRZLEHH)

N EAN ‘\ =]
iputils-ping | o2 188 | s ﬁgﬁoﬂ‘t‘ez)ﬁ%ﬁiﬂn BT zIP AL
iputils-arping | V1,119 53 R MRBERER TN , WITARPHBIE
iputils-tracepath,, 101 |50 | ik ﬁ&aﬂmcﬂm&zmm%ﬁ
ethtool Vi93,1:250 | 1077 | iWAx IR E B A XN & HIRE
mtr-tiny V:4, 1:39 181 ‘%_'Jﬁt R IBEREHORFEENMIEIR (SCARM)
mtr V:4, 1:40 230 gﬁt R BERERTRE ENMKERE ORI GTK &)
gnome-nettool | V:0, 1:10 2480 %‘Jﬁc SR | g RS TA (GNOME)
nmap V:25,1:185 | 4607 gﬁ‘ HR | s na (Nmap | BHIA)
tcpdump V16, 1:166 | 1343 ‘gﬁ“ SR | messn@ et (Topdump | 12514
wireshark V:2, 1:41 11267 ‘gﬁ‘ R | messnEas (Wireshark GTK)
tshark vai2s a3 | 20U R [ manear genia)
tcptrace V:0, I:1 407 ‘gﬁ“ IR RE topdump B A REGEBSIESST
ntopng V:0, I:0 15604 ‘gﬁ R TEM TN S 25 R I E

- . MR -2 K | BIND XEFBIRERNE R Finte T
dnsutils 1174 23 )= nslookup(8),nsupdate(8),dig(8)
dlint V0, I:2 s | 20U R fim e s s anRa® ons 918
dnstracer V0, I:11 59 %‘Jﬁt R IRER DNS TR E E Rk

Table 5.1: MEACE TH—Y3%k



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
https://tracker.debian.org/pkg/network-manager
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
https://tracker.debian.org/pkg/network-manager-gnome
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/netplan.io
http://qa.debian.org/popcon-graph.php?packages=netplan.io
https://tracker.debian.org/pkg/netplan.io
https://netplan.io
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
https://tracker.debian.org/pkg/ifupdown
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
https://tracker.debian.org/pkg/isc-dhcp-client
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
https://tracker.debian.org/pkg/pppoeconf
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
https://tracker.debian.org/pkg/wpasupplicant
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
https://tracker.debian.org/pkg/wpagui
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
https://tracker.debian.org/pkg/wireless-tools
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
https://tracker.debian.org/pkg/iw
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
https://tracker.debian.org/pkg/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
https://tracker.debian.org/pkg/iputils-ping
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
https://tracker.debian.org/pkg/iputils-arping
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
https://tracker.debian.org/pkg/iputils-tracepath
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
https://tracker.debian.org/pkg/ethtool
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
https://tracker.debian.org/pkg/mtr-tiny
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
https://tracker.debian.org/pkg/mtr
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
https://tracker.debian.org/pkg/gnome-nettool
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
https://tracker.debian.org/pkg/nmap
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
https://tracker.debian.org/pkg/tcpdump
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
https://tracker.debian.org/pkg/wireshark
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
https://tracker.debian.org/pkg/tshark
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
https://tracker.debian.org/pkg/tcptrace
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
https://tracker.debian.org/pkg/ntopng
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
https://tracker.debian.org/pkg/dlint
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
https://tracker.debian.org/pkg/dnstracer
https://zh.wikipedia.org/wiki/Domain_Name_System
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F—1TH IP ot FFA | ETREMREKNEN 4.

EXAMEIFRIE AT 127. 0. 1. 1 IP HBHIFRSFEHE 3 Unix REAT. Debian Installer Ai&H KA 1P bR
SREXANGE , fEAFELRME (20 GNOME) H—NIBTTIA , JLICAY bug #719621.

host_name ULECAE"/etc/hostname” B E MENL. (B0 3.8.1 ).
SFFHKA P MRS | XA KA P Y YA X ER 127.0.1.1,

STFAXA P HhFAE 154 &S Domain Name System (DNS){E 58 € % #& 184 fully qualified domain name
(FQDN) &% , #3t4 host_name.domain_name R 243 FASk{t% host_name.

R resolvconf AT ARE , "/etc/resolv.conf” B— M. MMRTET , ER— I IFSHEE. It
s, EEEEMRITRRKYIAKISEE. 20 DNS 2 IP="192.168.11.1", R[EEF.

nameserver 192.168.11.1

resolvconf BHEFEX/"/etc/resolv.conf” EFFA— NS4 |, FBETHFHAENEEENE.
STF#E adhoc FIBMIIETH PC T/EY, |, [T EAK files # dns AR Z 4 , EW L IEEEB BT Multicast
DNS (MDNS) Bt THE#T.

« Avahi 121t Debian THIZE#% DNS AINAELS,

« EF0 Apple Bonjour / Apple Rendezvous #H24.

« libnss-mdns A2 mDNS AL AT , GNU C FE (glibc) ) GNU & FRE$44% Name Service Switch
(NSS) TIBEX ¥ mDNS,

« "/etc/nsswitch.conf” XN 4 E % hosts: files mdns4_minimal [NOTFOUND=return] dns” Xt
—K (HEBLES N, /usr/share/doc/1libnss-mdns/README . Debian),

« —/MEH ".local”’ pseudo-top-level domain [EZ M & i#AT , B IPv4 #3224, 0.0. 251" 8 IPv6 #iIL"FFO2: : FB”
RIE—ANARE UDP A1) mDNS Ef{EE.,

E
1545 224t Domain Name System F {18 I Tz 4 expansion of generic Top-Level Domains (gTLD) i~ £33
179, ERENA , EE—MREE , FIREEF S name collision,

e

£ A% M, bl libnss-resolve Bt & systemd-resolved, {3 libnss-myhostname, = #
libnss-mymachine, 3f£"/etc/nsswitch.conf” XHEEK hosts” TRV FIE mymachines g% myhost-
name X4BF , XHZBEKN EEITEHERMEECE. FL{EES M nss-resolve(8), systemd-resolved(8),
nss-myhostname(8) 1 nss-mymachines(8),

5.1.2 Mi&HEEOLZHR

systemd £ f"enp0s25” Z ZEA) AT TN AR 3 O B 7K

5.1.3 JRIm MLt TE

IERAMEFIREE T4E rfc1918 BHLEHFIFM local area networks (LANS)IPv4 32 stk 75 & 25 i (R BB TE . 31X
L HRIEAR S SREFM_EEF R hER,

RRSET
=

IP it BEFHESHE IPv6 ik , 5120, ": 11" & localhost A4,



https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://www.debian.org/devel/debian-installer/
https://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
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+ P

23 L& At F MR ALK F %K

A 10.x.X.X 255.0.0.0 /8 1

B 172.16.x.Xx —172.31.x.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256
Table 5.2: W& EIS3R

AE

MR XL A ECE— AT, , BBAXNEN—ERREBEEAREILR |, BT —MEA M AR RS 2B
I MLk HEFEH Network Address Translation (NAT). jHZR EIsNERE |, Toir ik Has B E F  NAT.

5.1.4 MR ESTF

R%& Debian AL IFRZEIERE |, (BIKIBE — LMK XK FE DFSG non-free EHRZIFEL]. N5 9.10.5
o

5.2 WAKNEHMEALE

X F{E A systemd I Debian RE AL , M EOIEE BN RS HTVEW - Lo #EOEE £ networking. servic
418 | TEEFEONBR“NetworkManager . service b8,

Debian AT A& j7 & ST 32 (daemon) EIREASREIR MLXIZEHE | Bl40 NetworkManager (NM) (network-manager
MAERZRGR).

- ENEBECH GUI M S1TREFRIEN A FAE.

- ETEECKEATI T (daemon) EAENINAS Gk,

« EANERR] AR AR REEREIMLK.,

o EANERTT AR Rt EIR A TAMENELE.

« ENAVRECE MG AMKRESM ifupdown 3R,

=z
EE

FEERFHF LEAXLEEIMERETR, BINERHYTECKRBN LB EmA .

XUEMRUNERETEFTEHITEUNERE , LB RSES ifupdown REBEENE , EREEXHAT
“/etc/network/interfaces”,

5.2.1 EEFREHIMEEET R

Debian Z&%: NM BB /34 T“/usr/share/doc/network-manager/README . Debian”,
ARE , INTRERD P TE A R IR B E.

1. BT ELEmA S/ foo IHEnetdev’sl (54t , 120 GNOME F KDE XM EEIFIRLE L
D-bus BENTRIXERE).



https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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$ sudo usermod -a -G netdev foo

2. {F“/etc/network/interfaces’HBCE{RIT T EABEERS.

auto lo
iface lo inet loopback

3. BE T3S EH R NV,

$ sudo systemctl restart NetworkManager

4. B ERAmACE M.

3=z
=

RAEXRFIfE /etc/network/interfaces”PRIEO L4 NM EI8 |, U5 ifupdown [H)HZE,

TN
mRMGEEYT R NM K N XEBEINE, FFHKESNESEERMASRTK
i |, 11 g network-manager -openconnect, network-manager-openvpn-gnome,

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth %= %,

5.3 XAEGBRERIAMSEE

{FF systemd ARZHF , A]PATE /etc/systemd/network/ BELEML .5 ), systemd-resolved(8).resolved. confy(
F1 systemd-networkd(8).

A AFERBEGREAEN FECEIAMLE.
DHCP & FipfBcE o] LUB S A" /etc/systemd/network/dhcp . network” XEER# TR E. 40 :

[Match]
Name=en*

[Network]
DHCP=yes

— NS MR ECEREB BT A" /etc/systemd/network/static. network” K& &E. LN :

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 HAZMLECE

THHAMSEECEATAER cloud-init # netplan.io A (B A5 3.8.4 7).

netplan.io BT FFE systemd-networkd F1 NetworkManager fEAEHIMEECE 5 , BEM{FE A YAML
PIRFEIAMKELE., LR8I YAML:



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/YAML
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« 1={T'netplan generate” 54 , M YAML & m T IR Gt BCE.
* 1Zf7'netplan apply” f54 N A4 BRRECE R fEin

%I, "Netplan documentation”, netplan(5), netplan-generate(8) # netplan-apply(8).

3,87 A5 W, "Cloud-init documentation” (51,2 El4% "Configuration sources” Fl "Netplan Passthrough”) 7 fi# cloud-init
BEMREREAERNIIERE) netplan.io iLE.

5.4.1 {E/f DHCP Il = MLKACE

DHCP % fisfOReE o] LUBIE A1 — MBI 4"/ etc/netplan/50-dhep . yaml” kBHTRE :

network:
version: 2
ethernets:
all-en:
match:
name: "en*"

dhcp4: true
dhcp6: true

5.4.2 {FRAHE IP HIIKEMNEEE
— SR AL EREM BT B — MURIRICH" /etc/netplan/50-static. yaml” KR E :

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default
via: 192.168.0.1

5.4.3 {f/H Network Manager (I =MEALE

{# F Network Manager ZEM N8 & FIRECE |, A] UB S BIZE —NIRIRS4"/etc/netplan/00-network -manager .\

KHITRE :
network:

version: 2
renderer: NetworkManager

55 JREMSEEE

£ Linux _ERREMSEECE | £/ iproute2 F2FF (1p(8), ) -

5.5.1 Iproute2 i54

Iproute? iy &SI HTEMIKEMEACERES. BN MIBH net-tools a3 S ERIFTH iproute2 fdERIEH K.
20, ip(8) N Linux Sk ARFNREISH (Linux Advanced Routing & Traffic Control) .



https://zh.wikipedia.org/wiki/YAML
https://netplan.io/reference
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
https://lartc.org/
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[HH net-tools FTEY iproute2 e

ifconfig(8) ip addr — & ERPRY (1P 5k IPv6) ik
route(8) ip route EEES IS

arp(8) ip neigh ARP B NDISC ZZf75&H

ipmaddr ip maddr ZREIE

iptunnel ip tunnel IP & &

nameif(8) ifrename(8) T MAC HbHERIMZE O &
mii-tool(8) ethtool(8) AXME&EE

Table 5.3: )\|H#I net-tools dsS&EEIFH iproute2 dpd &gk

5.5.2 LT2HIKEMEERIE
FRAT IR FTEMARELMNERREMEGS | XGOS NAREMEIRE,

i BtEH

ip addr show TORIES MR I O ERAHIPKE

route -n R B2 Bk Rk

ip route show AL RETRER

arp BREGH] ARP ZEHERANE

ip neigh BREH] ARP ZHERANES

plog 2R ppp F AT (daemon) HE
ping yahoo.com K& Z['yahoo.com” REEMERE

whois yahoo.com B2 EIEEEmREEEM 7 yahoo. com”
traceroute yahoo.com IRERz]"yahoo . com” FRIAF I ETE
tracepath yahoo.com IRERE]"yahoo . com” FRIAF TR

mtr yahoo.com IRErz]"yahoo.com” FEEMIERE (EEM)
dig [@dns-server.com] EWH"dns-server.com” IR %K examp le . com” 3% & K
example.com [{a|mx|any}] DNS g3 : "a”, 'mx” 8"any” 3%
iptables -L -n BEATR

netstat -a X AT s

netstat -1 --inet S MmO

netstat -ln --tcp R TCP Blned (FFm)

dlint example.com &Eif]"example.com” i DNS zone {5 &

Table 5.4: JEEML& 6 4F3%

SN
BN KEMEECE T AR /usr/sbin/” B3R, KATRMER"/usr/sbin/ifconfig” XA TEGLSMKIZ
3"/usr/sbin” "~/ .bashrc” XHFIH A $SPATH BT EE

SEI:

5.6 MLt
B MR T AR, TR BB RIS R N E

5.6.1 FkHi#E{E MTU

MR EIR R EE < B EhXERE RAEHEATT (MTU) .



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Maximum_transmission_unit

Debian &%} 107 / 247

R MTE KN T EA

iftop V6, 1:88 93 BR— A MEEO LRH TefE BEE
iperf V:2,1:35 427 | ERMINGE RNETR

ifstat V0, 15 52 EAGTRE

bmon V:1,1:20 141 | FER TR LA MMREIT TR
ethstatus V0, 1:2 41 TR E PLER & F IR A

bing V0, 1:0 80 LI MERIRERL T Sl 2y

bwm-ng Vi1, 1:10 95 IR ERIEHI AT o N2y
ethstats V0, 1:0 21 ETEHERAXME T RS
ipfm V:0, 1:0 78 AT LR

Table 5.5: ML THEFFK

LR, £/ ping(8) ML"-M do” AKX &EFK/NK ICMP RCBIRBIITRK G |, FRAELETUFHRE
MTU, MTU 2RATZAIEE IP 25 FREEEEX/MIL 28 75 (IPv4) 3 48 £ (IPv6). FEMFITF , KL IPv4
ERER MTU 2 1460 , IPV6 &) MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, O received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seq=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <«
time=191 ms

--- www.debian.org ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms

XAMTFER #42 MTU (PMTU) &3 (RFC1191) , tracepath(8) 4EEB B ENTEMIXA .

WIS MTU HARRIH
& =1%F% (IP: PPP) 576 FRAER
RUKWEFE (IP: DHCP Ek[EE) | 1500 AR

Table 5.6: f2{£ MTU {BEREAFES| AL

R T XLRARFES| HIES , FRIEN LEE TEMER.

o FREAREAR (VPN %) Bii{E MTU FEH—HBEEN]_EEiKED.
« MTU BN 88T K RUERK PMTU A,
« LIRFHERBIKER , BRK MTU EIEBE LLRLT.

WA KN (MSS) & B —FEEBR/IMEFTIE, MSS Fl MTU KXAIT.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
https://tracker.debian.org/pkg/iftop
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
https://tracker.debian.org/pkg/iperf
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
https://tracker.debian.org/pkg/ifstat
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
https://tracker.debian.org/pkg/bmon
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
https://tracker.debian.org/pkg/ethstatus
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
https://tracker.debian.org/pkg/bing
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
https://tracker.debian.org/pkg/bwm-ng
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
https://tracker.debian.org/pkg/ethstats
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
https://tracker.debian.org/pkg/ipfm
https://zh.wikipedia.org/wiki/Path_MTU_discovery
https://datatracker.ietf.org/doc/rfc1191/
https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
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e XF IPv4 , MSS = MTU - 40
e XF IPv6 , MSS = MTU - 60

EE
HTF iptables8) B W% 57 ) Wik, BEEIEIT MSS kKEHEB K/, BARESHE MMS ., 31,
iptables(8) F " TCPMSS" .

5.6.2 WAN TCP {1t

IR TeA SR WAN , TCP FNITEaEMIRIT A% TCP S h /NS %k , B TCP F®R B | kg X. FIH
ArALE , 2437 Debian BUAREREBRIFHAR S IFERA 1G bps Y42~ LAN i%E¥#,

5.7 Netfilter P& JEHELD

Netfilter f£ /8 Linux A% 3% (Z0L58 3.10 1) 4246 KWK A MLk (NAT) 1252,

R WAE [ KA | 0

. . HAETEMMNEILEERBTIE TR (Netfiter)
nftables V:212,1:850 | 191 ({ip.ip6.arp,eb}tables fE4E )
iptables V353, 1:629 | 2410 gj:etlfgt\?é)gﬂlﬂ (iptables(8) AT IPv4, ip6tables(8) F
arptables V0, 11 102 netfilter B L E (arptables(8) T ARP)
ebtables V:14, 1:24 276 netfilter EIE L E (ebtables(8) ATLLKMH)
iptstate V0, I'1 122 FEMERIE netfilter IR (F1 top(1) AN

: : el , T

Ufw V:73. 1:99 859 l%ncompllcated Firewall (UFW) E— /& netfilter [ K IEHIFE
gufw V5, I1:110 3663 | Uncomplicated Firewall (UFW) BIE& A AR\
firewalld V:16, .24 2482 | firewalld BE— o SBIEMh KIBHITERT |, v MR IR
firewall-config | .4 |3 1076 | firewalld E1{& 8 2R E
shorewall-init | V:0, 1.0 88 Shoreline [k 3 #1351,
shorewall V2,15 3090 | Shoreline [j7/k3, netfilter Bt.& XX 2 Ak 7s
shorewall-lite | V0,10 71 Shoreline i k3, neftfilter BLE SXHFE s (FERIRR)
shorewall6 V0, I:11 1334 | Shoreline [5:k 3%, netfilter BLE XL HFE =y (IPv6 FRA)
shorewall6-lite V:0, I:0 71 Shoreline 5k 3, netfilter BLE 44 A2S (IPV6, ¥5T&TAR)

Table 5.7: ik 3EmLTHASI%K
netfilter FEMFH R ET2FE iptables(8). fREEM shell FLATRAELE netfilter , {£F iptables-save(8) {77
LEPRE, BARZRERN , B init AR iptables-restore(8) Kk E.
% shorewall XHFHACE RN IABEB FXMEFEAFE /AR,
%, Netfilter 3xA4 _Ff3CAY (8%7E"/usr/share/doc/iptables/html/” BEIFISIAY).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO
¢ Linux 2.4 NAT HOWTO



https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
https://tracker.debian.org/pkg/arptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
https://tracker.debian.org/pkg/ebtables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
https://tracker.debian.org/pkg/iptstate
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ufw
http://qa.debian.org/popcon-graph.php?packages=ufw
https://tracker.debian.org/pkg/ufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/gufw
http://qa.debian.org/popcon-graph.php?packages=gufw
https://tracker.debian.org/pkg/gufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/firewalld
http://qa.debian.org/popcon-graph.php?packages=firewalld
https://tracker.debian.org/pkg/firewalld
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/firewall-config
http://qa.debian.org/popcon-graph.php?packages=firewall-config
https://tracker.debian.org/pkg/firewall-config
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
https://tracker.debian.org/pkg/shorewall-init
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
https://tracker.debian.org/pkg/shorewall
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
https://tracker.debian.org/pkg/shorewall-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
https://tracker.debian.org/pkg/shorewall6
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
https://tracker.debian.org/pkg/shorewall6-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
https://www.netfilter.org/documentation/
https://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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ET TN
BRIRIXLEE A Linux 2.4 B , iptables(8) d54#1 neftfilter PNAZTNEEBFRERSFE Linux 2.6 1 3.x NiZ ARSI,
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Chapter 6

PZE N

BAMKERE (2% 5 F) , RATRLEITE MK,

N
X3 F I Debian PSRRI AAGE | [k Debian EHE RFH—— MK EAHEE.

N
FEFEL ISP T, WRRER LRI, (R REF TR — DN RN RIKFZFFR) POP 1 SMTP RS, 1R
W ATREREF LRI, IP BT VAR,

6.1 PN TS

BT SMIUNERAE | EREXAEHYNY (HTTP) JiRzfiENE.

KRR AT WESY & XU 2t B

chromium V:30, 1103 | 286985 X Chromium , (kB Google BTN % 2s )
. . _ Firefox , (kB Mozilla FFFRNEES , {NFE

firefox V:15, 1:21 277820 [k Debian Unstable &) fA)

firefox-esr |\-/;124124' 266490 [E_E Firefox ESR (Firefox K 45RA)

epiphany-browser ., .4, 2258 | Ak GNOME , 32 HIG , Epiphany

konqueror V:27,1:1116 7861 | AL KDE , Konqueror

dillo V0, 14 1585 | £ Dillo , (BT FLTK R BZKIEE)

w3m Vi1, 11145 | 2853 | X& w3m

Tynx V:29,1:457 | 1972 | E_E Lynx

elinks V:2,1:16 1791 | [@E ELinks

links V2, 1:21 2321 | [FE Links (ZE3CA)

Tinks2 V:0, I:110 5466 | El& Links (%8 X BIIHEE®R)

Table 6.1: TN 23815%



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
https://tracker.debian.org/pkg/chromium
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
https://tracker.debian.org/pkg/firefox
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
https://tracker.debian.org/pkg/firefox-esr
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
https://tracker.debian.org/pkg/epiphany-browser
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
https://tracker.debian.org/pkg/konqueror
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
https://tracker.debian.org/pkg/dillo
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
https://zh.wikipedia.org/wiki/Links_(web_browser)
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6.1.1 {hEAPRIEFRS
KT i — LI BRI, | fRETAEE Tt W TR R AR B User-Agent 58, 20,

 MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

» How to change your user agent

» How to Change User-Agent in Chrome, Firefox, Safari, and more

» How to Change Your Browser’s User Agent Without Installing Any Extensions

» How to change the User Agent in Ghome Web (epiphany)

VIV
RMAPRIETHREITUR S KA Java A REWER.

612 WKHSE

FIEIAM GUI (REAFRE) NS FET browser extension RS , B 7EIR web extensions L AR

6.2 HMHEARSE

ARETRETIHBRER DI ERN AT NE 3 Tk,

/J N |L\

IR GRABBE BB AR S 25 R B RIE T B AXATHR MR | PRI BT PRl — T X D E A,

6.2.1 FFHMFEAE
B FHME A= ANEDAARL , THERIEE , MR RERMEIES.

. %I\/I%IP FIFF BB S L To” A From” (FERICEBRE. (FF LA From” (5B MM MR E3tbhit, 20 From_
)e

o BFEBERAY TO” F"From” {58 , B/RTE B FEBEFR P b, FEREIAMEAT | XLEERIRBFHMHEE —2 |
B2 EXH.)

o B BN SKAMIESCHR A FEMETHEAR TN 2 AR EEMERH & (MIME) ¥ & , WAL ASCI IR E 74
YRbS , BARVEAMHEREIN. TR, BGANATERF.

DRELEET B HMER Fini GUI BFERET GUI MEWMMECE |, 1RHCT3ITBTEE.
« AT RFIEOHERSTLR Hwhl |, EARMER L Mg B BMEY & (MIME)SEARRRERFAR K FIBRMAFLESL



https://zh.wikipedia.org/wiki/用户代理
https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
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« BFEAIRK E/tRRALE SELAK OAuth 2.0/ ISP (EEXMARSARMER) MK SMTP 1 IMAP RF2HAIEEBC.
(X+F OAuth 2.0, BIX S EMERBEFRIRETE , 40 , "Settings” -> "Online Accounts”.)

« EREIHEER] ISP EREEHM SMTP RS BT ST ImA (587).
« I\ TLS/IIMAP4 3] (993) #RUKFFAETE ISP ARS 25 LRIHE..

« EREIBIT i1 BT USER A

« EREBRAESNITIRE : BRRA. BR. 2%, &5%.

LR TATE WEST

evolution V:28, 1:240 492 X GUI program (GNOME, groupware suite)
thunderbird V:46, 1:109 274692 X GUI #2F (GTK , Mozilla Thunderbird)
kmail V:43,1:107 | 25212 | X GUI #2F (KDE)

mutt V:11, 1:.94 7118 | RAAAES vim —EFHARFHRIRIEF
mew V0, 1.0 2319 | (x)emacs FRIFRAIpIzr

Table 6.2: fii{4 A IR IZR (MUA)

6.2.2 ILAHBFARSTERS!

IAHREAR ST 288 — LRI BIMLR BRI (AHEMAREESKIE TR R,

« FEHBRERMMLE LIE1T SMTP IR SRR E IR SE A X BRA R EALE RIS,

o —NHMFREB B M ENFFIHIEIIELE | BMERAZ)T Brts , BRAIFE RATRER R E AT INER.
« JEE AN EREEA AT SRR E A A RARER A B E AR EAL , XRAILKM.

XERA :
. })\‘}ﬁﬁ%ﬁW%TE{%EQIMJ‘@%EUEH*WE‘] SMTP ¥ (25) ELWHBT.
o WEBXMI SMTP i (25) EHEEHRERMNEIR AN ENCEWEBT .

. M/ﬁﬁ%ﬁlﬂ%hﬁiﬂﬁfﬂﬂiﬂj§'JEH3EIWE]‘]/¢J,~ , AREBIBITIHEE3IRA (587) KX,

o BIBE BENRABME (DKIM), RI5EKIGIEL (SPF) # ETIREHKIHEIANE, REMKREY (DMARC) XHEHR
BORBMAESART iz TR BT IS,

o A FRAER IR S AT Bk AT ARAVIET smarthost FIFEFHRAFAIX.
© FREFH AT AFEBME K EE IR F BB A RIERMAEIK 7, SRBELEFF B RTE.

6.2.3 I HbMFARSIRHIEE

—U67F Debian _FHIFERF , EA1EBGARIERIR] /usr/sbin/sendmail 654K EME |, BiEMN— DN MERIRE R
UNIX ZRGeHB AR S5 25 R A K HB , SSHLA 52 AAThiE

* MR AR A S B

o B4R H /usr/sbin/sendmail 5448,

o SHFBEEMUE AR —FM, , /usr/sbin/sendmail €543 THMERIAM S & |, EHMERTFE /var/mail/$username
XHfE.

- BB M4 : apt-listchanges, cron, at, ...

o XTFEHIEFEIRFEENL , /usr/sbin/sendmail €54 TR EMmBREEIE MEML , {FH SMTP &I DNS MX i

- HPEEX M4 4 : popcon, reportbug, bts, .



https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
https://tracker.debian.org/pkg/kmail
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
https://tracker.debian.org/pkg/mutt
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
https://tracker.debian.org/pkg/mew
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 HIHERMAIE (MTA)

1t Debian 12 Bookworm f5 , #£]%8 mail transfer agent (MTA) FeFFE1E IR T , Debian #3h T{EuSa] DAEET BFHB
HE P, BREALTIBEN GUI (BgAFRm).

PATERY Debian 4REFEAN MTA FRFRIIFHIEE /usr/sbin/sendmail & 4MFERF. BahTIEuh EXF MTA 24
IRFE 6.2.2 3 6.2.3 HHEILIE.

ST ah Ll , BB MTA %32 eximd-daemon-light 8§ postfix , FFEFRISPLX AR T IELETR “Mail sent
by smarthost; received via SMTP or fetchmail’, X252 MTA #1*/etc/aliases” ILAL,

R

FCE exim4 SRAXEEXMANME , Z MR FEMPBIILE RS MANKEREEIYN , TETTER. WR—LRFS
%’-;ﬂiﬁﬂgﬁﬁﬁ , {EF msmtp SRREMA] , EWRASFKREL MREFHME . REHE MTA (UUREBAAE
FHBAHBALE

i’XﬁF’E _ TE XN | ER

exim4-daemon-110NE,. 519 1006 | 1649 | Exima HEEAEHIAIE (MTA : Debian BRAL)
exima-daemon-heavy, s .5 1814 | Eximd HMEE(EHIAIE (MTA | FIEHEAR)
exim4-base V:225, 1:231 | 1646 | Exim4 345 (LA i@ XX
exim4-doc-htmlU | I'1 3798 | Exim4 3{#H (html)

exim4-doc-info | I:0 648 Exim4 X4 (info)

postfix V:106, 1:1112 | 4003 | Postfix AMFEFHAIE (MTA | TE2HERT)
postfix-doc 14 4841 | Postfix 344 (html+text)

sas12-bin V:4,1:10 368 Cyrus SASL API s3] (33 postfix SMTP 1AIE)
cyrus-saslz-doc |, 2142 | Cyrus SASL - SR

msmtp V:7,1:13 811 22 MTA

msmtp-mta V5, 1.7 136 XE MTA (sendmail Fx=Y &Z] msmtp)
esmtp V:0, 1:0 123 22 MTA

esmtp-run V0, I:0 27 282 MTA(sendmail 337 EZ] esmtp)
nullmailer V7,18 483 ERTNEE MTA |, X B A

ssmtp V4, 1:6 133 TN TNRE MTA , XA AHBEREF
sendmail-bin V10, 111 1959 | £IEE MTAGNREAREETERK)
courier-mta V0, 1.0 2674 | £INEE MTA(web FEAZ)

git-email V:0, I:110 1187 | git-send-email(l) ZEXZRF#NT BEEEFERF

Table 6.3: ZALAERHERARIEM IR RSER

6.2.4.1 exim4 HECE

YT ARLLIEIE smarthost LG HRME | (REOZIRINT BT (BH) BLE exima-* REA.

$ sudo systemctl stop exim4

$ sudo dpkg-reconfigure exim4-config

fit & "General type of mail configuration” B , 1%3¥"mail sent by smarthost; received via SMTP or fetchmail”,
& & System mail name:” NZKIAM FQDN (0% 5.1.1 ¥),

X & IP-addresses to listen on for incoming SMTP connections:” AZXAK)"127.0.0.1; 217,

"Other destinations for which mail is accepted:” ¥EIEB %,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
https://tracker.debian.org/pkg/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
https://tracker.debian.org/pkg/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
https://tracker.debian.org/pkg/exim4-base
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
https://tracker.debian.org/pkg/exim4-doc-html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
https://tracker.debian.org/pkg/exim4-doc-info
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
https://tracker.debian.org/pkg/postfix
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
https://tracker.debian.org/pkg/postfix-doc
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
https://tracker.debian.org/pkg/sasl2-bin
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
https://tracker.debian.org/pkg/cyrus-sasl2-doc
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
https://tracker.debian.org/pkg/msmtp
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
https://tracker.debian.org/pkg/msmtp-mta
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
https://tracker.debian.org/pkg/esmtp
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
https://tracker.debian.org/pkg/esmtp-run
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
https://tracker.debian.org/pkg/nullmailer
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
https://tracker.debian.org/pkg/ssmtp
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
https://tracker.debian.org/pkg/sendmail-bin
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
https://tracker.debian.org/pkg/courier-mta
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email

Debian &%} 114 / 247

"Machines to relay mail for:” 1 EIREE Z5,
X E"IP address or host name of the outgoing smarthost:” 2A”"smtp.hostname.dom:587",

& "Hide local mail name in outgoing mail?” I A"NO” (S & 56 6.2.4.3 TTHEARKABFEER /etc/email-addresses”
RE)
AT AT REE A — N3k [[%Z Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” #NR ENMEHE , REUpE LT BEXM.,
* "Yes” MR ERMEHE , REURBELTIEXM,

& '&"Delivery method for local mail:” 3%E31 A"mbox format in /var/mail/”,

"Split configuration into small files?:” &R 4 "Yes”,
BIE%/etc/eximd/passwd. client” X , KA1 T smarthost EL&H .
$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

BCE exim4(8) , 7£”/etc/default/exim4” {45 N"QUEUERUNNER="queueonly'” , "QUEUERUNNER="'nodaemon'
5% kB MUARGTRIBER. (T%EK)

BTN T RSN exim4,

$ sudo systemctl start exim4

"/etc/exim4/passwd.client” XHFRINLARAZANE , REOXIRIN T IR ERIENTNE.

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

K" /etc/exima/passwd. client” L {EAIENFRIXAKSD 7% R, BME ISP B T 32 Fr¥sm K FE4L
% , SMTP AUTH 28T ).

PREEE BT AN T TR FINEH eximd BLE:

o« EH"/etc/eximd/” B TH eximd BLESTH.
- QIE"/etc/exim4/exim4 . conf. localmacros” R B RS HEH " /etc/eximd/exim4a . conf . template”
X, (RBEREIREE)
- f£"/etc/exima/exim4 . conf.d” FERF BRI BB ECHFENIH. (HEWERE)

« 1zfT'systemctl reload exim4”.

(N
® 2R debconf if][a]"Keep number of DNS-queries minimal (Dial-on-Demand)?” 3x/Mal@ify |, %37 "No” (B
AH) , BBABEh eximd SILARKERIFH B RGAE Eoh N BHE RN 2 BB,

YL /usr/share/doc/exim4-base/README . Debian.gz” B ATES# update-exim4.conf(8),

EEH:

})\Fﬁﬁmy&i%ﬁ , fE T STARTTLS ) SMTP i1 587 , 8k#& SMTPS (SSL Z _EHJ SMTP ) i1 465,
&4 SMTP ¥ 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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6.2.4.2 A SASL i postfix iCE

ST @id smarthost FIRILRRREF |, R IZE SCEE postfix SCAYFN B2 FH T,

e ThRE

postfix(l) Postfix = HFEF
postconf(l) Postfix fice LA
postconf(5) Postfix AL 521
postmap(l) Postfix EFkFRAE
postalias(l) Postfix 7% ¥R E4ETF

Table 6.4: EE postfix FHTa5zR

YRV ZIREN T 7B (B3 BCE postfix M sas12-bin 3RH4A.

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

1%3¥ " Internet with smarthost”,
B E"SMTP relay host (blank for none):” A" smtp.hostname.dom] : 587" &N FAT/RECE .

sudo postconf -e 'smtp_sender_dependent_authentication = yes'

sudo postconf -e 'smtp_sasl_auth_enable = yes'

sudo postconf -e 'smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd'
sudo postconf -e 'smtp_sasl_type = cyrus'

sudo vim /etc/postfix/sasl_passwd

B BHBH B PR

A smarthost 4l ZLLH .

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN TR E3N postfix,

$ sudo systemctl start postfix

dpkg-reconfigure &iF{@E AR [" F1"]” F1"/etc/postfix/sasl_passwd” HEREKRE MX B3RS HIE
F RIS EMBABENS. S W"/usr/share/doc/postfix/html/SASL_README.html” BB f¥’Enabling SASL
authentication in the Postfix SMTP client” 8.

6.2.4.3 HRHBMNEACE

XEH-LRATEMEEE . ToBMAPRIEREME I ECE S,

"/etc/mailname” LHF K mailname BE 2 2#RIHE (FQDN) , XN LB E K-SRI 1P thik, Xt
TR B R AR 1P M3k FEH L s TS, |, IR E mailname A’hostname - f{E, (XXF exim4-*
postfix A2 RLABMILEE. )

N

"/etc/mailname” RN A HIFZIE MTA BB FBEENNIVAITAH. ST mutt, £ ~/muttrc XHFIKR
E"hostname” f1"from” A& 3XE &= mailname {H. T devscripts BE4BHFER , Fl20 bts(1) 1 dch(1) ,
SHIE A B $DEBFULLNAME” FI"$DEBEMAIL” RIERKESTE .



https://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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A ThRE ;|
/etc/mailname AT OMR) BREFRERA TS Debian Z M , mailname(5)
/etc/email-addresses B s NEmbER AL (3 exim(8) THM ,

exim4-config_files(b)

Jetc/postfix/generic | FITAMREMEMEN & | POSLTIX(D) TR, postmap(l) d<Hh

MR o
/etc/aliases FIF MR 514, T SR e

Table 6.5: SHRAHINEAR XAIBCE SR

7R

popularity-contest X #f &8 — & L FODN JE X B root Wk F & & HF #. K &
#%  /usr/share/popularity-contest/default.conf XX & & # & B B &£ X &

/etc/popularity-contest.conf X {4 ] MAILFROM {H, &N, /REVAFHE < ¥ smarthost SMTP fg
X1, REXLTFRRZ K , XFAELAMART MTA FEERA root B PRARXKIMFES Rttt E LS,
AT AR E ATt FEakE 2 cron fA{ER.

[5- SR [ X

Li%'E mailname "hostname - (KERT , BT MTA KRB I h3E AT DUB IS 20 F AT7RAGSSCEL.
« T exim4(8) K"/etc/email-addresses” X , exim4-config_files(5) FMIUHHEXTERMRE

» FAF postfix(1) H)"/etc/postfix/generic” X4 , generic(5) FM T A R TEHHER

YT postfix , #H# PRI RFEEZNIT.

# postmap hash:/etc/postfix/generic
# postconf -e 'smtp_generic_maps = hash:/etc/postfix/generic'
# postfix reload

TREEMSIEIS 20T FTRASKINA BBt ACE .

« exim(8) A -brw, -bf, -bF, -bv, ... 31%&Em
* postmap(l) A -q %9,

TN
Exim #8—L5 BRFERF |, #120 exiqgrep(8) Ml exipick(8), £ M,"dpkg -L exim4-base|grep man8/” 3k
i a4

6.2.4.4 Ehf MTA 5k

XEH—LERLK MTA /6, B—AJaELBIT sendmail(l) A MO SRS,

N
1¥"/etc/ppp/ip-up.d/*" EE—PRIFARMEREALENRENEE.
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exim ©54 postfix 54 iEH

sendmail sendmail MAr s N AN I F EZHERE (-bm)
mailq mailq I HHEIREHEAS] 1D FBBERRS1 (-ba)
newaliases newaliases Va2 EFERE (-1)

eximd -q postqueue -f RIFTEEARE (-9)

postsuper -r ALL

exim4 -qf deferred; postqueue -f RIRBTAHb

. ) postsuper -r ALL; SRSy
exim4 -qff postqueue -f RFTEZE B R IRERIBRME
exim4 -Mg queue_id postsuper -h queue_id BT HAEFRIBRSY ID KA E
exim4 -Mrm queue_id postsuper -d queue_id BITAMERIBASY ID k%R
N/A postsuper -d ALL IR B R

Table 6.6: i MTA $&/E5I&R

6.3 RS2SRV

A1 E (SSH)

Secure SHell (SSH) B R45M Lt &£ & 73\, 7 Debian Bl , H— 1Y OpenSSH % 3% SSH kR4 , #
openssh-client #1 openssh-server B2,

SHF R PG, ssh(l) ThaEtk telnet(l) BMEREML L. & telnet §54, ssh S RAL1EBE telnet WIBH
T WAREAR CTRL]) BHZLE.

RER TR AN | TR 1t

openssh-client |V989%8 5133 | ssh(1) SSH & Fig

openssh-server Y870i5 3502 | sshd(8) SSH R%i%

ssh-askpass 1117 103 ssh-askpass@JKH P ssh-add ZhS (TRIEH] X)

ssh-askpass-gnor S0, 1:3 215 ssh-askpassiEgREME(E N\ ssh-add %5 (GNOME)

ssh-askpass-fullsgregp 41 ssh—askpassﬁ‘ﬁ%&gﬁg@ﬁmﬂdd H0 (GNOME) , BB IFE
shellinabox V0, I:1 525 shellinabdx@{#257[R] VT100 KiptEiilay PITUARS: 25

Table 6.7: RS2 TAEVIAIFITAS IR

#%R shellinabox 22— SSH #2F , BINEX BEATFRLIFARIK — N F B K EX.
EFRTFE X B e , 200 8 7.9 7,

7Ny
ANRARE SSH 2 NREFRISEIR]) , 2056 4.6.3 1,

IR
E{F A screen(l) F2FFILEAE shell FEFRRTHIERE E1FE (B HE 9.1.2 7).

6.3.1 SSH X

OpenSSH SSH [F &SP 3 2 (daemon) R 3HF SSH 2 MY,



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
https://tracker.debian.org/pkg/ssh-askpass
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
https://tracker.debian.org/pkg/ssh-askpass-gnome
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
https://tracker.debian.org/pkg/ssh-askpass-fullscreen
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
https://tracker.debian.org/pkg/shellinabox
https://github.com/shellinabox/shellinabox
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V5#&"/usr/share/doc/openssh-client/README.Debian.gz” ssh(1).sshd(8).ssh-keygen(l).ssh-add(1)
FN ssh-agent(1).

B
@ INRABEE{T OpenSSH RS , "/etc/ssh/sshd_not_to_be_run” YAANTELE.
RNEFTFHET rhost BIAIE ( /etc/ssh/sshd_config #f) HostbasedAuthentication),

FCE X BCE AR

/etc/ssh/ssh_config SSH & FigZiiA, £ ssh_config(5)
/etc/ssh/sshd_config SSH R%iw2RA, £ sshd_config(5)
~/.ssh/authorized_keys 2K FPEREE XA RS 7 EROE FimiE FARIZRIA SSH A48
~/.ssh/id_rsa F P SSH-2 RSA .47

~/.ssh/id_key-type-name F i) SSH-2 4R |, key-type-name A ecdsa, ed25519 &

Table 6.8: SSH FLE X #3513k
W% Finfash—4 ssh(l) iE#.

e 18
ssh N .
B
username@hostname.domain.ext 1 FRRAMER &
ssh -v N N R
M= B = 1
username@hostname.domain.ext AR EHEOAEEAR
ssh -o

PreferredAuthentications=password SSH 2 kA , 3&HI{E A ERS
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext 1EIEFEEH,_EIE1T passwd §54 3k E g
passwd

Table 6.9: SSH % fim /o shfil £33k

6.3.2 EREFH EHAF£

MRREARMAZRE TN LERBRMAFE |, REEBEmRI N username@’,

B {E A ISR TV FERARARMWE % |, R AEA"~/ . ssh/config” k&M N\ B 4. 3T Debian Salsa f§
%ay , (EAMK /K "foo-guest”, fRATRURE"~/ . ssh/config” BE THIKAR.

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 RIS

f#F"PubkeyAuthentication” (SSH-2 #1X) , AfiTATRUE SRIC(EITFE ARG HRL.
TELFE ARG /etc/ssh/sshd_config” B | REHMNAISLE, "PubkeyAuthentication yes”,
TEAHIAE BERAEREART | RN PRITREARL.



https://salsa.debian.org/
https://salsa.debian.org/
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$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys"

YRATAZE"~/ . ssh/authorized_keys” B4 £ B 38 NGRS EHFLE THREE 64 . 2 M, sshd(8)’AUTHORIZED_KE
FILE FORMAT" ,

6.3.4 IR HTE SSH & fFig

HEFA EH L4 K SSH B ik,

g %5.%% SSH 727

Windows puTTY (PuTTY : — 1 EHRMK SSH . Telnet & Fif) (GPL)
Windows (cygwin) %?thl)n EH) SSH(Cygwin: Get that Linux feeling - on Windows)
Mac OS X OpenSSH; £ g I {EH ssh (GPL)

Table 6.10: B & 4%k SSH & P&

6.3.5 &3 ssh {1#

AR SSHINERAR R 2M, RERZHXE , £M"ssh-keygen -p” KiRE,

EARIIAEA (Bkan : "~/ . ssh/id_rsa.pub”) MEBEFEEMM"~/ . ssh/authorized_keys” , XAEFEEHEH L
RO E T ERAERE .

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

MXERITE T RGS , IAETRED.

$ scp foo username@remote.host:foo

& AD Sk 4E ssh (RIELE,

ST X RS , BE K Debian BERIHALEARHFERNIT ssh-agent, FIMRREEHIT—IX ssh-add, #H—H
Ks8|, FFE ssh-agent(1) 1 ssh-add(1).

6.3.6 MImFEEAM A XM

MRFIE—NEMIRE T DNS KIS 25 LB —> SSH shell kS , RBEBRKERAI TVESE LA AR , 1EAIT
FEARS AR LM , RIERMZFZRST 27 ERIX.

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org" < mail _data <«
LExt



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
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6.3.7 SMTPIPOP3 (¥t it A

BT ssh B —/MXHREEERE , M localhost 4] 4025 iz Z% remote-server {25480 , 3 M localhost
i 4110 ¥ % remote-server ¥ 110 i$0 , BEAHPITN T HL.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

RS R RN SMTP/POP3 fR &ML £ ATA FEIEFEEM"/etc/ssh/sshd_config” BiRE"AllowTcpForwar
&ERNyes”.

6.3.8 /EfBIJ SSH XIMZfE A%t

RATAER at(l) 654 (B05E 9.4.13 77) kM SSH Ky {R1F"shutdown -h now” (ZH% 1.1.8 i) #RETFE,

# echo "shutdown -h now" | at now

1 screen(l) (B0 9.1.2 ) £1ERE T shutdown -h now” , & HHM—ANAIERMIX EFEHIENE.

6.3.9 SSH fWEHEE

IRMRIBR ) , ERCE AR A" - v EHIETT ssh.,
ARARE root B/, FERERBIASE | (£/7-p” %5 X AT U S (E M 1 —1023 Z ErIRS R .

MR ssh EFHFERUYARTARELTE, SUWHFREASEE APEIRENER , TR EASHIPF KA
T host_key”. A MERSG , FEIEE ANXERRARNBEERAKRESOTFEEN , RO AFEAH"~/ . ssh/known_h
Bk host_key” & EREHIRIFIER.

6.4 FTENIRFALAR

TEZHIZE Unix A% , BSD Line printer daemon(lpd) T#TENHLIG & ST SRR, 15 B B ERFRAEFTED
AR IR PostScript (PS), AT BEMSFTENZEIIE PostScript FTENHL , EBWK—LLT 828 ARG F1 Ghostscript —iE{F .
SNE 1141 77,

1T Debian ZAZish , Common UNIX Printing System @8 UNIX $TEN RS R E K _FRIARAE. I BB ERFR
HEFTENR A& =2 Portable Document Format (PDF) B] #2434 F& =,

The CUPS uses Internet Printing Protocol (IPP). The IPP is the cross-platform de facto standard for remote printing
with bi-directional communication capability.

2T H CUPS RGHISUHFE IR B S AT | BIBRRNA R TAEIEE] lpr 664 , PG F=AEHAERFTEN ML . (E
CUPS B, 1pr gEBBIT R cups-bsd 4B KIKE.)

Debian REtH —LANEHRMG B A TITENRSAUEATTEN A,

N
RAT RALEVREY web (3% 283758) " http://localhost:631/” SkECLE CUPS &%k,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/
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R T N WiAH
lpr V2, 1:2 378 ?5”1”;‘)” BSD Ipr/lpd (M TENHL/E & T2 daemon)
cups V:118, 1:460 | 1092 | IPP (631) EEEMFTEN CUPS JRE55
V137 FITF CUPS g System V ITEI#L& 2 1p(D),
cups-client |_474 ' 433 Rt lpstat(l), lpoptions(1), cancel(l),
’ lpmove(8), lpinfo(8), lpadmin(8), ---

P _ FT CUPS # BSD FTEM#L#4: 1pr(1), 1pq(l),
cups-bsd V36, 1:194 | 131 [k Lprm(1), 1pc(8)
printer-driver-guiqaprint | o5 | saximm CUPS $TENH 3Kz

Table 6.11: FTENRRS-FI T A%

RHER TR KN T Y WiAH
telnetd V0, I'1 51 TELNET TELNET BR%
nfs-kernel-serven, s 154 | 797 | NFs Unix SC{F#t=

V:106, . -
samba 1121 5011 | SMB Windows CHFIFTENELE
netatalk V0, I:1 814 ATP Apple/Mac XXHFFTENFEZE (AppleTalk)
proftpd-basic | Vi4, 110 452 | FTP BRXHETE
apache2 I\_/:212876' 586 | HTTP ®A web RS
squid V:9, .10 9349 | [k T web RIEARS 25
bind9 V:35, 1:39 888 DNS HEFHH IP AL
isc-dhcp-server |y 5 195 | 6102 | DHCP & P B P ik

Table 6.12: H'E WM& N FRSFIR



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
https://tracker.debian.org/pkg/lpr
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
https://tracker.debian.org/pkg/cups
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
https://tracker.debian.org/pkg/cups-client
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
https://tracker.debian.org/pkg/cups-bsd
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
https://tracker.debian.org/pkg/printer-driver-gutenprint
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
https://tracker.debian.org/pkg/telnetd
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
https://tracker.debian.org/pkg/nfs-kernel-server
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://qa.debian.org/popcon-graph.php?packages=samba
https://tracker.debian.org/pkg/samba
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
https://tracker.debian.org/pkg/netatalk
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
https://tracker.debian.org/pkg/proftpd-basic
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
https://tracker.debian.org/pkg/apache2
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
https://tracker.debian.org/pkg/squid
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
https://tracker.debian.org/pkg/bind9
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
https://tracker.debian.org/pkg/isc-dhcp-server
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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6.5 HEMXNWARS

XERHE MKW ARSE.
B FE XS RSEX (CIFS) FARFTHEIR (SMB) HRX—HF | #{M#X Windows iz .

N
ZNE 452 TRFRGEN,

N
FHILMENTIEE B DNS REIRHE. XS TH DHCP sh& N BT IP ik, 3h7 DNS REM{E A bind9 #
isc-dhcp-server B FH£&f#AT , Debian wiki ] DDNS TT HitHA.

R
£/ squid ZZERARIFMRSK S , FEA Debian IHFERTEAMFBR RS S | BEBRET AW

i

o

6.6 HEMNA®R i

XERHEMEN BT .

6.7 ARZEASTIHTE (daemon) ZIT

telnet BFEEBF LIEZERZK G AT HFE (daemon) , FFHITSHT.
Mix4E POP3 RS , = T EAIRIE

$ telnet mail.ispname.net pop3

04y ISP 244t TLS/SSL IEMPOP3 k% , ATIMIAE , (REEHE) telnet-ss1 AEXHF TLS/SSL 1 telnet
% i, 3% openss 1A,

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THEM RFCs IREE— N ARG AT HRE (daemon) FIFERENA.
f£"/etc/services” B |, #R TiE O R,



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
https://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://www.ietf.org/standards/rfcs/
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RHER . TR KN T X Uik
netcat-traditional e 1904 | 139 | TCPAP TCP/IP B+E 7]

= £y T L] [ L
netcat-openbsd | V:21,1:121 | 109 | TCP/P %*T IPv6, fREAT Unix S5 ) TCP/IP 355
openssl pSsal 2503 | SSL REEHTIE (SSL) “HHIFARSmMET A
stunnel4 V6, 1.9 573 mE R SSLHE
telnet V:12, 1:239 51 TELNET TELNET & Fig
nfs-common ?/1194;5 1137 | NFS Unix =
smbcTlient V:27,1:209 | 2106 | SMB 83K Windows SUHFFIFTENRZE Fig
cifs-utils V:31, 11118 | 351 E_E TAE X Windows X ARG HEBFNEE i 2

V:191, HTTP FA .
wget 1982 3784 FTP web TEH TR
V:227, — =
curl 1684 507 [k [t
transmission-gt V:13,1:178 | 6245 | BitTorrent BitTorrent client (GTK)
transmission-qt | y.q .o 6203 | Fb BitTorrent client (Qt)
ktorrent Vi1, 1.5 5167 | AL BitTorrent client (Qt)
gbittorrent V9, :22 14384 | [F]E BitTorrent client (Qt)
bind9-host |V914201 140 DNS 3kB8 bind9 f] host(1), "Priority: standard”
dnsutils 11174 23 mE kB bind { dig(1), "Priority: standard”
isc-dhcp-client |V710679 2884 | DHCP 42 1P Mt
ldap-utils V:10, 1:58 789 LDAP I\ LDAP ARS-FREVERIE
Table 6.13: R4 AR Fimsk

RFC WA
rfc1939 1 rfc2449 POP3 R%
rfc3501 IMAP4 fR%
rfc2821 (rfc821) SMTP fk%
rfc2822 (rfc822) (eI EN

rfc2045 Z A8 BXMANMEY & (MIME)
rfc819 DNS k%

rfc2616 HTTP RS

rfc2396 URI X

Table 6.14: & 8 RFC %3k



http://packages.debian.org/sid/netcat-traditional
http://qa.debian.org/popcon-graph.php?packages=netcat-traditional
https://tracker.debian.org/pkg/netcat-traditional
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/netcat-openbsd
http://qa.debian.org/popcon-graph.php?packages=netcat-openbsd
https://tracker.debian.org/pkg/netcat-openbsd
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
https://tracker.debian.org/pkg/stunnel4
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
https://tracker.debian.org/pkg/telnet
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
https://tracker.debian.org/pkg/nfs-common
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
https://tracker.debian.org/pkg/smbclient
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
https://tracker.debian.org/pkg/cifs-utils
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://qa.debian.org/popcon-graph.php?packages=wget
https://tracker.debian.org/pkg/wget
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://qa.debian.org/popcon-graph.php?packages=curl
https://tracker.debian.org/pkg/curl
http://packages.debian.org/sid/transmission-gtk
http://qa.debian.org/popcon-graph.php?packages=transmission-gtk
https://tracker.debian.org/pkg/transmission-gtk
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/transmission-qt
http://qa.debian.org/popcon-graph.php?packages=transmission-qt
https://tracker.debian.org/pkg/transmission-qt
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/ktorrent
http://qa.debian.org/popcon-graph.php?packages=ktorrent
https://tracker.debian.org/pkg/ktorrent
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/qbittorrent
http://qa.debian.org/popcon-graph.php?packages=qbittorrent
https://tracker.debian.org/pkg/qbittorrent
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
https://tracker.debian.org/pkg/bind9-host
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
https://tracker.debian.org/pkg/isc-dhcp-client
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
https://tracker.debian.org/pkg/ldap-utils
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://datatracker.ietf.org/doc/rfc1939/
https://datatracker.ietf.org/doc/rfc2449/
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://datatracker.ietf.org/doc/rfc3501/
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://datatracker.ietf.org/doc/rfc2821/
https://datatracker.ietf.org/doc/rfc821/
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2822/
https://datatracker.ietf.org/doc/rfc822/
https://datatracker.ietf.org/doc/rfc2045/
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc819/
https://zh.wikipedia.org/wiki/Domain_Name_System
https://datatracker.ietf.org/doc/rfc2616/
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2396/
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (KIERF&RE) Ao

71 GUI (RERFARE) S5

7£ Debian A%tk , HJINIRELEM GUI REMIFEIEE,

EFHRHE AT NNk
task—gnome—desktop:200 9 GNOME SEE
task—xfce—desktoplz91 9 Xfce SR
task-kde-desktop 196 6 KDE Plasma SIS
task—mate—desktopk% 9 MATE SEE
task—cmnamon—deshggp 9 Cinnamon SR
task—lxde—desktopl:22 9 LXDE SSEE
task—lxqt—desktopl:17 9 LXQt SEIE
task-gnome-flashbagk-desktopg GNOME Flashback S E#%

Table 7.1: EMFIESFR



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
https://tracker.debian.org/pkg/task-gnome-desktop
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
https://tracker.debian.org/pkg/task-xfce-desktop
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
https://tracker.debian.org/pkg/task-kde-desktop
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
https://tracker.debian.org/pkg/task-mate-desktop
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
https://tracker.debian.org/pkg/task-cinnamon-desktop
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
https://tracker.debian.org/pkg/task-lxde-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
https://tracker.debian.org/pkg/task-lxqt-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
https://tracker.debian.org/pkg/task-gnome-flashback-desktop
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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Egm&%ﬁx#@wmww , ¥E Debian IFFERRMABIET , BTRINRGEEIRE , THERER
iR, 3T task-gnome-desktop , #RAT AR N EIKI A TARRE AR A EIEHE
« f sudo aptitude -u 23 aptitude(8).,

* BBENEHRE Tasks” FHR[EI G4,

« BENEAREI"End-user” FHREIZ4E.

 BENHAREI"GNOME” FHR[EI %4,

o BENYEHFE task-gnome-desktop HiRE| %4,

* BEYEHRE " Depends” FR'm” (F L),

* #%ohArE"Recommends” 37" m”  (FILEH).

« BEARE]" task-gnome-desktop F%"-". (M)

o AESERRIRIEE, | FERIRRIE B AR IR A R R .

< RgTSRIIRRE.

AF A ERS iF Debian BHAMKSEMEIME : task-gnome-desktop , £ wayland _E324t GNOME,

7.2 GUI (EFERFRE) BETRY

1£ GNOME £H A GUI BISHNATUA -
 Wayland (A %-¥im B /R MY) (JRAE)
o X BARGAZOPMY (BT xway land)

5 &% freedesktop.org ¥ /3K T fi# Wayland 2240 X & O 22/ 2 A&,
MRS |, NRIBEE B A AIMREILA

« Wayland Z7ER—NFEH LK GUI BISTMY : #. @8, K , RNEE setuid root — |
o X Window Z—/ A& MLEINEER) GUI BIEHMY : €88, E2Zx. 18 , T setuid root — )

FF{E A Wayland #MXHKINA , B VNC 2k RDP XX IFN—MEfREEN EARENERMAE. & % 7.8 7

A X BREZ[EEMT EZREY B, MAAR X & Aim@id A ZNERH TR, XHERIE T M B
Xlib FHFE(E)EHIBEE , FIF T MHRE. XMEN , thELIFE Wayland /EAZSH GUI BISTMXHE R

FAM GNOME Kixnf53hi) xeyes F2FF , IREEBRE ST GUI (RIERAFARE) NARERF ﬁﬁlm GUI B {5tmX.

$ xeyes

* ARBARETEE R Wayland fRS53% BRUNXAIN AFEF £ | PLAN“GNOME A", IRFEAR L IRFERARE SN,
« RBAEIESA X BORGAONKRFEF £, han‘xterm”, RIS IRMEFARES) , FEH AN E ALK
X B F Rt

3 2021 4 4 B , FZIRITH GUI K. FBFER |, kil GNOME # LibreOffice (LO) B2 %2 T Wayland JR$i% &
X, FAIL xterm, gitk, chromium, firefox, gimp, dia 1 KDE W FFERF{ER{ER X &0 ARS A% MM,



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://zh.wikipedia.org/wiki/Xlib
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

Xt F Wayland 2 £ xwayland B JRAEK X FH A%, XA LEMIAK X RFimiE X
/etc/X11/xorg.conf” RN YERSE LEFEE. BERANHANES BT R2ANZK DRM, KMS F1 udev
B, FAN X REIGEEDLEERFEMAEN]. SN Linux RIZ3IA4H"modedb default video mode support”,

7.3 GUI (BEIERAFRME) %24

XER Wayland 345 E AT GNOME 2 £ GUI Z2HiR{4+H4.

L
7L ) TE BX | %A

N
mutter V:0, :28 222 GNOME B mutter & [ EIE 2% [auto]
xway land V:255, 1:346 | 2541 | 1z177E wayland Z_ER— X fk%im [auto]
gnome-remote-des k%/‘-’ﬁz 1250 | 2215 {#F PipeWire i GNOME A2 2 | /5 &~ (daemon)

' T [auto]

gnome-tweaks V:19, 1:242 1145 GNOME 5k ilE R E
gnome—shell—extenwr}:—ﬁ%efs 83 FSF/E5F GNOME Mt REGT A

Table 7.2: ZF &K GUI 2R HE3 %k

XE |, "[auto]” KIXLAHETE task-gnome-desktop RERELEMTE,

N
gnome-tweaks E— P AAHAMECET A, 440 :

o (REEEFEAEEEEE , W General (i) "2)"Over-Amplification (X9 K) ”.

. {REEMBIEIA"Caps” SR Esc” 8¢ , \"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

ST TN
GNOME £ EIFRFEMIFraEBE A T AKECE , 7838 T Super-$8/5 , BT 1% settings”, "tweaks”
"extensions” kEFHELE.

7.4 GUI (BERF-RmE) A

INZEFE Debian + , B2 EHKN GUI N B, tNR7E GNOME ZEEIMNEH IR AN INEEREREE |, AA RN
scribus (KDE) XHHHRHEETLUERHN. BRETZMBEESHNRGE , SFERNAZKEL.

XEE—MERIKIRIKM GUI (BIFERFARE) F2F3IK.

7.5 HFEXR

BFEF, tktn’~/Desktop”, "~/Documents”----- , HBAREZ T | FAASERERN EEMENIES. REEBIEE
MNEEANIE :



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
https://tracker.debian.org/pkg/mutter
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
https://tracker.debian.org/pkg/xwayland
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
https://tracker.debian.org/pkg/gnome-tweaks
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
https://tracker.debian.org/pkg/gnome-shell-extension-prefs
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wE |
L7¢ana) ATE BR | HKH WtAA
VN
evolution V:28,1:240 | 492 GNOME PNANGEBHE (FHHIKATIRFHMEF)
thunderbird V46, 11109 | 274692 GTK B FBER Fim (Mozilla Thunderbird (HF3) )
kontact Vi1, 1111 2298 | KDE PMAEEEHE (FEHRAFE AN
llbreofflce—wrlterzlflo, 33269 | LO R RN
abiword V1, 15 3601 | GNOME X F A TR
calligrawords V0, I:3 6937 | KDE AR
scribus Vi1, 113 32052 | KDE YtE PDF XX FE desktop publishing Zrigzs
glabels V0, 1:2 1283 | GNOME HERER
libreoffice-cald \., 45 1435 | 28287 | LO BT Fh%
gnumeric V:3, 1111 9958 | GNOME BFHRE
calligrasheets | V:0,I:2 13593 | KDE EER Y
Libreoffice-impress, 1435 | 2459 | LO SRR
calligrastage V0, 1:2 6017 | KDE ]
libreoffice-base \.,, .77 | 5004 | LO WO B TR
kexi V:0, I:0 7565 | KDE BIEESIE
libreoffice-dray \.qq 1437 | 12003 | LO KEEEHmER (LE)
inkscape V13, 1:85 113183 GNOME KERERER (2E)
karbon V0, 1:3 3962 | KDE KEERFwEZ (2FE)
dia V1, 1:18 3812 | GTK RN R ZE R RiES
gimp V:35,1:229 | 31748 | GTK NEEEwiEas ((RF)
shotwell V:15,1:258 | 6334 | GTK TRROE R BT
digikam V1, 1.9 302 KDE ROHE g Tiss
darktable Vi3, 1:12 35895 | GTK P2 M R FKT & TS 55
planner V0, I:4 1400 | GNOME MEEHE
calligraplan V0, I:3 23545 | KDE MESE
gnucash V2, 17 29395 | GNOME AT
homebank V0, I:11 3194 | GTK T AETT
Tilypond V.0, 1:6 16924 | - B RHAERR
kmymoney Vo, I:2 18826 | KDE T AET
Tibrecad V1, 114 9100 | Qt B ITENEENRIT (CAD) &%t (2D)
freecad V0, 1120 110 Ot A TENEEET (CAD) &%t (3D)
kicad V:3,1:15 163907 GTK FEIR &R PCB &I TEk &
xsane V:10, 1135 | 1512 | GTK HF{ETEL
libreoffice-math \.q) 1439 | 1928 | LO WS RN e %2
calibre V:8, 1:26 65584 | KDE PRk EETE
fbreader V0, |:6 3783 | GTK BFPEHEss
evince V:80, 11302 | 952 GNOME XS (pdf) FhEEs
okular V44,1135 | 4415 | KDE XS (pdf) FhEes
4
x11-apps V:33, 1:464 | 2461 Eﬁﬂ‘] X R xeyes(1) &,
- 4
x11-utils Y526287 651 EEE@ X R xev(1l), xwininfo(l) &,

Table 7.3: F& KK GUI (KIEAFRE) MAZIE



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
https://tracker.debian.org/pkg/kontact
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
https://tracker.debian.org/pkg/libreoffice-writer
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
https://tracker.debian.org/pkg/abiword
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
https://tracker.debian.org/pkg/calligrawords
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
https://tracker.debian.org/pkg/glabels
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
https://tracker.debian.org/pkg/libreoffice-calc
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
https://tracker.debian.org/pkg/gnumeric
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
https://tracker.debian.org/pkg/calligrasheets
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
https://tracker.debian.org/pkg/libreoffice-impress
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
https://tracker.debian.org/pkg/calligrastage
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
https://tracker.debian.org/pkg/libreoffice-base
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
https://tracker.debian.org/pkg/kexi
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
https://tracker.debian.org/pkg/karbon
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
https://tracker.debian.org/pkg/planner
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
https://tracker.debian.org/pkg/calligraplan
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
https://tracker.debian.org/pkg/gnucash
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
https://tracker.debian.org/pkg/homebank
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
https://tracker.debian.org/pkg/lilypond
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
https://tracker.debian.org/pkg/kmymoney
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
https://tracker.debian.org/pkg/kicad
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
https://tracker.debian.org/pkg/libreoffice-math
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
https://tracker.debian.org/pkg/fbreader
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
https://tracker.debian.org/pkg/evince
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
https://tracker.debian.org/pkg/okular
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
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$ LANGUAGE=C xdg-user-dirs-update --force

REHRFIBEREBIBEIFNER. £ xdg-user-dirs-update(l).
Bid4Rie"~/ .config/user-dirs.dirs” , {FUBERBIRE(TRE AEMALFE. MW user-dirs.dirs(5).

7.6 F{K

x3F Debian WAF , BFSARANKEFTREE, APXERENHRETR  EFLEXANSELTTRMTIL,
Besh , TCRMTIEE R DUSELARAK GUI (RIERFRHE) NMARFREA,

Debian ZZt(E A FreeType 2.0 FERMig 5 £ REF AR , BT HFHFITED :

+ Type 1 (PostScript) & =& DNIZE/REIZL (EARZ EFTHRR)
o TrueType &K {EFH ik DIZE/REALR (AFANEIEIET)
« OpenType FK A=K NZE/REL (RIEEFIEN)

7.6.1 FHpFK

TERRIER RSB A PERE LNRETE , FERIIEMHFRIEARHRS (metric compatibility) FFEE
%%kﬁﬁ?i{iffu?ﬁﬁﬁT\ FHEA Cyril 7, REEFRNMEFERBRRAFEMED, XLETREBHAT
B BRAIAREKTTED,

XE

s "MCM” /RN SR N TR B HERTEAR 3 B

o "MCMATC” FRM" IR AEMZEIK : Arial, Times New Roman, Courier New HEARFEFRFHER"
* "MCAHTC” &R/r" #0 Adobe 22X Helvetica, Times, Courier HEARFEARFER”

. TJ;‘?%?E?M'JE‘]?&?%%XT*Hﬁﬁ%iﬂ(ﬂ‘]?ﬁi'—ﬁ M FERASAEMATEE (FE 1 M 3R Medium &5, FRKEMATE
EHNETE).

* 7£ mono FRFKRFIF P FORATRIET , BEBIAMIKIX 70"/ 0" "L/,

o ttf-mscorefonts-installer ¥4 T EMERK"Core fonts for the Web” &3 Arial, Times New Roman,
Courier New, Verdana, ... , XEREHMTFEYEIE , EIEFFIRREIE.

W IFRAH T 74K , 5 URW Nimbus ZRi%&8X, Bitstream Vera (M SERE.

EFZIN
MRMRANES RN T EN TR A E LN TR |, 5E A aptitude 7£"Tasks” -> "Localization” FE&ZEAE
FHRHEIIR, FEKEAMEAN Depends:” 3k"Recommends:” 314 , ZEAMAES R EEE R & EIRER G,



https://freetype.org
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
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TR TTE K/ | sans serif mono FRER
fonts-cantarell \_/'182’ 227 59 - - Eantarell (GNOME 3, &
1:305 7KR)
_ Noto fonts (Google, B
fonts-noto 1:157 31 61 63 40 CIK HZIES)

DejaVu (GNOME 2,
fonts-dejavu 1:405 35 58 68 40 MCM:Verdana, ¥ &

Bitstream Vera)

Liberation =K BT
fonts-liberation2 V:63,1:218 | 15 56 60 40 LibreOffice (Red Hat,

MCMATC)

Chrome OS: Arimo,
fonts-croscore V:21, 1:38 5274 | 56 60 40 Tinos # Cousine

(Google, MCMATC)

Chrome #EASL:
L%r;ltizcmsex"a' V:20,1:98 | 2696 | 57 - - Carlito (Google,

MCM:Calibri )

Chrome 1&{E &A%
fonts-crosextra- : i Caladea (Google,
caladea ViLL 193 ) 347 ) - 55 ) MCM:Cambria ) (R B+

TF) _—

: . GNU FreeFont (
fonts-freefont-ttf V:82, 1:1207 | 14460 | 57 59 40 URW Nimbus)
V209 Debian £55 £,
fonts-quicksand PP 392 56 - - Quicksand (87~ , RF
1:465 i
e
. . 2SRy —NF
fonts-hack V:33, 1:140 | 2507 | - - 40P (& Hack (Facebook)
fonts-sil- 1:30 14345 | - 54 - Gentium SIL
gentiumplus
fonts-sil-charis 1:29 6704 | - 59 - Charis SIL
V194 URW Nimbus (Nimbus
fonts-urw-base35 I'541 ’ 15560 | 56 60 40 Sans, Roman No. 9 L,
' Mono L, MCAHTC)
fonts-ubuntu V:2, 1.5 4339 | 58 - 33P Ubuntu Z{K (B7R)
fonts-terminus V0, I:4 452 - - 33 Cool retro ZRigm—F{k
ttf-mscorefonts- V-0, 1:42 a5 567 60 40 TEGERIETF R
installer (W)

Table 7.4: &M TrueType F1 OpenType F{K3F13R

R TATE XN | veER

libfreetype6 V:580, 1:997 | 1021 | FreeType F{KRMRRLE
libfontconfigl | V:569, 1:827 | 344 Fontconfig F{RBL &
fontconfig V:462, 1:706 | 415 fc-*: Fontconfig &5 411854

font-manager V2, 1.7 1118 | Font BIHEZS: Fontconfig GUI (KR FAHRME) w4
nautitlus-font-manggen., 40 Font STH22 f Nautilus &

Table 7.5: F4& KFRIMREMME XA B FR



https://zh.wikipedia.org/wiki/Sans-serif
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
https://tracker.debian.org/pkg/fonts-cantarell
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
https://tracker.debian.org/pkg/fonts-noto
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
https://tracker.debian.org/pkg/fonts-dejavu
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
https://tracker.debian.org/pkg/fonts-liberation2
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
https://tracker.debian.org/pkg/fonts-croscore
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
https://tracker.debian.org/pkg/fonts-crosextra-carlito
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
https://tracker.debian.org/pkg/fonts-crosextra-caladea
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
https://tracker.debian.org/pkg/fonts-freefont-ttf
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
https://tracker.debian.org/pkg/fonts-quicksand
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
https://tracker.debian.org/pkg/fonts-hack
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
https://tracker.debian.org/pkg/fonts-sil-gentiumplus
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
https://tracker.debian.org/pkg/fonts-sil-charis
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
https://tracker.debian.org/pkg/fonts-urw-base35
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
https://tracker.debian.org/pkg/fonts-ubuntu
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
https://tracker.debian.org/pkg/fonts-terminus
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
https://tracker.debian.org/pkg/ttf-mscorefonts-installer
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
https://tracker.debian.org/pkg/libfreetype6
https://freetype.org
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
https://tracker.debian.org/pkg/libfontconfig1
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
https://tracker.debian.org/pkg/fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
https://tracker.debian.org/pkg/font-manager
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
https://tracker.debian.org/pkg/nautilus-font-manager
https://github.com/FontManager/font-manager
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7.6.2 F{RMAEAL

Debian {5/ FreeType SRtz bk, ©RFAERSME Fontconfig FARCE e fit.

N

—EF KRR |, PR fonts-noto* , @RERZHFIR, RO UMRIFELETRREBRNTE , BEEE FH
RIE R T 22, BT Han unification P HES—FRZXF , —£ Unicode BRI E SN T , AEEBRFERA
KL BIEBRCER Fontconfig FEEE, — &S ATTRIITEE R CIK F HEEZRFH"U+3001 IDEOGRAPHIC
COMMA” #1"U+3002 IDEOGRAPHIC FULL STOP”, {Reefg{EF GUI (@%Fﬁ)ﬁ'ﬁﬁ) FREIEEE (font-manager)
TR B8 O L B 7R AE A AR I X M [R) BB T

R AT AN G S1TF I FARRLERE.

« fEf“fc-match(1)"&% fontconfig AEIAFE
o {FA“fc-list(1)"&FFTA T AK fontconfig Fk

REEB N ARERILE T ARRENRT | BXEDHFK. £ fonts.conf(5).

1.7

&

&
m

Linux _EX&4r GUI (BIFERF~RHE) NMA7EIE Debian iR E , B #HHIERIEHE.
« Applmage -- {E{A 7121 TR Linux I

o FLATHUB -- Linux [ , i 82X 8

« snapcraft -- Linux N i 5

B

fki?;f%ﬁ&i ORI B AR , BT RERAERLA ARTTIRER ¢

X Debian 8 BEIAFRERZIFE  XE—HEIRRANAR , - EEENER. FRAXEBEE—NTEN
&4 , # Debian IREHEMBEEN N BREFHENK LT REERNE , M3k,

EITHNI ZSRINEA X | BEBER PER B, EBHIA Linux ZEFHRTFER., (S0%E 475 ).

 XF Applmage F—L& ik Sk 3t , £ FLECE F firejail Biz1T.

« 3T M FLATHUB Sk 3] , 7EFlatpak EizfTE(N]. (AHEFLAE.)

« X3 M snapcraft SR 3 , 7E Snap EENEITEA]. (AFEFLECE. MEATHHAE (daemon) 3#%5.)
xdg-desktop-portal FA 518 A EmEFHERE—RER AP, £ 3, xdg-desktop-portal (flatpak) F0 xdg-
desktop-portal (snap) .

%’l“)&"ﬁf/ﬁﬁﬁ**ﬂE%ﬁ%iﬂﬁf’ﬁ?&éﬁiﬂ‘]&ﬁﬁﬁﬁﬁﬁ*ﬁ@x , XA R PR 1 RIRVIE) RS H T AT

—LXE GUI (BIEAFRE) AR |, bt Debian ERIMTTNERS  WERNTMER T PEERA |, XL
ENReMEITF.



https://freetype.org
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/中日韓統一表意文字
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
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KB, AT KN | utER
flatpak V:101, 1:1107 | 8280 | Flatpak S AN FF: AL & ELS
gnome-software-plyginfhatpakes | GNOME #paT8%R e Flatpak 4%
snapd V:65, 1:69 72012 | J3HH snap BRI~ # e (daemon) FITE
gnome-software-pllygin-snap | ,,e | GNOME #kf-EIBLRH) Snap 3%
xdg-desktop-portal.se, 1449 | 2166 | Flatpak ¥1 Snap ISR ]
xdg-desktop-porta\ll:-&gf 1:447 | 715 gtk (GNOME) f¥] xdg-desktop-portal f&i
xdg-desktop-portal-4de. 115 | 2688 | Ot (KDE) # xdg-desktop-portal J5i
xdg-desktop- porta\ll:_ﬂll:% 160 wlroots (Wayland) ] xdg-desktop-portal fFis
firejail Vi, 4 1881 | # Appimage —#2{F /K SUID &£ P&FEF firejail
Table 7.6: & &L EMFERAR K GEIIFR
REE, TE KN | Y 1t
gnome-remote-desg k}t;sﬁoz 2215 | RDP GNOME STA2S R
xrdp V:24,1:28 4502 | RDP xrdp, Az = E MY (RDP) RS 2%
x11lvnc V:8, 1:42 1863 | RFB (VNC) | x1lvnc, EAEmiZEF MY (VNC) RS 25
tigervnc-standalap@-peaver| ,o57 | REB (NC) | TigerVNG, SEREMERINY (VNC) JRE-%
gnome-connections,.q .1o5 | 1599 g/'?\lpc’)RFB GNOME ;Ef2 S % fiss
RDP, RFB
3 . . (VNC)v ] . it o | RTT]
vinagre Vi1, 1:28 4249 | opicE Vinagre: GNOME jZF2 £ H & i
SSH
RDP, RFB
. L (VNC), . = o
remmina V:15, 1:64 971 SPICE Remmina: GTK 12 £ % Fii
SSH, ...
krdc V:1, l:116 4113 I(-'\\’/I?\IPC,:)RFB KRDC: KDE &2 £ H & Fif
RFB A e E— _
virt-viewer V5, 1:44 1278 | (VNC), E‘i%ﬂgfiaﬁ TFHEPHIMERE Ul Bk
SPICE S

Table 7.7: Z& & HIEFER) IR S Im5 3R



http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
https://tracker.debian.org/pkg/flatpak
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
https://tracker.debian.org/pkg/gnome-software-plugin-flatpak
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
https://tracker.debian.org/pkg/snapd
https://zh.wikipedia.org/wiki/Snap_(software)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
https://tracker.debian.org/pkg/gnome-software-plugin-snap
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
https://tracker.debian.org/pkg/xdg-desktop-portal
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
https://tracker.debian.org/pkg/xdg-desktop-portal-gtk
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
https://tracker.debian.org/pkg/xdg-desktop-portal-kde
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
https://tracker.debian.org/pkg/xdg-desktop-portal-wlr
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
https://tracker.debian.org/pkg/firejail
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/xrdp
http://qa.debian.org/popcon-graph.php?packages=xrdp
https://tracker.debian.org/pkg/xrdp
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/Xrdp
http://packages.debian.org/sid/x11vnc
http://qa.debian.org/popcon-graph.php?packages=x11vnc
https://tracker.debian.org/pkg/x11vnc
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/X11vnc
http://packages.debian.org/sid/tigervnc-standalone-server
http://qa.debian.org/popcon-graph.php?packages=tigervnc-standalone-server
https://tracker.debian.org/pkg/tigervnc-standalone-server
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/TigerVNC
http://packages.debian.org/sid/gnome-connections
http://qa.debian.org/popcon-graph.php?packages=gnome-connections
https://tracker.debian.org/pkg/gnome-connections
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.gnome.org/Connections/
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
https://tracker.debian.org/pkg/vinagre
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
https://tracker.debian.org/pkg/remmina
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
https://tracker.debian.org/pkg/krdc
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
https://tracker.debian.org/pkg/virt-viewer
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virt-manager
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7.8 WAEEH
7.9 X RFumiERE

BILFHAIENTFREN, LR FEES) X RSy (BFEARMENK xwayland ),

RHE AT XN | B 1iHA
V:745 sshd {2/
openssh-server PO 3502 | %EIm SSH i%Kin (&£2)
1:804 .
X11-forwarding
. V1898, RS )
openssh-client 1996 5133 | ssh -X SSH & fFig (&%)
xauth |V917816 81 xauth X BT R
x11l-xserver-util s?/53;122 559 whost X FB S )

Table 7.8: E#EE| X RFZIHH AR

7.9.1 X fRSFumAtiEiE

fFA X B OX A A | BB IEIT A3 UNIX IS & BT TAMER: | ki) 4t X fRSm. X ) DUR T
A access cookie E‘]?‘”FR}’C#;E&‘?W\ BRI BRI $XAUTHORITY" MIRAEMHE , X B/RIET"$DISPLAY”
R EWHE. ATXEMRTEBESWEANRE , FTERITIEE. a0, THR gitk”,

username $ gitk

FE
ST xwayland, XAUTHORITY BZ{"/run/user/1000/ .mutter-Xwaylandauth.YVSU30” K&,

7.9.2 X R5FimEAEERE
7 X i OYHXAIE AR IR A A X IR R ER | B X1 FARAHESTH,

o FEARHFENFFTFHF—1 gnome L,
T3&4 | B1TF -X &K ssh(l) , B 5imFeh mEs:.

localname @ localhost $ ssh -g -X loginname@remotehost.domain
Password:

ﬁﬁ?ylj i) 7 , T:Em'fiy_ljj IJ_'_IE{T—A X L—EFH—*EJ_‘_ '@IJ;Z” gltk

loginname @ remotehost $ gitk

AR UEB/RREIERE X B Fimfd , AU TERET— 148 UNDXOISAE BERF I T4 ER.
% W/48 SSHISSHD H% 6.3 1,



http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
https://tracker.debian.org/pkg/xauth
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
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=H
BATR2MRE , 7 Debian RGE L , FE TCP/IP H#HE| X R%in , RROAMERK. FNEETRESAKIER
B xhost + REME(N]. WMRAEBEEHE , LAKEMA XDMCP &k,

7.9.3 X k%% chroot &3

ER—ANFET (bkan chroot) |, /A X 20PN BVRIRI—ENM X IR , RIRHETEE , REBER
xhost HTRELMITA , Bid{FEH User-based access , Bz FEM"gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to

# cd /src

# gitk

# exit

username $ xhost -

7.10 BIRGAR

BINMESCAZIBI AR , 205 1.4.4 75,
BIMEENSEIBTNER , 0% 11.6 T,
— Loy ST SMAERET BT AR (= E4RFNBTNAR) .

L
L/Seaa) WATE ’izjc LHTE R YA

I\
xsel Vi7,1:43 55 X X R 17i%H  (BYIAiR)
xclip V:15, 174 | 62 X X R 17i%H (BI161R)

. =00 Py g/
wl-clipboard V7, 1:23 162 Wayland ;gliwpy wi-paste: Wayland By s <17
gpi V-9, 1:9 596 LLi\nux E ]| Z(j;:aLeirr::)xni)‘é%IJé.*iﬁ*&ﬁﬁ%#ﬂﬁ)ﬁé??ﬁﬁﬁ

/A
Table 7.9: i&/EF R B NAARAE XFEFFF 5K



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
https://tracker.debian.org/pkg/xsel
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
https://tracker.debian.org/pkg/xclip
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
https://tracker.debian.org/pkg/wl-clipboard
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
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Chapter 8

| TR AN A1

— R ZESH (ML7N) SRAHES S, B 2 MSRTA.

+ EIFRAL (118N): (E—MEHREB AR S MNESHRE.
+ AHAL (LION) : fE— MK — MR HE S,

7R
1 multilingualization (ZiES ). internationalization (Efr{r) #1 localization (&#htk,) & , F 17, 18, 5% 10 4
FELE"M” Fn, v A0, 3T Fvn ShE], BN RRA M17N, 118N A L1I0ON, 481750, EfR A, .

8.1 EEIMR

RFXIFERMITA , BEBTEEMETE SLANG” KAk, ESHEMSRIRSIF , K#f libc FEIREas
M, FERKEI locales 3k locales-all FifFf. locales KA FEWIELHVIIAIL.,

2NR locales 3 locales-all W BHWIFELE , TFEEHENEMEKR , RSFH US FHE |, HiR
ASCI AME¥IE. XAMTHFI"SLANG” #EE F"LANG=", "LANG=C” 3{"LANG=POSIX" H[F].

GNOME #1 KDE FIAIMHR LSBT M. fbfilBITAME UTF-8 HUERSHLERR® , FHEBIT gettext(l) Z2iR{4EE)
FEERAM., BEEE R AR KAt R Bk 4L

B HiIf¥ Debian £ GUI (BIIERFARE) REZEE £ GUI FIEF IR EIE S 5 A"LANG=xX_YY.UTF-8", XE ,
"xX” 5& ISO 639 BEE AL |, "YY” £ 1SO 3166 EZFMXE, XUERALE E@EK GUI IPTFEXRRE , FRERERF
KiTHh. 205 152 7

8.1.1 UTF-8 &5 MEHNEAR[RIT

REBARXAIERIZE ASCH, EXTOEREBH , DT 127 MNF/F (FA 7 (ufEir).
RMEL S SCA M ] BEA S 3E ASCH 455, BlanfisEm A5 S7E ASCI 24T AK.

b''“b''double quoted textb''”b'' is not "double quoted ASCII"
b'''b''single quoted textb'''b'' is not 'single quoted ASCII'

ATFELZTHR , WETRHENREASGPARIIFLES. (BRF 11.2).
Unicode F#F& TR 21 (AL RTEESR BRILF A ANKSHMNFR (5120 , +7x2tHIi) 0 1 10FFFF),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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XA ARG UTF-8 ¥ Unicode B3 mEECEI— M &R 8 BRI , FAEBN KA ASCI BUBAIE ARG, X/ME
UTF-8 /E AIIAHEERERE. UTF 3RJ7K Unicode ##4&3 (Unicode Transformation Format), 4 ASCIl 453 A5
HHh UTF-8 ¥ , EB MRS ASCIl T2 —HMABM AN, FIARE UTF-8 B HEAABEMEXK.

£ UTF-8 BE IR T # AN AR , /R LB RMRIEINE TABEE , EATERNFZ RN N ZLZ XN BRE.
BIFNFE"LANG=Fr_FR.UTF-8"1ESFME T , gedit(l) (GNOME fHEMIX ALIEZR) RER B RANGRIE T L F R LA
I, MEBIRRZHEEIRLE,

N

FARAER) en_US . UTF - 8" FIBARAER"C’/"POSIX” B S INEAME AR AR US ZSUHE |, ENEFSAEBEHM
ARG, FEAEPEC AMATHES , IRRRABLL IR ASCI 244 , RIFHAABMMHEWALIE UTF-8 JRIDINTFSF |, £
Debian _E{F FAEFRHER"C. UTF-8" FES R,

EE

—BRFEST I8N FRBERELZHNNGT. XREANENATREMN , MAERTER UTF-32(UCS4) K3
Unicode , iﬂﬁ/l\ﬂﬁﬂ%ﬁ%ﬂiﬁﬂﬁﬁﬂ‘] ASCII FHREIREPRIEFE 4 DT 1. Bkt , /8 UTF-8 EE R
ALERBKRAT 4.

8.1.2 EEHENENLE

ATUERGIOEES R | ESHREIRDIANE S IR EIE ET YR,
locales BA XA A MEMINESMEHIE. RREER TEMNAERE
# dpkg-reconfigure locales
HERAE 2 MR,
1. EEREREMESEREmMEA_HBIENX. (BWAZDEE—1 UTF-8 E5R)
2. EidpIE2"/etc/default/locale kiR ERGENARIE S IMREL PAM EA (205 45 1),

WEE/etc/default/locale” BERASTEENENES HIE , AAtE GUI (RFEA~RE) MARFHN GUI i
BES,

AE
FERRNBYESE ML RS PLE T “/usr/share/i18n/SUPPORTED” 3k A iA. E It , "LANG=en_US"
H”LANG=en_US.IS0-8859-1",

locales-all B AEMBMGMEAESIREEIE , (BEAEG/E /etc/default/locale” , fRAJEER B E LI
locales #{4A1,

SN
—L Debian ZAITHRE locales 44 , BEAMAIE S MEN TS FIFHIES HIREIE. AT HIXFEEH
REHE | {REEREBTTE Debian &3 locales 1 locales-all 44,



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 {4 YmAL

NTEFARBIEZR (A% 1017 ), REZEBEFARNRDER ARG B406)F , RERERN,
mount (8) Bk vfat XHRSGE (£ CPA37. fRERL 1A IRHEIAMMINFEREIRE AUTF-8 B CP932.

EE

When auto-mounting a hot-pluggable USB flash drive under modern desktop environment such as GNOME, you
may provide such mount option by right clicking the icon on the desktop, click "Drive” tab, click to expand "Setting”,
and entering "utf8” to "Mount options:”. The next time this USB flash drive is mounted, mount with UTF-8 is enabled.

EE
WMRRIETFHR—AN RS, BENEMIE UTF-8 RETHHE , IF ASCI FRM A Z MIFREREIRK 1SO-
8859-1 Bk eucIP R4gHS. 1ETFRIUCAK M T BB 1HE#E] UTF-8. 2% 11.1 77,

EBIAE LT , Samba X EHZE Fin (Windows NT, 200x, XP) {# 3 Unicode , {BXFZ % i (DOS F1 Windows
9x/Me) {#f CP850. ATRAFE"/etc/samba/smb.conf” XH4EMH , A dos charset” kL EE FinHIX N EIA
YmAL, Peanit , CP932 R AHE.

8.1.4 AL EFNENMECAY

£ Debian ARG BRHIFS NI AEEAMEFE , LR ER. AWERFRN. RAMFMHRI. GNU
gettext(1) fp& L EER KA IFIESNRIHR LA,

aptitude(8) & , "Tasks” - "Localization” 2 fft— NG A= 2HIBY BRI IR |, LN AFEFEINA S EANR (R
B,

A, R AR I manpages - LANG BSRERIGAM M man FHTEE. N/usr/share/man/it/” SKiEE
programname FERFFER) man FH R, HAT FEAIRIE.

LANG=it_IT.UTF-8 man programname

BT SLANGUAGE FIEALE , GNU gettext REMEIELN BNFE S LERS IR, B0
$ export LANGUAGE="pt:pt BR:es:it:fr"

HFHREZLEE , &0 info gettext , [¥i&"The LANGUAGE variable” &7,

8.1.5 ESMIENXIY

sort(l) # Ls(1) FHEFSE S FRE locale 20, 44 LANG=en_US.UTF-8 , HIFAFMA->a->B->b. .. ->Z->2
IfAF , MSH LANG=C.UTF-8 , HEFF{EH ASCII — 36 A->B->...->Z->a->b... JifF.

1s(1) KB IRAZESHERIN (BE 934 ),
date(1) FEFr B R B E STREERRN. Big0 :

$ unset LC_ALL

$ LANG=en_US.UTF-8 date

Thu Dec 24 08:30:00 PM JST 2023
$ LANG=en_GB.UTF-8 date

Thu 24 Dec 20:30:10 JST 2023

$ LANG=es_ES.UTF-8 date
jue 24 dic 2023 20:30:20 JST

$ LC_TIME=en_DK.UTF-8 date
2023-12-24T20:30:30 JST



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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FEVEEMRENB T IR aA—FE. thinik , BWEESHRF, —TR—B/RA"1,000.1" , MAEBEBESHES, BB
RA"1.000, 17, RATERFRIERFERRRIXANAME.

"$LANG” B ENE —MA TR BT RESLC_* TEXRESE., XEMIETENEB BT IRESLC_ALL”
TEMPHRES. M5 N locale(7) man FME. BRIEFRERIIKIERVEEZNEE  EETEMINFFRE
F"$LANG” 2R EE—1 UTF-8 IES IR,

8.2 HEMA

8.2.1 Linux iZH|&F X & HSEHA

Debian ZZ: ] A keyboard-configuration # console-setup BHBECE SN ERHERSE.

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

SHF Linux IH1E8 X BAORS: , XK FEHFIE/etc/default/keyboard” #1"/etc/default/console-setup”
BRECESH., XMAELE Linux ITHI AR, S IE ASCI Z& , BIEFZHINES FRNES TS , TTER
JeE. AItGr 4 F LA A5 SRMNE].

8.2.2 Wayland &5 \

Wayland £ RS LK GNOME, 5% 8.2.1 NAXFFIFREMNEIMES . 1Bus MUFFEMES , IFRUMNES.
GNOME fEMEA KRBT "gnome -she 11" #7F"ibus” . "ibus” ARLELEFHEM setxkbmap
XKB EMINEE, SZEEHEEHMA , FREZIN"GNOME Settings” 3"GNOME Tweaks” it & ibus,

E
AR ibus FUE , BMEERE TSN X MEENET |, Bid setxkbmap BLEMESH X #E , AW ibus BE.

REE AR ibus |, {FA im-config WEHNIEA"None”, EZ(5E. , £ W Debian 4E5 : 4%,

8.2.3 IBus XIFHMINIE

GNOME f£HMEEH"gnome -shel1” ##F"ibus” , "ibus” XTHINERR , B —MIFHERE.
WMAZMES RN AREFRAIRRFENT ¢

Keyboard Application
N

I I
+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland

+-- Engine--+

TERZ IBus MEKSI HMHBIIER.

AR

SFFAIL, "Feitxs” AR — N BRI NIEEL, XFF Emacs fFEREIFE | "uim’ fJRAR—NENR, TEHP
AR, RATRERER im-config fi—EESMOFLAELE . BR7kinput2” XZEER #Hi % {E£A7E Debian 6 FE+H
T BERNEFERZIIAIES,



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Input_method
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RHER AT | IFRESHIE

ibus V:i217,1:264 | 1874 | {fH dbus B A7 TAESE

ibus-mozc V2, 1.3 980 HXX

ibus-anthy V0, I:'1 8867 | AL

ibus-skk V0, 1.0 243 mE

ibus-kkc V0, 1.0 211 mE

ibus-libpinyin Vi, 14 2769 | F3C (zh_CN)

ibus-chewing V0, 0 288 F3Z (zh_TW)

ibus-libzhuyin -0 41009 | XX (zh_TW)

ibus-rime V:0, 1:0 78 F3Z (zh_CN/zh_TW)

ibus-cangjie V0, I:0 235 3 (zh_HK)

ibus-hangul V:0, I:2 264 EZ33g

ibus-libthai I:0 84 =X

ibus-table-thai I:0 59 FXL

ibus-unikey V:0, I:0 286 s

ibus-keyman V:0, I:0 191 %ZEs : Keyman 5[Z |, #1d 2000 #& 5

ibus-table V0, I:11 2271 | IBus k5[

ibus-m17n V0, I'1 448 ZES  EEE. MA{AEEE

Z:ﬁ;?g'w'dgets' V68, 1:113 | 5132 | Plasma 5 fIZISMEH , AAHRETERE

Table 8.1: 1Bus ME KI5 LK HAF xR

8.24 —ANHEMSIF

HAIMAETOEMER ("en_US.UTF-8") FTESIAMNIEIEE AR, TEHEE Wayland £ GNOME TER 1Bus i

fiE:

1. RERMNEZKHEA ibus-moze (8K ibus-anthy ) , AR im-config Z#FRREE.

2. %&FF"Settings” - "Keyboard” - "Input Sources” — FE"Input Sources” FEEH"+" - "Japanese”’ - "Japanese

mozc (or anthy)” , SK/F#THE"AdD”, MREIZBHETE.

o g M W

YRAT USSRV Z R,
=V ikowsgazhall ol
e E GUI TALKEN , RES— M.

{3 SUPER-SPACE 7EZ 10 \iA 2 FIBHTYI#E. (SUPER 428% 2 Windows 42.)

N

HRARFS B D AYPBEERL (shift-2 SREEZIEA—" W3 BANT) BRI RATERNEEIAE | £ LR

F%EfE " Japanese” ,

WMAHX.

IRBE

BIEYPR US" R (shift-2 1IRBZIBE—1 @ #5ic) LfFEA"Japanese mozc (8 anthy)”

+ im-config(8) WM ~RMmEHE N\ O E " Input method”,
« Besh . WA FHI shell Sk47"im-config” .
* R4 M root Ik FERIE root IKSHAT , im-config(8) RM&HFIARME.
« im-config(8) iLHRIFERMNIEEARGBOAM AT ER AT,



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
https://tracker.debian.org/pkg/ibus
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
https://tracker.debian.org/pkg/ibus-mozc
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
https://tracker.debian.org/pkg/ibus-anthy
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
https://tracker.debian.org/pkg/ibus-skk
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
https://tracker.debian.org/pkg/ibus-kkc
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
https://tracker.debian.org/pkg/ibus-libpinyin
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
https://tracker.debian.org/pkg/ibus-chewing
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
https://tracker.debian.org/pkg/ibus-libzhuyin
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
https://tracker.debian.org/pkg/ibus-rime
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
https://tracker.debian.org/pkg/ibus-cangjie
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
https://tracker.debian.org/pkg/ibus-hangul
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
https://tracker.debian.org/pkg/ibus-libthai
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
https://tracker.debian.org/pkg/ibus-table-thai
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
https://tracker.debian.org/pkg/ibus-unikey
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
https://tracker.debian.org/pkg/ibus-keyman
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
https://tracker.debian.org/pkg/ibus-table
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
https://tracker.debian.org/pkg/ibus-m17n
http://packages.debian.org/sid/plasma-widgets-addons
http://packages.debian.org/sid/plasma-widgets-addons
http://qa.debian.org/popcon-graph.php?packages=plasma-widgets-addons
https://tracker.debian.org/pkg/plasma-widgets-addons
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8.3 E/riH

Linux 1% 4 REEBRBIRMTER. (IRBE(F RSHRNAIRTER , #I20 jfoterm(l) , Mm7EIE GUI =%+ B/RIE
BMES. )

REFENTERREFGEH , GUI (BAEAFARME) M5 (5 7 ) BEBERNMEE UTF-8 5. (FRIATIREKIEN
IRIDAWALIR | 33T R EBERN. )

8.4 ARIMIET REAE XKFHR

Under the East Asian locale, the box drawing, Greek, and Cyrillic characters may be displayed wider than your desired
width to cause the unaligned terminal output (see Unicode Standard Annex #11, 4.2 Ambiguous Characters).

BRI AGLIXANELR

* gnome-terminal : M - BCESH - BLESR - AN - BEFBUMNFR - F
* ncurses : REWIEAE export NCURSES_NO_UTF8_ACS=0,



https://unicode.org/reports/tr11/#Ambiguous
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Chapter 9

RO

X2, HAREMEEAGNEARRTT , KB ETH S RE.

9.1 THIAET

LT AREFREIIRIIES G153,

THE TIE K/ | utEH

mc V43,1183 | 1590 | &0%E 13 1

bsdutils V:439,1:999 | 335 script (1) @& KieRRipala

screen V:54,1:199 1006 | VT100/ANSI RigpfaflaiBEESE A& im
tmux V79, 11153 [ 1292 | RigEFREEAR ({FAHControl-BXE)
fzf V:8, 1:31 4651 | IR AERER

fzy V:0, 1.0 59 BRI A S e

riwrap V1,112 328 A% readline FHEMNGHS1TE I

Tedit V0, 1:8 375 E % readline B S1THE

rlfe V:0, I:0 45 B £ readline R4 S1TEHE

ripgrep V:9, 1:30 5342 | FERRENPRRERERTTE , FEmTRE

Table 9.1: STHHZHI GRS FFIR

9.1.1 JEMIHICE shell j&3h

fRIBAME R script(l) (BA%F 1.4.9 T7) iC% shel ENAFAE—NEEHFFHMH, XL HIFF ] IR T E
KA, fE/ col(l) K=,

$ script
Script started, file is typescript

i Ledg e+ 3% Ctr1-D BHE script.

$ col -bx < typescript > cleanedfile
$ vim cleanedfile

BEARAKITE shell 7E3)
* {£/ tee (f£ initramfs KFaNIFEFATA) :



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
https://tracker.debian.org/pkg/screen
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
https://tracker.debian.org/pkg/tmux
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
https://tracker.debian.org/pkg/fzf
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
https://tracker.debian.org/pkg/fzy
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
https://tracker.debian.org/pkg/rlwrap
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
https://tracker.debian.org/pkg/ledit
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
https://tracker.debian.org/pkg/rlfe
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
https://tracker.debian.org/pkg/ripgrep
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$ sh -i 2>&1 | tee typescript

* {#/ gnome-terminal 3gMITE I , HRNKER.
« {ff screen A" A H' (ZWE 9.1.2 1) kKFHTITHGICR.

o A vimBN": terminal” FEALMEER, EHCtri-w N” ALIgERIRE FRE@ER, #H":w typescript”
BEESE|— .

o M emacs #1"M-x shell”,"M-x eshell”, &’'M-x term” EFHF\ICFITHIE. FHC-x C-w' B EEFTRH.

9.1.2 screen f£fF

screen(l) RMEARF— I Righ HEITLNHRE , EAVFIEFE shell HEXIFPRHKEE XEE2—NATK
screen(l) {#F Az,

o g or W N P

BRE|—MEFENLEE .
BNz EIE B3 screen,

. {§M AA c ("Control-A” #5"c") #£ screen FEIENEAPITZ I FEF.

. & AA n ("Control-A” #£5'n") RIEL ) screen B [AGEH#.

- R IRREBFRNOASS |, (BRAETIEEMNTE , MXETEREERRRT.,
- ARATRUE R ARAE screen £,

o BRAORIRIEVRIO LR TR
« BN NA d ("Control-A” #5"d") HF L MIEFEERIRE BR
« ¥\ AA DD ("Control-A” #3%&"DD") 48 screen FFiRHEEF

AREFEFEIE M E (BMENRRILRS),
. {F/f"screen -r” j23) screen.

. screen BARRMERM _ELFIFTBER screen EOMABEIENZITRFRER.

R
ST SEERBITRNMEERE , (ROTUBIT screen HEEETRM , N (RE] AERT FEERE— N 24k

21T, BIRFEEBOERNERN LE.

E5gvay

£ screen 2VEE, {7 G4 RBINNTAREMABLSWRET|YF A, screen IAGLSIRBERT NA
("Control-A”) MG [IMEMSER] KA. XEA—LERNGHIRBFTRICHE.

M50 screen(l).
£, tmux(1) , THESKGLSHTIRE.
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BEPEThAE VtAA

AN ? BrRHEUFEE (BRESE)

AA C BE—NFNEOFTREZE X
AA N I ]

AA p FH—A &N

AA O 20 SHH

AA 1 1S5%E0

AR W BREASIER

AA a FERBERM AKX Cul-AZ[SEEH
AA h ELHE DR ENEE—A 3 H
AA H FHAEER LT E 02 HFHNSR
AN AX BT &g (BBSIRTF)

AAd MG B screen &8

AA DD 8 screen 2EFREER

Table 9.2: screen 4482 %15%

9.1.3 FEBRMEE

5% 142 7, 2 A BRIIAFRERIE R RIB)IFE , 7€ SCOPATH F me ik,
ARAR(E RIS SRR T | MRBEB R ARGHERIZ. ST fzf 34\ , 7 ~/ . bashrc EHAFETIINE.

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then
. $FZF_KEYBINDINGS_PATH

fi
Bign :
- REEB R/ MUIREBRAIER IR FBR. RELWMANcd **" [5I% Tab, RBEREHIRREERE, WAL

¥R, ki s/d/b foo , BAWAERIERE. BIBHAREIZERKN cd , FRIEFEEFERNIRZT.

o RATARSIMERGIRME , Nan S L EmEFE—1 <. Eam{ITIRAT MR Ctr1-R . RPN R IER 6
4. MBS GLSFRHE , thal vim d , FLUEFRIER. ERYHRRIZERERE ZERRG L.

9.1.4 Readline 3
—s454 , Pban Zusr/bin/dash , EfRDESITHEMIBRES | BIE r lwrap SRENEFNY T IE1THAES EBAIYG
IIXFERITNRE,

$ rlwrap dash -i

KR MEFIF AR dash AR AL , ERAZEM bash MALFIFER.

9.1.5 IR ALK

£ ripgrep AEBEFH ro(l) @4, EIMIBEARRRMKATRIZRF | ZHT — grep(l) o ERENER. ©
RAFRTIRRZ % CPU , FENMEME AT ISR 2 — L3,

9.2 EH#l vim

FERBIESE 1.4.8 TS EAKRR vim(1) fg, EFF1E Bram Moolenaar f{]"Seven habits of effective text editing (2000)”
SRIRMR vim I H/ERRER.



https://www.moolenaar.net/habits.html
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9.2.1 FNEMFHEES) vim

vim RITRBEBH BEMNAT , BT Ex-EXKHS , ERERNEERE | tban"set .. .7 SKI&E vim %1,

X Ex-ERMH4S |, BEBIER K vimre XEEREREBIE | F5K0K"~/ . vimre” 3% git ZIFH"~/ . vim/vimre”, X8
ﬁ—AﬂE TR F1

""" Generic baseline Vvim and Neovim configuration (~/.vimrc)
e - For NeoVvim, use "nvim -u ~/.vimrc [filename]"

LRI R R R R R R N N N R R N IR R RN R R R R RN R R NI R IR R R IR I RIRIRIRIRIR IR IRINIRIRIRIRININIRIRIRINIn}

let mapleader = ' ' " :h mapleader

set nocompatible " :h 'cp -- sensible (n)vim mode

syntax on " :h :syn-on

filetype plugin indent on " :h :filetype-overview

set encoding=utf-8 " :h 'enc (default: latinl) -- sensible encoding
""" current vim option value can be verified by :set encoding?

set backspace=indent,eol,start " :h 'bs (default: nobs) -- sensible BS

set statusline=%<%f%m%r%h%w%=%y [U+%04B]%21/%2L=%P , %2Cc%V

set listchars=eol:q,tab:b''ab''\ ,extends:b''ab'', precedes:b''ab'', nbsp:b''ab"’'
set viminfo=!, '100,<5000,s100,h " :h 'vi -- bigger copy buffer etc.

""" pick "colorscheme" from blue darkblue default delek desert elflord evening
""" habamax industry koehler lunaperche morning murphy pablo peachpuff quiet ron
""" shine slate torte zellner

colorscheme industry

""" don't pick "colorscheme" as "default" which may kill SpellUnderline settings
set scrolloff=5 " :th 'scr -- show 5 lines around cursor

set laststatus=2 " :h 'ls (default 1) Kk

""" boolean options can be unset by prefixing "no"

set ignorecase " :th 'ic
set smartcase " :h 'scs
set autoindent " :h 'ai
set smartindent " :h 'si
set nowrap " :h 'wrap

"set list " th 'list (default nolist)

set noerrorbells " 'eb

set novisualbell " 'vb

set t_vb= " 't_vb -- termcap visual bell
set spell " 'spell

set spelllang=en_us, cjk "
set clipboard=unnamedplus "

'spl -- english spell, ignore CJK
'cb -- cut/copy/paste with other app

O O35S O IO 5T DT O T

set hidden " "hid
set autowrite " 'aw
set timeoutlen=300 " "tm

vim AR IR SREB LA PR vimre SUHEEEH. B0

iy
RIS IR | R T A KT,

""" pPopular mappings (imitating LazyVim etc.)

""" window moves without using CTRL-W which is dangerous in INSERT mode
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

silent! nnoremap <C-L> <C-W>1

1B ZAEOEIERE S F : "Vim Galore”, "sensible.vim”,



https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible

Debian &%}

144247

""" window resize

nnoremap <C-LEFT> <CMD>vertical resize -2<CR>
nnoremap <C-DOWN> <CMD>resize -2<CR>

nnoremap <C-UP> <CMD>resize +2<CR>

nnoremap <C-RIGHT> <CMD>vertical resize +2<CR>

""" Clear hlsearch with <ESC> (<C-L> is mapped as above)
nnoremap <ESC> <CMD>noh<CR><ESC>

inoremap <ESC> <CMD>noh<CR><ESC>

""" center after jump next

nnoremap n nzz

nnoremap N Nzz

""ofast "jk" to get out of INSERT mode (<ESC>)
inoremap jk <CMD>noh<CR><ESC>

""" fast "<ESC><ESC>" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap <ESC><ESC> <C-\><C-N>

""" fast "jk" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap jk <C-\><C-N>

""" previous/next trouble/quickfix item

nnoremap [gq <CMD>cprevious<CR>

nnoremap ]q <CMD>cnext<CR>

""" puffers

nnoremap <S-H> <CMD>bprevious<CR>

nnoremap <S-L> <CMD>bnext<CR>

nnoremap [b <CMD>bprevious<CR>

nnoremap ]b <CMD>bnext<CR>

""" Add undo break-points

inoremap , ,<C-G>u

inoremap . .<C-G>u
inoremap ; ;<C-G>u
""" save file

inoremap <C-S> <CMD>W<CR><ESC>

xnoremap <C-S> <CMD>W<CR><ESC>

nnoremap <C-S> <CMD>W<CR><ESC>

snoremap <C-S> <CMD>W<CR><ESC>

""" petter indenting

vnoremap < <gv

vnoremap > >gv

""" terminal (Somehow under Linux, <C-/> becomes <C-_> in Vim)
nnoremap <C-_> <CMD>terminal<CR>

"nnoremap <C-/> <CMD>terminal<CR>

LRI R IR R IR R R IR R R IR R R RN NI RN R RN RN R IR RN RN RN IR IR IRIRINIRIRIRIRIRINIRIRIRINIRIRL

if ! has('nvim')

""" Toggle paste mode with <SPACE>p for Vim (no need for Nvim)
set pastetoggle=<leader>p

""" nvim default mappings for Vim. See :h default-mappings in nvim
""" copy to EOL (no delete) like D for d

noremap Y y$

""" sets a new undo point before deleting

inoremap <C-U> <C-G>u<C-U>

inoremap <C-W> <C-G>u<C-W>

""" <C-L> is re-purposed as above

""" execute the previous macro recorded with Q

nnoremap Q @@

""" repeat last substitute and *KEEP* flags

nnoremap & :&&<CR>

""" search visual selected string for visual mode

xnoremap * y/\V<C-R>"<CR>

xnoremap # y?\V<C-R>"<CR>

endif

JTE _EERIRBESE IEMIET , DIgfFEFHERCE : Backspace-4Ef=4"ASCII DEL”

. Delete-#Ef=4"Escape
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sequence”,

HEeZFMALEREBAEM FE vimre XHRESH. 620

""" yse faster 'rg' (ripgrep package) for :grep
if executable("rg")
set grepprg=rg\ --vimgrep\ --smart-case
set grepformat=%f:%1:%c:%m
endif
IR RN IR IR RN RN RN RN NI R R I I R I NI I R IR RN IRININININININININININI]
""" Retain last cursor position :h '"
augroup RetainLastCursorPosition
autocmd!
autocmd BufReadPost *
\ if line("'\"") > 0 && line ("'\"") <= line("$") |
\ exe "normal! g'\"" |
\ endif
augroup END
IR RN IR R RN RN RN RN RN IR IR RN R IR NI R IR IR IRINININIRININININININIn]
""" Force to use underline for spell check results
augroup SpellUnderline
autocmd!
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
augroup END

LRI R IR IR R R R RN IR R R RN NI RN R RN IR RN RN R IR RN RN IRI RN RIRIRINIRIRIRIRIRINIRIRIRINIRIRL

highlight SpellBad term=Underline gui=Undercurl
highlight SpellCap term=Underline gui=Undercurl
highlight SpellLocal term=Underline gui=Undercurl
highlight SpellRare term=Underline gui=Undercurl

E I T 3

""" highlight tailing spaces except when typing as red (set after colorscheme)
highlight TailingWhitespaces ctermbg=red guibg=red

me A\ g\+ 1 or more whitespace character: <Space> and <Tab>

"MO\%#\@<! Matches with zero width if the cursor position does NOT match.
match TailingWhitespaces /\s\+\%#\@<!'!$/

9.2.2 FSMNIPRMABEES vim

T HEREBRIE BASMNRE R

* Vim - TR ERX A YwiEaS - Vim 1 vim BARKE 7 L s
« VimAwsome -- Vim $&45IR
* vim-scripts -- Debian &4, : —4 vim A K&

vim-scripts 3 ELE BRI , RERB(E R A I vimre U B, baan

packadd! secure-modelines

packadd! winmanager

" IDE-like UI for files and buffers with <space>w
nnoremap <leader>w :WMToggle<CR>

FRRAE Vim RGEE AL E git” #"git submodule” IIFIM T/E, — N XEEMECE B FREBTE RN it BFE:
dot-vim $kZ), ANF_EZE XA :

o BIIfFEM"git" M git submodule” , mHMWY RIKHE , bbamii name” , £ E ~/ . vim/pack/*/opt/name
SN T .

o BN i packadd! name {TEIF FE) vimre 3, XECREBBKE] runtimepath,

* Vim FEE M¥IA AT INBEX LR 4-aE] runtimepath,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim/tree/old
https://github.com/osamuaoki/dot-vim/tree/old
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« FENBRURRE , TR ERER , £A"helptags ALL,

BLEE , BEA vim --startuptime vimstart.log” B3} vim SAEE KIRKBITIFFIE— NS BIEFE RS
&l

EHYRRNBINIX AL K772 KEEMMBX LSNP BE] vim, KEFIGNEEERFNAIE.

R EE

:help package fif®% vim R AR

thelp runtimepath fiZ# runtimepath #HH]

:version REPRE , BFE vimre XHFRIEE

recho $VIM WRAE"SVIM FIXERL vimre THHII%IE

:set runtimepath? Y RIS R T A BT I XA E X

.echo SVIMRUNTIME Tfﬁ’l?%%VIMRUNTIME” AREMRERGHRHRIEITIIFX

Table 9.3: vim H¥EILIEE

9.3 HURCRAEIR

9.3.1 HEFASIHFE (daemon)

FE LR/ var /log/" B FRNXAHRIICRENNIES).
FE—NTERS BEXHNARS L , A logrotate(8) kL BEHHETE.

WL FFEFER systemd- journald(8) H MRS M — 3B KIEREAIMIES) , #£7/var/log/journal”
BxF.

{REEMS M shell IASIDREIES systemd-journald(8) Hi , {8 systemd-cat(l) ©54 .
£NE 35 TME 3.4 7.
9.3.2 HiEo#T

XEEFERAENITIRME (~Gsecurity: : log-analyzer” #f aptitude(8) ).

ERGRE TR XN | R

logwatch V9, 1:110 2435 | F Perl ERRHES G , BiIFEE
fail2ban V:95, 11106 | 2191 | ZREMAZ MAEGE RN IP

analog V:3,1:88 3739 | web JREZFBHELHT

awstats V5, 1.8 6935 | sRAAEFEZM web JRS5&% HEDHT

sarg V0, I:0 863 K squid HITIRE

pflogsumm Vi1, 1.3 170 Postfix HEZBMZE

fwlogwatch V.0, 1.0 487 Fh K IEEEN TR

squidview V:0, I:0 189 WA squid access.log L

swatch V:0, I:0 99 BENFERZEX, o=MBEANEEXHE S
crmll4 V:0, 1.0 1371 | Controllable Regex Mutilator F1E3RBFE e (CRM114)
icmpinfo V0, 1.0 42 AR ICMP 32

Table 9.4: ARG HEN MRS IR

2vim-pathogen tH1RR1T.



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
https://tracker.debian.org/pkg/logwatch
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
https://tracker.debian.org/pkg/analog
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
https://tracker.debian.org/pkg/awstats
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
https://tracker.debian.org/pkg/sarg
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
https://tracker.debian.org/pkg/pflogsumm
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
https://tracker.debian.org/pkg/fwlogwatch
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
https://tracker.debian.org/pkg/squidview
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
https://tracker.debian.org/pkg/swatch
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
https://tracker.debian.org/pkg/crm114
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
https://tracker.debian.org/pkg/icmpinfo
https://packages.debian.org/unstable/vim-pathogen
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TE
CRM114 fRUGEZLEMREBMIT IR , (FAT TRE IENFRARE . EEE/ELURAMT ISP EA | EihaE
RTREN.

9.3.3 EHXATIRHNER

REFIHN more(l) # less(l) XIBEMN TS (B2NE 1 5 %) MBATSE %umﬁaqamxza 0% 11.1.8
) TRUESHBIRSCAEEE | BIE Fﬁﬂﬂﬂaéﬁ (/ 4.6 1) BRRAR®RI K, Bl EHiMtR

IR
T vim(l) IERD TERHIE view(l) ,“:set his"AIABAE=HEZ.

9.3.4 EHIEM BN ER

“Is -U@s4BANRRMBIASREXIATESHIE (HXHNESE 1.26 7). SLANGAEWHELER ,
EEA2HSHRSLC_TIME'S"S$LC_ALL FNEAEFE,

ﬁ/\m MR LFRNEA B RS EUR T RT{E AR C SrEERIRA (libce BFA) , EiR , NEHK Debian &
TR B ARRIZHAE L. YT iso-formates , &4, 1SO 8601,

MRRERAE T GBEESHEMR MBI RER | RMZBET - - time-sty le"S¥E"STIME_STYLE "I
S ERRERE (30 1s(1). date(l), “info coreutils 'ls invocation'”),

B =R EE IR EENEEE RN
iso A 01-19 00:15
Tong-iso (ERCRES 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso LESOELE 10900
E= e C Jan 19 00:15
E=HE en_US.UTF-8 Jan 19 00:15
ES IR es_ES.UTF-8 ene 19 00:15
+%d . %M. %y %H :%M ESEEE 19.01.09 00:15
+%d . %b . %y %H:%M C =X en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H: %M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: f§ /i Bf[AIFEXERN"1s - 1" LRI EH B EIK B IR G F

TN
PRATAfE 4 51148 LU RAE S SATHIAKHNESR , (0% 159 ) :

alias 1ls='ls --time-style=+%d.%m.%y %H:%M'

i

9.3.5 shell §7 echo IEi&

KEBD AL 5w shell & echo BEMB{EF ANSI # N F Rk B/REE (S W,/usr/share/doc/xterm/ct1seqs. txt.gz)
=R TFIBIF



https://zh.wikipedia.org/wiki/CRM114_(program)
https://github.com/laurikari/tre/
https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/转义序列
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$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf "\xib[om")

$ REVERSE=$(printf "\xib[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.3.6 HHEMHNHS

EXERMIET | NGRS | BARE S NBHARERN. RERK~/ . bashrc’ EMAT TER

if [ "$TERM" !'= "dumb" ]; then
eval "'dircolors -b™"
alias ls='ls --color=always'
alias 1l1='ls --color=always -1'
alias la='ls --color=always -A'
alias less='less -R'
alias ls='ls --color=always'
alias grep='grep --color=always'
alias egrep='egrep --color=always'
alias fgrep='fgrep --color=always'
alias zgrep='zgrep --color=always'
else
alias l1='1s -1'
alias la='1ls -A'
fi

EXERGASF , FANLKREIFENEINTGEE. SHIFEAar 8 export GREP_OPTIONS="--color=auto'”
WEIFL ﬁﬁﬁﬁ%ﬁ less(l) ZEXHWNHEBEFEINGE. YFEASEIHEGSN , FEXEHE , @3
F’~/.bashrc” FRINSA , AJRM{ERA"- -color=auto” {t%.

R
HEREMFEF | B3 TERM=dumb bash” A shell , {REEM X LEE G4

9.3.7 ICRIRiEAN R IRNERIREIE

TREEMBIC R YR RN E R IRIENE,
X Vim, 5% T HERE,

s "qa” FFBIERKMAFT R B L2 TR FR"a"
o - URiEISIRE
q": HEFRICTKMARTR .
« "@a": PITHFHa WRB".
S+F Emacs, &R FHEIR/E.
¢ "C-x (" FHAE X —MEER.
o YRR R
¢ "C-X ) HEREN MR
¢ "C-x e” PIT—MRERAR.



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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9.3.8 TR X NAFEFHNE%
HLEAETRNUCE X NRAFEFHNEIR , B1F xterm BIR,

BT TTE x| R
gnome-screenshot| .15 1991 | 1115 | wayland
flameshot V7, 1117 3532 | Wayland
gimp V:35,1:229 | 31748 | Wayland + X
x11-apps V:33,1:464 | 2461 | X
imagemagick 1:290 77 X

scrot V:4, 1:53 141 X

Table 9.6: EIJEE B4R T A%k

9.3.9 ICRECENHHETE
HEEMTATTRET DVCS RBBIKiTRALE A B Birfs _EHIfERGIRAB,

LX) ATIE KN | UtER

etckeeper V:24, 1:27 157 | B Git (BA). Mercurial 8k GNU Bazaar SRR FFACE LA
EARITTEE

timeshift V7, 1:13 4481 | {£H rsync 8k BTRFS TREER ARSI E TR

snapper V36, I:8 2410 | Linux XHERGRESHETEH

Table 9.7: iCRAELE N G EYFR

R SAMASE 10.2.3 FHE,

9.4 Wi EHIF SR FIEEh

2 FriEshRe B8 ISR TR s iz,

R

procps BIRH T AFE BN, IEHFEFESITNRENEINREFFTNRE. RN LiBMII2Ry<

9.4.1 UtFEFEAY

IR S B FEHIT[B)VHFE.

# time some_command >/dev/null

real Omo.035s # time on wall clock (elapsed real time)
user Omo.000s # time in user mode

sys Ome.020s # time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
https://tracker.debian.org/pkg/gnome-screenshot
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
https://tracker.debian.org/pkg/flameshot
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
https://tracker.debian.org/pkg/scrot
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
https://tracker.debian.org/pkg/etckeeper
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/GNU_Bazaar
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
https://tracker.debian.org/pkg/timeshift
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
https://tracker.debian.org/pkg/snapper
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LG ATE /N | 5EH
coreutils V:892,1:999 | 18457 | nice(1): BFEEFAERESEZT— 1 2F
bsdutils V:439, 1:999 | 335 renice(l): E— BRiEziTRHEREREAEREAE
procps V:818,1:998 | 2404 | "/proc” XHAZ I E: ps(1), top(1), kill(1), watch(l), -
” " 7.~y . g
psmisc V:410, 11742 | 950 p/sptrroece(lx){tF,z{QéJbI,Ec. killall(1), fuser(1), peekfd(1),
time Voigs | 129 | LMe() SR SRR MR AR
sysstat V:123,1:162 | 1904 | sar(1), iostat(l), mpstat(l), ---: linux ZGMERET A
isag V0, 1:3 109 sysstat BZZ B NI RSt E 5]
Tsof V:443,1:949 | 492 Lsof(8): {EF"-p” T HE H— 1 AL A2 F T A3
strace V:10, 1103 | 3253 | strace(l): IRERAGoHFAES
Ttrace V0, 111 420 Ltrace(l): ERERFEVA A
xtrace V0, I:0 353 xtrace(l): REx X11 & Pintl RS 25im Z RIFE S
powertop V:33,1:232 | 696 powertop(l): A EEREFHERE
cron V:901, 11996 | 250 f8¥E cron(8) [T dtE (daemon) HIAREIZIT— 1 32
anacron V:418, 11493 | 112 FBTIERX 24 /NhE1T& S o SVH&I, 2 cron
at V:74, 11102 158 a‘t(j-?_%_bat(:h(l): T:E_/P%EEA]qumE{TE%ﬁﬁi_E\i)LJ\i
HETT

Table 9.8: i iEHIFEFEsh L AR
HFE R AR AE VEMRER
19 L e i
0 FRE ST IE ARk
20 root Fi FIEE SRR

Table 9.9: AE M LKA



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
https://tracker.debian.org/pkg/procps
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
https://tracker.debian.org/pkg/psmisc
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
https://tracker.debian.org/pkg/time
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
https://tracker.debian.org/pkg/sysstat
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
https://tracker.debian.org/pkg/isag
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
https://tracker.debian.org/pkg/lsof
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
https://tracker.debian.org/pkg/strace
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
https://tracker.debian.org/pkg/ltrace
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
https://tracker.debian.org/pkg/xtrace
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
https://tracker.debian.org/pkg/powertop
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
https://tracker.debian.org/pkg/cron
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
https://tracker.debian.org/pkg/anacron
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
https://tracker.debian.org/pkg/at
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9.4.2 FRMEL
BHRRRA R B — AT R BT S
# nice -19 top # very nice

# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERUEAT , RsRHBRAERESTRGERGE. IMMERAX 64,

9.43 ps@Hd

£ Debian ZZt EH ps(1) ap< FHISHF BSD # SystemV i , HEATIRAESHEHFZIESN.

I AR A& I
BSD psS aux BR%CPU %MEM
System V ps -efH B~ PPID

Table 9.10: ps 4R FIR
SFES (FETH) FiFE , REERIRITPPID” FEAAIA AR ID SKRILEA].
pstree(l) a4 BIRUHFEN .
9.4.4 top Hd
Debian A%t LH top(l) MBFERHE , BT RAHREBRKNTITA.
ER—MRERNERERF. ReTLUETR N 8ER1SEICRERTE | Rq” BERAIZFERF.
9.4.5 FHFE—MHFEFTIFRISCH

REEBIBIE — N 12tAR ID(PID) k3 XA RTATTIFSCM | 640 , PID 24 1 iRz | R FEMA.
$ sudo lsof -p 1

PID=1@% AT init &R

9.4.6 IREREFIESN

{REEBIRERFEFIES) , /) strace(l), ltrace(l), xtrace(l) RIRERALAAANES. FERA. X11 & PupfiiRs
23K 2 [RIFIE{S .

IRER 1s s MARSTAR.

$ sudo strace 1s

SN
{# FA1E lusrishareldoc/stracelexamples/ 1 &N strace-graph IS4 fi—/MFE IR TE A E
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9.4.7 RANUE AR EZRTHHFE

AT RUET fuser (1) SRFILERASTAZRE , #la0 , B TFEMFIRAIL"/var/1log/mail. log” M HFETT
It

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

YRATAE R /var/log/mail. log” 2 rsyslogd(8) t543TFFHEA.
YRETRAETE fuser(1) SRIRAILEAERFHHFE , Fi2n , A TENARAL "smtp/ tep” AN HFEFTIF.

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

MAERFE R RENIZIT exim4(8) kA IEIERE| SMTP ¥ (25) ) TCP iF#%.

9.4.8 FHAREIEEMEERE — w4

watch(l) fEREERREFIT— M4 , F2REREE.

$ watch w

BRBPLENEREIRLE , 5 2 W EH—IX.

9.49 (FRANXHEHIXER—I a4

B LR HNERBAERT — 04, BIUFAE , a0, ILEce FE* . ext”.
» Shell FHAR, (BRE 12.1.4 ).

for x in *.ext; do if [ -f "$x"]; then command "$x" ; fi; done

« find(1) 1 xargs(1) Fx&:

find . -type f -maxdepth 1 -name '*.ext' -print® | xargs -0 -n 1 command

« find(1) {FA"-exec” WHRHPI T4

find . -type f -maxdepth 1 -name '*.ext' -exec command '{}' \;

o find(1) {7 -exec” EWMFHHIT—N4EH shell fZ:
find . -type f -maxdepth 1 -name '*.ext' -exec sh -c "command '{}' && echo 'successful'" \;

LERFIFHRELLIERROMHE (NBETR). findQl) BEZSERMAIE , 0% 1015 7.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.10 M GUI Ba—12fF

STF 45447 RM (command-line interface , CLI) , $PATH FNEAEFTFE R E T E— N IUEMN L HRNFEFL
PiT. 0% 153 77,

X+F& M freedesktop.org ArAER EFEFH A ME (graphical user interface , GUI) , /usr/share/applications/
BRHH *.desktop XA MEFH GUI XRBRIZM T HNEMEME. EM Freedesktop.org xdg X H8 ARG MG
—ANEREA |, 38337 /usr/share/applications/” F*.desktop” 12 {HIMEER TR T IS, E M Freedesktop.org FRAE]
MAEEIE , A xdg-utils FA4EF) AXESHRERE(IHZFE, £ 0, lusr/share/doc/xdg-utilssREADME”,

ZEMEIF , chromium. desktop X A“Chromium MILE N Y28 E X T MR B , BIaNFEF L “Name”, T2 AT
HRMSE Exec”, FHERNERR Icon"%% (S fAECETNST). XHERBWNT :

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xm1l;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

XE—MRABAKR. *. desktop AHE T EABHBIRT.

The desktop environment sets $XDG_DATA_HOME and $XDG_DATA_DIR environment variables. For example, under
the GNOME:

* RIXE $XDG_DATA_HOME. (RH{EFIRRIA{E $HOME/ . local/share.)
» $XDG_DATA_DIRS #i&% &} /usr/share/gnome: /usr/local/share/:/usr/share/,

EHEBR (3N XDG Base Directory Specification) FIL FAFEFH RN TR,

* $HOME/ . local/share/ - $HOME/.local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

* . desktop EBIRBIXMRAFFIEXLE applications HRF#HITEF.

TN
EEN—IMHAFPEAENMN GUI ¥HAT , FE £ $HOME/ . local/share/applications/ R HHRM—4
* . desktop 3.

RN
"Exec=..." {TAR&H shell fi##, MRFERENRLE , {F/A env(1l) command,



https://zh.wikipedia.org/wiki/Command-line_interface
https://www.freedesktop.org/wiki/
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://specifications.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
https://specifications.freedesktop.org/basedir-spec/basedir-spec-latest.html
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N
R, ARTEXLEYER R T autostart BRFEILT —1 *.desktop XXfF , U *.desktop XHHIEE
RFEFAEREME BT B3IT. $ ), Desktop Application Autostart Specification,

TN

AE{BAHD , 2NER7E $HOME/Desktop BHFHEIL T —/ *.desktop XA I H S MHIBEHACE W IF 2 mEIRESh
RIBE , MR EEFTEENRBFLWIIT. BEE , $HOME/Desktop BRHMSKIrERSEEHHEF X, 2N
xdg-user-dirs-update(l),

9.4.11 BHEXHENAEFF
—ERFARA—MEFENE. THEARLKIRNAE,

- NARFECERA

GNOME desktop: "Settings” - "Apps” — "Default Apps”

KDE desktop: "Application Launcher” - "System Settings” — "Default Applications”
Iceweasel W¥E2S "W~ “HEM - N AER

mc(1) :“/etc/mc/mc.ext”

« Bl4N“SBROWSER”, “SEDITOR’”, “$VISUAL"FI“SPAGER"XELAIMEAE (£ M environ(7))

« ATl editor” “view” “x-www-browser” “gnome -www-browser Fl“www- browser " XHFE FH update-alterr
R (BN 147 )

s “~/.mailcap’M“/etc/mailcap’ X HHINAREL T F2FH MIME 28! (&3, mailcap(5))
* “~/.mime.types"f“/etc/mime. types"XHHINAXKELT MIME KEHHY &% (£ run-mailcap(l))

N
update-mime(8) 4 ¥ #"/etc/mailcap” X #, Hi B & A F)"/etc/mailcap.order” X # (& I
mailcap.order(5)).

TN
dIEebianutils WAt sensible-browser(l), sensible-editor(1) 1 sensible-pager(l) , E{17] A
AR RREDS . 5 TR ARG A5 BRI HNEsE . FREVURFRLABLE shell s,

R
AT GUI (RERARME) TE{THIA0 mutt XEEAEEH A N R FSRVE AR ENEN BFER |, RNAZE Il
B —A GUI (BIEBARE) MBREFIHFEE/usr/local/bin/mutt - term” AR E BRI B 1ERN R,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@"

EOF

# chmod 755 /usr/local/bin/mutt-term



https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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5518 554 BE | ER

BZ:]
==
0 Kk | KEAREDET
&N
kill(2))

2313

1 SIGHUP i
PP i

MERIRHTTFERE (ES3FIR)

RIE

IGINT .
2 SIG e

MEEEFHT (CTRL-C)

3.
prig/ i
It
V3
dump
core

3 SIGQUIT MEERIRE (CTRL-\)

2314 Fo a4 Ll {22
9 SIGKILL e AAJFEZE kil 5=

AL | agmsmstse

15 SIGTERM e

Table 9.11: kill €548 FA{==%3%
9.4.12 RI— AR

A kill(1) B HE ID kR (BE—MES) — e
M killall(l) 3k pkill(1) BIHEHLSMNEFHHE BIERMRIFERNZES.

1517 at(l) R TH— RN TIE,

$ echo 'command -args'| at 3:40 monday

9.414 ENMESFTHE

£/ cron(8) kFHITERMESTHE, £, crontab(l) # crontab(s).

PREEBIEA— AN T B P ENIZIT— 1352 , thin, foo {# A crontab -e” 548/ — crontab(5) KI3C

f"/var/spool/cron/crontabs/foo”,
XERE— crontab(5) STHHFIF.

# use /usr/bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is
MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR'ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul
15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It's 10pm" joe%Joe,%%Where are your kids?%.%%



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix信号#SIGTERM
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23 */2 1 2 * echo "run 23 minutes after ©Oam, 2am, 4am ..., on Feb 1"
5 4 * * sun echo "run at 04:05 every Sunday"

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)" == "Mon" ] && command -args

TN
SHBLARELSOEITINASE , Tk anacron RAERER PTG S |, S IEEILNLRBIMNNEIZET |, 7
sFBEEEEREEEIE. £ X, anacron(8) 1 anacrontab(5).

7R

STFENASZHEIFHA, REEB L root 0K 2 E B & 17, BX M & & \”/etc/cron.hourly/”,
"/etc/cron.daily/", "/etc/cron.weekly/”, 8"/etc/cron.monthly/". XLEEIA BT E] , BT LAE
Id"/etc/crontab” f1”/etc/anacrontab” JEH.

cron [a AT HFE (daemon) RFFERT , Systemd thERE [N TRIZ I TAEFFHRMIRERAE . BI40 , /1ib/systemd/system/e
#1 /1ib/systemd/system/apt-daily.service X & XM apt T21T3). &0 systemd. timer(5) ,

9.4.15 ETEHMITIHES

Systemd BEBPUTITRIFERF , NNETREEH , CREBETHEEHSH. £ A% 10.2.3.3 WML 10.2.3.2 KA
i

9.4.16 Alt-SysRq %

& Alt-SysRq (PrtScr) A& RIR— N FEHRE , T A BXN RGN 256,

Alt-SysRq 2 Jafi5E TR R
K kill XIEE LA EIAES & _ER B 3HE (SAK)

sync [ R T B &R ER R ARG K8 R BURTIN
S HIAE A RFEBTE R AS (umount)
T X pAnta ,» K raw BBk B i

S| Slwm

Table 9.12: ZE &K SAK d54HE%13k

BZ(EE 5N Linux NAZFE PSR RFA » Linux Magic System Request Key Hacks

EI TN
M SSH &% , {REEMEIBILM"/proc/sysrq-trigger” EANAKREMA Alt-SysRq 554, 620 , M root shell
IRRFE{T"echo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3€ syncs 1 umounts

BT EHEER A RS,

B & (2021) Debian amd64 Linux Ni%2k /proc/sys/kernel/sysrq=438=0b110110110:

* 2 =0x2 - [SRIEHIE BERIES) FTFF)
* 4 =0x4 - FRMEIEH (SAK, unraw) (FTFF)
« 8 =0x8 - BRHREARLM (debugging dumps of processes) . (%)



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd
https://en.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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* 16 = 0x10 - /33 sync &4 (fTF)

* 32=0x20 - BRAREERER (fTH)

* 64 = 0x40 - FRHFEMES (term, kill, oom-kill) (5<[4])

* 128 =0x80 - A EF. XMRBIR (FTF)

* 256 = 0x100 - AAVFAREATA RT (KBY) EFMER 3T

9.5 ARG

9.5.1 HHERGE?
FETBUEES FEN S AR E RS RERGE,

« who(1) B/RERRERGEM.

« w(l) BIREERERGER , M EEERTA.
* last(l) B RAFPREERHIIK.

« lastb(l) B/RAFREHRERKIIR.

ET YN
"/var/run/utmp” ¥1”/var/log/wtmp” FAEXHRE AE5E. 4, login(1) # utmp(5).

9.5.2 ZELERTHE A

ARATPUEE FTENARER wall(l) AERASERE—NPAREEE.

$ echo "We are shutting down in 1 hour" | wall

9.5.3 RS

+F PCl 2% % (AGP, PCI-Express, CardBus, ExpressCard %), —FFia#{E R Lspci(8) (tLiFN_L"-nn”" 1%EMm) 3
ITRARAIPLERLT .

AN, RETUEE Fi&"/proc/bus/pei/devices” BEMINATIN %"/ sys/bus/pci” FTHEM B FH kT4
B (BNE 1.2.12 7).

9.5.4 MFHECE

% GNOME M KDE XEIMAEELE AL , RAKR S EHRECE RS BT MM METREE TAKERE , BHE
—EREEINEMAR , LE—MFNEE.

XE, ACPI —/tk APM it REIR REAELS,

FLZN
ARG CPU IREFRINGE , AR acpi_cpufreq K,



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
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KA, AT X/ | UtER
pciutils V:254,1:992 | 280 Linux PCI TE: 1spci(8)
usbutils V:80, 1:887 | 322 Linux USB T_E: Tsusb(8)
nvme-cli V:22,1:30 2222 | Linux NVMe LE: nvme(l)
pcmciautils VA, .7 92 Linux PCMCIA I E: pccardct1(8)
scsitools V0, I:2 261 SCSIFHEIE T E&: 1sscsi(8)
procinfo V:0, I:6 149 W /proc™ 1sdev(8) KB AL EE
Tshw V:13, 1:90 971 FEHEEESE: Tshw(l)
discover V:27, 1:685 81 EHRAAS:: discover(8)

Table 9.13: AR A%IFE
KA, AT AN | UtER
console-setup V:77,1:973 | 420 Linux FHI&EFZAMEER TR
x11—xserver—ut113v:312’ 1:542 | 559 X fR%im TR xset(l), xmodmap(1)
acpid V:58. 1:90 158 BESRTACEMEREN (ACPI) EHN KNG A TR

(daemon)

acpi V7, 1:85 49 B/RACPIREEERNITE
sleepd V0, I:0 84 EELATAN , FHAAKRKRKSRRETFHEFRE (daemon)
hdparm V:117, 1:222 | 246 EEARIET (E05%E 9.6.9 1)
smartmontools V229, 1:264 | 2455 | {#F S.MAR.T. BRI G 7 1E A5
setserial V:3,1:5 104 SOTHTEE
memtest86+ V0, 119 12473 | NGRS ETAEE
scsitools V0, I:2 261 SCSIFHEHETEE
setcd V:0, I:.0 33 eI ATRIE L
big-cursor [:0 26 X ARG K R ARIGHR

Table 9.14: IgHECE T A%k



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
https://tracker.debian.org/pkg/pciutils
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
https://tracker.debian.org/pkg/usbutils
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
https://tracker.debian.org/pkg/nvme-cli
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
https://tracker.debian.org/pkg/pcmciautils
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
https://tracker.debian.org/pkg/procinfo
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
https://tracker.debian.org/pkg/lshw
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
https://tracker.debian.org/pkg/discover
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
https://tracker.debian.org/pkg/console-setup
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
https://tracker.debian.org/pkg/acpid
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
https://tracker.debian.org/pkg/acpi
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
https://tracker.debian.org/pkg/sleepd
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
https://tracker.debian.org/pkg/hdparm
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
https://tracker.debian.org/pkg/smartmontools
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
https://tracker.debian.org/pkg/setserial
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
https://tracker.debian.org/pkg/memtest86+
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
https://tracker.debian.org/pkg/setcd
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
https://tracker.debian.org/pkg/big-cursor
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9.5.5 AL [AIFIRE {4 (E]

THERERZHEATES : MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian RS ENE % IR AAMESE) , (BREAFISEIEE (E/R UTC(GMT) Bal,
INRIFHATENRE A UTC B8] , i57E“/etc/default/rcS"BHIXE ‘UTC=yes",
TEHEEHAEE Debian RZ{F X,

# dpkg-reconfigure tzdata

WRARFBIBIT N K FE ARG , Z/EF M ntp, ntpdate A chrony XIS A NTP fR%-.

TN
7£ systemd T , 2{Ff systemd-timesyncd RKERIHITMERBRL. S0, systemd-timesyncd(8).

N TERNES.

« ¥ERAESRA] HHAETE HOWTO
* NTP RS E

* ntp-doc A

EF N
£ ntp BEMEM ntptrace(8) BEBIRER NTP JRE4AEZE RIGIR,

9.5.6 KiglLE

BIAAHTURKECE FFHEHI A ncurses(3) RELMRE.

« “/etc/terminfo/*/*" X4 (terminfo(5))

+ “STERMINEAZE (term(7))

« setterm(l), stty(l). tic(l) F toe(l)

R xterm i) terminfo XtIE Debian B xterm NEVEMA , M RMITFEERE| Debian REEHS , REEBTIRAVL

IHZETSTERM”, \“xterm”E ¥ AThRESZFREMIRAS (Fla0“xterm-r6”) . EZ NS N“/usr/share/doc/libncurses5/F/
= “STERM"F 5218 K.

9.5.7 FEEEMIKNE

BAFIER Linux KB RREIRSNFEFA 2% Linux BF5{KZ& (Advanced Linux Sound Architecture , ALSA) 324it,
ALSA 1T 3B Z B0 A E AS: (Open Sound System , OSS) FIARIME.,
NABRHEATHEEARNNEFHRAEFSTRS , W ABY —EREMEFETRSmASEKAEEN. BAT,
PulseAudio, JACK # PipeWire # FIEFEE MRS Im AL, £ W Debian FE S H SEIRIIEN.
ENMMTHEENEBEE HE —MEANESSI 2., S/ 8N AR FERNAES S| BE00] UEFERE A RNAE S IR
%25,



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
https://tldp.org/HOWTO/TimePrecision-HOWTO/index.html
https://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
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AN

{#M“cat /dev/urandom > /dev/audio’= speaker-test(l) kMXFHE (AC=1h).

LN

MRARTETEIEE |, BMRNE R TeaEEE T — Mgt IIRNETRAZEEFZHE. alsa-utils B
A alsamixer (1) ATRARIFHECEF S MFFERE.

KB, AT XN | A

alsa-utils V:341, 1:475 | 2702 | BCEF{ER ALSARTHE

oss-compat V:0, 110 18 £ ALSA 735 0SS, fifi“/dev/dsp not foundsix

pipewire V:316, 11373 | 142 | EAAILMATE S E 2 BAR RS In - TTBURE

pipewire-bin V:324,1:373 | 2094 | EIMFAINETE S| L ARSI - BIMARSF M S1TIEF

pipewire-alsa V:168, 1:238 | 197 BRI S L IR R 5 im - 12 ALSA SRS
SI’ ﬂl %‘5{57 H el-I.LI _ \‘}l: R SI/

pipewire-pulse | V:280,1:340 | 64 gﬁ%ﬂﬁﬁﬂ‘ﬂ%l FZIEAERSIn - X3 PulseAudio &R

pulseaudio V:166, 1:1197 | 6606 | PulseAudio Ai%5im

Tibpulse® V:439, 1:587 | 977 PulseAudio & Fig &

jackd V:2, 1:115 [} JACK Audio Connection Kit. (JACK) fR%z5 ({KiER)

libjacke V2, 1.9 330 JACK Audio Connection Kit. (JACK) FE ({KiEiR)

Libgstreamerl.0-Py, 455 |.602 | 5280 | GStreamer : GNOME 3535

Libphonondqts-4 1,58 164 | 572 | Phonon : KDE 353t

9.5.8 XIFIFHER
XA RESRY , EHTENGS,

Table 9.15: BEEHM4EE,

HiE

ke

Linux =H &

setterm -powersave off

XE@H CRARHRT)

xset s off

X&H (<] dpms)

xset -dpms

X&H (F&E&F GUIKH)

xscreensaver-command -prefs

9.5.9 XfiEEE

Table 9.16: KA FHRIFHLSIIFK

AT AIERR M PR 2 IR PSR R AMENS RS, 38 pespkr PAZAES MR |, AT AMEIX &,
bash(1) FZIiK readline(3) F2/F , UBFIELFF (ASCII=7) i , ok 4E., THEHRIRIESEIEAA.

$ echo "set bell-style none">> ~/.inputrc



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
https://tracker.debian.org/pkg/alsa-utils
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
https://tracker.debian.org/pkg/oss-compat
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
https://tracker.debian.org/pkg/pipewire
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
https://tracker.debian.org/pkg/pipewire-bin
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
https://tracker.debian.org/pkg/pipewire-alsa
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
https://tracker.debian.org/pkg/pipewire-pulse
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
https://tracker.debian.org/pkg/pulseaudio
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
https://tracker.debian.org/pkg/libpulse0
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
https://tracker.debian.org/pkg/jackd
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
https://tracker.debian.org/pkg/libjack0
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
https://tracker.debian.org/pkg/libgstreamer1.0-0
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
https://tracker.debian.org/pkg/libphonon4qt5-4
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.10 N{EFF

SRR, X BB BN A EREEINGERERBR.

« “/var/log/dmesg"FHRINZBINEEEE T vl HNGFRAEHHE RN,
« free(l) A top(l) BRIEEEITRIRASEFNERFEHMEREE.

THEZE—BITF.

# grep '\] Memory' /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k «
data, 296k init)

$ free -k

total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572

RATRES RIS AR (“dmesg & VF{R free Sk 990 MB , T free -k &F{/R free 25 320 MB, iXEK T #8id 600 MB -++--

AR Mem: X TH ‘used" R AMER ‘FreeB/NMAE , RN , REEEENE TEMNIV (ELAKGIFHE
{112 675404 F1 321780).

X+ F I MacBook , 5 1GB=1048576k N7 (B RARLZAE—L) , HKBZIMMT.

RE TN
dmesg / total FK/]\ 1016784k = 1GB - 31792k
dmesg F ] free 990528k

shell TH] total 997184k

shell ~#] free 20256k ({EBE®EICR 321780Kk)

Table 9.17: IREMNTFER/N

9.5.11 AZREMMTEMKE
MRNRGAP TR RRRNAL , SBERSNIIRAER.
HFRERLMNTRMORE | FEENTEXLHEIA.

debsums A, , W, debsums(1) #% 2.5.2 77,
chkrootkit ¥4 , MW, chkrootkit(1),
clamav AN , W, clamscan(l) 1 freshclam(l),

» Debian security FAQ,
» Securing Debian Manual,

TEZ—NMARKHEA , AkGNEIK T AT SRR SHERUR.
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

Ly
® EEE debsums X 4-fE A MAF 44K MD5 D , Rt EERE , AT EMERGE R 2RI
ITHE,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/MD5
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REE ATIE NN iﬁﬁiﬂiﬁ i N o
'Logcheck V:5, I:6 120 g%%?gjjﬁ#*i (daemon) ’ 4%:%2»5/&\11#'43%#% ﬁﬁmﬁ{t}:&
debsums V:4, 1:30 107 SKHFERF , i MD5 READNT 2 L X B RS HRH TR R
chkrootkit V9, 1:14 966 rootkit £ MIEx &

clamav V:8, 1:39 33154 | Unix IimES<BiEr wdiTHRm

tiger Vi, i1 7800 | IREARGZTERIR

tripwire VLIl 5050 | XHFANE R TTRHERINEAF

john V117 469 | FeHtRIEREE LR

aide Vi1, 1.2 331 SR GHER N —F S 3

integrit V0, 1.0 2939 | T RMREFEF

crack V:0, I:.0 153 R NFE R

Table 9.18: AT AL LM MTBMKRERNTA

9.6 WURTFMERZD

Booting your system as the Linux live system (see 8 3.2.2 7 and & 3.2.3 77) makes it easy for you to reconfigure
data storage on the installed system.

ﬂﬂiﬁgz‘f GUI (BB AR E) REAL MEEFER , X ENIHTRIER , RATREREMdi£47F L umount(8)
X,

9.6.1 REETAEMIFN

T B E B e AR mount, coreutils 1 xdu BREEIRHLAFEFRIE(
« mount(8) BRFTAHRMNIIH AL (= ).

o df (1) REXH RS FERNEE T,

o du(l) T B RRE AR R =),

HeN
RATAK du(8) It &% xdu(1x) , SREMERNEERZENER , flgn“du -k . |xdu”, “sudo du -k -x
/| xdu"FSE,

9.6.2 FHISXEE

MNTREESXEE , RE fdisk(®) HINHRREREE , (B2 parted(8) TRAEEEREEN.

M PC FRAMMKNES| S85% (Master Boot Record , MBR) AR , $ES N XEIBRGFES—BX , B LBA 5
X 0 (512 F7),

—e a5 — Y B EEO  (Unified Extensible Firmware Interface , UEFI) BIIE{t PC , G3E5ET Intel 1§ Mac ,
£ £ RE—IRASXEK (GUID Partition Table , GPT) AR , BENXBIBEAREESE 1T BX.

R fdisk(8) " HEBRENXHMRELR |, {BIIZE parted(8) HERTE.

VIV
® R parted(8) FHRMAEARMZIMAR LGRS , AEALFRIFNEIITARMILEELSETARS ,
#1140 mkfs(8) (mkfs.msdos(8). mkfs.ext2(8), mkfs.ext3(8). mkfs.ext4(8)----- ) 1 resize2fs(8),



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
https://tracker.debian.org/pkg/logcheck
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
https://tracker.debian.org/pkg/debsums
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
https://tracker.debian.org/pkg/chkrootkit
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
https://tracker.debian.org/pkg/clamav
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
https://tracker.debian.org/pkg/tiger
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
https://tracker.debian.org/pkg/tripwire
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
https://tracker.debian.org/pkg/john
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
https://tracker.debian.org/pkg/aide
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
https://tracker.debian.org/pkg/integrit
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
https://tracker.debian.org/pkg/crack
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
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BHE TTE XN ] AR

util-Tinux V:897,1:999 | 4384 | ZMARZTHR , B85 fdisk(8) A cfdisk(8)
parted V:445/1579 | 126 | GNU Parted , DX HEREF

gparted V:13,1:92 2313 | EF libparted /) GNOME S XUwiEFEfr
gdisk V:20,1:309 | 940 | FIT GPT/MBR FHEHE & NS XIwiEie F
kpartx V17, 1:27 78 AP KB R E IR AR

Table 9.19: EFHE NP XEHRHEE

HE

AT GPT # MBR 2 [@Y1# , MRBEZEEBRI RN ILNRF MRS (205 9.8.6 ) H{FER parted
/dev/sdx mklabel gpt’si‘parted /dev/sdx mklabel msdos”EREE. BEE , XBEFEAK ‘msdos’ 2
AT MBR.,

9.6.3 {#fH UUID yjjja) X

REEHECERNS XA BIFEN RRNBEIRFF RSB N XT=ERRKA T , BIRA MERFR—4 UUID ki
[EEA]. WRIFE L MELIFEIRE BIOS/UEF ISAREN—BHREZHNE , A UUID BRERERE.

« mount(8) fy$HA - UL AT AfE FAUUID SR — MRS , MALMERMMISTEFRFR |, Fl2n“/dev/sdas’,
« “/etc/fstab” (£, fstab(5)) AR UUID,
o SIENERFEF (58 3.1.2 1) WaRAER uUID,

ST
RETRA#EF b1lkid(8) SREF —MFE K& UUID,
SR ETAE A 1sb1k - &M UUID HEFHEEE.

9.6.4 LVM2

LVM2 B—AATF Linux RZHLZES SR, /A LVM2 H1E |, BESXAT AR EZES R ERYIEEE.
LVM B TF3IFEK.,

o Linux NAZF IR &L HF (Debian PRAZZRIASCHF)
« APEEXREMSIFE (libdevmapper * 3k4H4)
s AFEENX LVM2 TR (lvm2 {44)

BN TEK man FHRFFLET & LVM2,

« lvm(8) : LVM2 HLHIAEREAIR (FIH T B LVM2 454)
« lvm.conf(5) : LVM2 IBCE 4

 lvs(8) : IREZHEENMKRER

*+ vgs(8) : IREEHMERER

* pvs(8) : IREYIEEMEXRES
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9.6.5 XHASEE

T extd RS, e2fsprogs BiRETHEMIA.

» mkfs.ext4(8) B extd RS

» fsck.ext4(8) KEMBEINA extd RS

» tune2fs(8) BLE extd N ARG HHBRKRL

+ debugfs(8) XRERAIER extd XHARS. (BEF undel dadkIkE

mkfs(8) #1 fsck(8) dn412H e2fsprogs AR MM , B KEFH RGA KFEFHK

L2 MIBRAS o)

Bl¥m.(mkfs . fstype #l fsck. fstype).

ST extd XHREE, ENRE mkfs.ext4(8) # fsck.ext4(8) (BT SHEHE mke2fs(8) Fl e2fsck()).
Linux XIFEIE— RS , BRMKD S,

BT TATE AN |
e2fsprogs V:796, 1:997 | 1549 | ext2/ext3/extd XHZZIT R
btrfs-progs V:48, .76 5204 | Birfs XHFEAGLE
reiserfsprogs V9, 1121 473 Reiserfs XFRAZG T H
zfsutils-linux | V:31,1:32 1891 | OpenZFS XHFAG T H
dosfstools V:247,1:572 | 310 FAT X &5 T E. (Microsoft: MS-DOS, Windows)
exfatprogs V:36, 1467 | 352 exFAT XHFAG T H , B=E%#.
exfat-fuse V:2,T:50 73 FUSE &5 exFAT X AZE (T83K) T30,
xfsprogs V:36, 1:86 4386 | XFS XHAZLH. (SGI: IRIX)
ntfs-3g V:193,1:527 | 1500 | FUSEEE NTFS XHFAL (fdX : Windows NT-----+) IKz]],
jfsutils Vo, 1.7 1104 | JFS XHFFEZTE. (IBM: AIX, 0S/2)
XOFriso V:14, 1:63 347 ﬁggﬂ?rs“;or the 1SO-9660 filesystem and CD/DVD writing from
wodim V:8, 1:96 898 command line CD/DVD writing tool from cdrkit
genisoimage V:18, 11167 1567 | command line ISO-9660 filesystem tool from cdrkit
reiser4progs V0, I'1 1367 | Reiserd X &S LA
hfsprogs V0, I:3 394 HFS F1 HFS Plus XHAZLTE. (Apple: Mac OS)
zerofree V:5, 1:119 30 i€ ext2/3/14 X H ARG EERNBRE AERREF

Table 9.20: X##AGERMIFR
RN

Ext4 XHFRGE Linux R LZOVARGRS | S8 EFFE XN UFRS | RAERERRRIERAER.
Btrfs K ZABEMAE Debian wiki on btrfs #1 kernel.org wiki on btrfs £, E#HHIE/ER extd XHRGEZ FHT—1

BUASCHERSE.

—8TRAATPIEIRA Linux RESTHRIIED PR RS (B % 9.8.2 7).

9.6.6 XHALABMTEMKE

mkfs(8) #£ Linux ALt LRI ARLE. Fsck(8) M47E Linux REE RS RG T
EXF ARSI , Debian TAERIAR AMMERNZTT Fsck.

MR E G R INRE,

7Ny

EEEHERNH RS LIBTT fsck , —REARTEM.
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https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
https://tracker.debian.org/pkg/hfsprogs
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ET TN

f£7/etc/mke2fs.conf” Bi& & enable_periodic_fsck” 3 {Ff tune2fs -cO /dev/partition_name”
WERAHRECH 0, EJIAEE S |, iF root XHREBIEENKBE XGRS L , REMIEIT fsck(8) 4.
%), mke2fs.conf(5) 1 tune2fs(8).

MNEBhABEEITH Fsck(8) mé4ER , AIAE /var/log/fsck/”" BR TEE.

9.6.7 EIHEBERMAIARLE

“/etc/fstab™ R EE T ARSI RSEIE. HM

«file system» «mount point» «type» «options» «dump» «pass»
proc /proc proc defaults 00
UUID=709chedc-80c1-56db-8abl-dbce3146d2f7 / ext4 errors=remount-ro 0 1
UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap Ssw 00
/dev/scdo /media/cdrom@ udf,iso09660 user,noauto 0 0
R~
UUID (3128 9.6.3 1) AIABR—MRMBRELFR (Flan“/dev/sdal” “/dev/sda2”+) FKiRHI—MRIX
&

M Linux 2.6.30 i2 , RAZAIBUAIT ARt relatime” 1590,
%01, fstab(5) 1 mount(8),

9.6.8 IEITHBKIR (superblock) XA
— AN ARG RTIMEF tune2fs(8) 4 Bt BRI AL,

e PiT“sudo tune2fs -1 /dev/sdal”B[PAER“/dev/sdal” ST H RS BEENE.

» }147’sudo tune2fs -c 50 /dev/sdal” A "/dev/sdal” XEERGKE (FEBNHRIT fsck) BKIRZEE A& 50
=Ll

« T sudo tune2fs -j /dev/sdal’&4AHRERMBEINGE , BI*/dev/sdal’ S RGN ext2 ¥ A
ext3, (XRFEBHRGXAM. )

» P{T“sudo tune2fs -0 extents,uninit_bg,dir_index /dev/sdal && fsck -pf /dev/sdal’f£“/dev/sd
EHE M ext3 Fih extd, (XIRIFZBMARZXAM.)

ST
R%E tune2fs(8) KIZF XN , (BERNNBERT ext2 XHAS , AEAT ext3 F extd UHFRL.

9.6.9 FHEML

Tt
@ ATERAE N, FRBFOBA3HER hdparn(8) ) man FMT , BNXTaEARBIRTHE
RS KH .



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
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Re] PAE T “hdparm -tT /dev/sda’skRMiR/dev/sda’ @ & HAIR)EE. XtF—L{EA (E)IDE EHFNER , 1R
" AE R “hdparm -q -c3 -d1 -ul -m16 /dev/sda’3ZH“(E)IDE 32 X, B “using_dma flag”, iXE
“interrupt-unmask flag”3#i& & “multiple 16 sector /0" (/& !) , NMANRE L HRIEE.

HRATBUEE “hdparm -W /dev/sda”3MiR"/dev/sda" & KB N EFBE FRATM{E A “hdparm -W @ /dev/sda”
KB NEFINRE,

BWASE CD-ROM SR , #RATAEM seted -x 2" [RRRE , SISER 4 K45 CDROM Y&,

9.6.10 [ESERML

ESHEA (Solid state drive , SSD) B HTA LAB B sh&.
1E /etc/fstab B , ¥ S AMHIRIRREZ A tmpfs” |, ]RSO N EARE AL 8] SRR LGS R

9.6.11 {FF SMART FiUNAE & k=
YRATAE A3 SMART f] smartd(8) [E&FH R (daemon) RISIEFICRARHITEE .

1. 1£ BIOS /= SMART Zhig

2. &4 smartmontools M,

3. B df(1) FIHBERIKFIHRFEA],
< EFRMMBER B RIZME R A"/ dev/sda”,

4. #&E“smartctl -a /dev/sda’@igit , & SMART DiRER A CBH.
o MEIEH , @it smartctl -s on -a /dev/sda’BAE.

5. BE TIIARIZST smartd(8) JEA T #HFE (daemon),

« JHl% /etc/default/smartmontools"(#f#“start_smartd=yes"HIiE.
- @id“sudo systemctl restart smartmontools”EHja5h smartd(8) FATH#HFE (daemon),

RN
smartd(8) JFA T (daemon) AJRAfER /etc/smartd.conf XHHITEEN , XHFEETHIHNES.

9.6.12 &I $STMPDIR 5 IEAS 77 iE B %

¥ A2 Fr— AR A B R/ tmp TR 3O, 1R/ tmp iR B 2 BHZ(E , #RATLUET $TMPDIR A EA
FEFFIEE I AR R,

9.6.13 BI LVM ¥ & FFEMEZTA)

TELEBIE7E Logical Volume Manager ;22385 & (LVM) (Linux §514) EISX , EfTTTARSHEE &HY R
iy REOARBE KRN, MAFTEESNFHRE LHTRENENAE.



https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
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9.6.14 BEHEBF N0 XKY & BEMHETIE

MRFE—NTRHX (Filan“/dev/sdx?) , {RATLAMER mkfs.ext4(1l) BEERW , FFA mount(8) BEHEHZ!
HREZFZTRPER. REEEHFIEPERENE.)

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t extd4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
FREATRUEFHER— N TREAREGMG (A% 975 1) EA—NMERRE (B0 9.7.3 7). KERAER(E
FE LA RIRFEER G AN,

9.6.15 &I “mount --bind"# = F— B RKY B o] B TIE]

MRRES—NIOXEFE—NMHETHATRKTESR (Flan“/path/to/emp-dir”) , RETRUEEHH“- -bind %M
B mount(8) , WEHEZEI—MEAFEEZLTEWER (Hlan‘work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 JEiT overlay $£% (overlay-mounting) F— B3RV & ] BZ#SA]

MRIRIEH— Aﬁj\Eﬂ%EF'ﬁ—IFﬁE*] S[8) (140 ,“/path/to/empty”#1*/path/to/work’) , RAIAFEHFZ L —4
BRIHERERTE IEﬂEq;ifV\lElE]*]E1='<L (10 ,“/path/to/old) , TkHiK , AREEMT Linux 3.18 HEPIALELE
TARA (X Debian Stetch 9.0 BiE HikRA<) 4 OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty”#I“/path/to/wor kK’ RAZUTAEEMNX , NMEEBE AN“/path/to/old”,

9.6.17 {ERFFSHHEY KA AFHETE

( ) N
XE— I EFANMIEA, FERHEBRR Rt R I RERAIEE TE. EMRAkE R LR dER"
BI%1Z,

MRGREF—NMHXBEFE—NEEUTRTRNTER (Hlan“/path/to/emp-dir”) , RETRAER n(8) BIZLERH
— NS,

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo 1ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

BB BH B PR



https://en.wikipedia.org/wiki/OverlayFS
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B

FISTERARSGTEIEKE R (Fl21"/opt”) EREREIAR, XHNHEERS TN IR E &,

9.7 WM&

FAMEX BT R R IRIE.

9.7.1 HIVERER ARG S

The disk image file, "disk.img”, of an unmounted device, e.g., the second SCSI or serial ATA drive "/dev/sdb”,
can be made by one of the following.

# dd if=/dev/sdb of=disk.img; sync
# cp /dev/sdb disk.img ; sync
# cat /dev/sdb > disk.img ; sync

&4t PC LT X IDE BEH—BXMESFICK (MBR) ($R5 9.6.2 1) MHERGTAEM dd(1) BYTF
SIHAHEIL,

# dd if=/dev/sda of=mbr.img bs=512 count=1
# dd if=/dev/sda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/sda of=mbr-part.img skip=446 bs=1 count=66

s “mbr.img”: HHNHXFKEK MBR
» ‘mbr-nopart.img”: REAXFEHK MBR
* “mbr-part.img”: {X MBR {5 XK

WMRFERZN RGN —MEE XM | (REREM"/dev/sdal"EEN"/dev/sda’,

9.7.2 EHFEEAEH

The disk image file, "disk.img” can be written to an unmounted device, e.g., the second SCSI drive "/dev/sdb”
with matching size, by one of the following.

# dd if=disk.img of=/dev/sdb ; sync
# cp disk.img /dev/sdb ; sync
# cat disk.img >/dev/sdb ; sync

A, RS XM partition. img ] PUBE FIIARE ABILE X/ MNOKFER X (H20 , -4 SCSI
RERE— X /dev/sdb1”),

# dd if=partition.img of=/dev/sdbl ; sync



https://zh.wikipedia.org/wiki/Master_boot_record
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9.7.3 JEEMIF

ATAE AR R & IEE T RNERMEE A S B S XBEG BRI partition. ing”,

# losetup --show -f partition.img
/dev/loop0®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack...hack. . .hack

# umount /dev/loop0

# losetup -d /dev/1loop0

ATRATRI AT PR,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack...hack
# umount partition.img

ATRAE A TR HEREE SN X RGR disk. img MEN X,

# losetup --show -f -P disk.img

/dev/1loop0

# 1s -1 /dev/loop0*

brw-rw---- 1 root disk 7, O Apr 2 22:51 /dev/loop®
brw-rw---- 1 root disk 259, 12 Apr 2 22:51 /dev/loopOpl
brw-rw---- 1 root disk 259, 13 Apr 2 22:51 /dev/loopOpl4
brw-rw---- 1 root disk 259, 14 Apr 2 22:51 /dev/loopOpl5

# fdisk -1 /dev/loop®

Disk /dev/loop®: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBC9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/loop0@pl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.

mkdir -p /mnt/loopOpl

mkdir -p /mnt/loopOpl5

mount -t auto /dev/loopOpl /mnt/loop@pl

mount -t auto /dev/loopOpl5 /mnt/loop@pl5

mount |grep loop

/dev/1loopOpl on /mnt/loop@pl type ext4 (rw,relatime)

H H H H*H

/dev/1loop@pl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002,dmask=0002,allow_utime <«

=0020, codepage=437,iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/loopOpl

# umount /dev/loopOpl5
# losetup -d /dev/loop0

;L , FRUATRAMER kpar tx AT K kpar tx(8) L R &M FE & X ZERIKTHER.

# kpartx -a -v disk.img

add map loopOpl (253:0): 0 3930112 linear 7:0 262144
add map loopOpl4 (253:1): O 6144 linear 7:0 2048

add map loopOpl5 (253:2): O 253952 linear 7:0 8192

# fdisk -1 /dev/loop®



https://zh.wikipedia.org/wiki/Loop_device
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Disk /dev/loopO: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBCY9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop0Opl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.
# 1s -1 /dev/mapper/

total 0

Crw------- 1 root root 10, 236 Apr 2 22:45 control

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loop@Opl -> ../dm-0

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl4 -> ../dm-1
lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl5 -> ../dm-2

# mkdir -p /mnt/loopOpl

# mkdir -p /mnt/loopOpl5

# mount -t auto /dev/mapper/loopOpl /mnt/loopOpl

# mount -t auto /dev/mapper/loopOpl5 /mnt/loopOpl5

# mount |grep loop

/dev/1loopOpl on /mnt/loopOpl type extd (rw,relatime)

/dev/1loopOpl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/mapper/loopOpl

# umount /dev/mapper/loop@pl5

# kpartx -d disk.img

9.7.4 JEIHHIS MR
FRATERNAR, —MHEEBREGE X disk.ing” BEB BRI S LB TH , B —A T 1% B0 5 ik

%"new.img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img™uT ext2, ext3 g% extd , FRILATUE TEAMEER zerofree B4 BF K zerofree(8),

# losetup --show -f disk.img
/dev/1loop0®

# zerofree /dev/loop®

# cp --sparse=always disk.img new.img
# losetup -d /dev/loop®

9.7.5 HHETHIREEIRGR I
BT EMARER dd(1) |, ATABHE—NK/INA 5GB MZSHIEBE I
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$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

Lbid fallocate(8) FJRATEXEHFER , AREBRMER dd(2).
R TITEMNAERARERS , REEBIEX M EEIRG disk. img” EAIE extd SUHRSE.

# losetup --show -f disk.img
/dev/1loop0

# mkfs.ext4 /dev/1loop®
...hack...hack. . .hack

# losetup -d /dev/loop®

$ du --apparent-size -h disk.img
5.06 disk.img

$ du -h disk.img

83M disk.img

SFFrdisk.img”, ERIXHK/NE 5.0 GiB |, TE KRR F (LR 83MiB. XA EFEJRER AT ext4 EEAMIN
X5

LN
oGS ARSI i R A FE R EURIE A TEN,

[EIFFE A B ARG W& L MZRARHRAE , FEXLREIRSE 9.7.3 THEER/F, FRAEB(EM parted(8) Bk fdisk(8)
XX disk. img” BHTHX , BEB(ER mkfs. ext4(8), mkswap(8) £ LA RGEE.

9.7.6 HI{E 1S09660 4515304

RN
Both genisoimage(l) provided by cdrkit and xorrisofs(1) provided by Libburnia share the same command
syntax except for the command name.

" IRBE R TR E SRR AT ORI 20T BRI cdrkit 3243t genisoimage(1) dy4 kI 1ISO9660 454301 , "cd . iso”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

M , 75| S8 1S09660 45153 |, "cdboot.iso”, BEfE I debian-installer ZHUBE R source_directory”
HltE , AT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

XEH Isolinux boot loader (M5 3.1.2 1) EATFE3H.
RTIEMAI , RATAEENIRRE1THE mdSsum {8 , FHHi{E 1ISO9660 454%.

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://en.wikipedia.org/wiki/Cdrkit
https://en.wikipedia.org/wiki/Libburnia
https://en.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
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O

T
[ ]
TiF

K
KT BEEMER | RIAGVINVGEA Linux 1ISO9600 STHZRZITIE bug.

9.7.7 H##ZE A\ {4%| CDIDVD-RIRW

I~
DVD is only a large CD to wodim(1) provided by cdrkit and xorrecord(1) provided by Libburnia. These commands
share the same command syntax except for the command name.

TREEMSIEI AN T BRI ar S 1KEI ] IS & .

# wodim --devices

SRR ZH CD-R #EA CD IRzhz3FH HIE 1ISO9660 5% |, "cd. iso” EAEN&EEF , Blan AT AR wodim(1)
BEIREAE"/dev/sda” &&.

# wodim -v -eject dev=/dev/sda cd.iso

NRA CD-RW % CD-R , AN T AT/RIdn 4k,

# wodim -v -eject blank=fast dev=/dev/sda cd.iso

R
MRAFNET RS B3hEE CDs , 75 wodim(1) Z BiELuE B EA"sudo umount /dev/sda” HIEE.

9.7.8 % 1S09660 45534

MR cd.iso” BE—4 1S09660 5%k, THEMEH SF TIFEBXAHE]"/cdrom”.

# mount -t i1s09660 -o ro, loop cd.iso /cdrom

SN
WA REARSRES B SHEBRABENN M, 2R 1S09660 ALK CD(Z A% 10.1.7 7).

9.8 utthI¥RE

X2, BANTEEEBRIEFEN TR A H2EE.



https://en.wikipedia.org/wiki/Cdrkit
https://en.wikipedia.org/wiki/Libburnia
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R MTE KN T EA

coreutils V:892, 1:999 | 18457 | FEhEXAA , F od(1) kFH 3L (HEX, ASCII, OCTAL, )
bsdmainutils V4, 1:152 17 T EH#EAR, , B hd(1) kS EXH (HEX, ASCII, OCTAL, -+)
hexedit V1,18 70 RN YwiELy (HEX, ASCI)

bless V0, I'1 924 EINRER T N HRiE sy (GNOME)

okteta Vi1, 1112 1590 | £ThgET/\gthlwiEay (KDE4)

ncurses-hexedit ., .q 130 | —iiuRI4RiR 2 (HEX, ASCII, EBCDIC)

beav V0, 1.0 137 | 3B MdmtE s (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.21: EFFE R ZHBIBIRRXHEIIFK

9.8.1 EARMYwiE _HHHIE

REMMES —SHFBIENTIERER 0d -t x1" &4,

R

HEX -7 s#th5E 3 hexadecimal & F g% 1) , 2%K radix & 16, OCTAL ;2 /\#tHlHCoctal B FEF4Er%IA , £
¥ radix2 8. ASCIl 2EE{zEAMARMEARS American Standard Code for Information Interchange 33 4EE
RPIEH MFEA{AS, EBCDIC 29 B Zi#H|4mhS+13tH)3c#85 Extended Binary Coded Decimal Interchange
Code XS |, 1£ IBM KEW ERZE L{ER.

9.8.2 NHEFEAEBRMEM

BTARRMERAHEBHENIE N M54,

LG TE X/ T V%EA
mtools V:7,1:54 400 RIEZWGER MSDOS XHELE
hfsutils Vo0, 13 178 NEZHIER HFS 1 HFS+ SXTEFLE
Table 9.22; NS IRIEHFHIR MBS R
9.8.3 IETTH

Linux PIAZ BT (LA RAIDER AR GER BLINAZ ST 1 R R A BOBHR TU R R SRULE K i ] St
BEN RREFRAPEMEIE ARSI SR FFE S TR,

KRR AT AN | UtER

par2 V10, 11119 [ 298 | AERRPERSRE  ATREMBEXHF
dvdisaster V0, 11 1422 | CD/DVD EAEIIERRIGBIZRFTF

dvbackup V:0, I:0 413 {FF MiniDV BEEREGZIAEH LA (EH rsbep(1))

Table 9.23: [ AR MEBUETLARM TASIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
https://tracker.debian.org/pkg/bsdmainutils
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
https://tracker.debian.org/pkg/hexedit
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
https://tracker.debian.org/pkg/bless
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
https://tracker.debian.org/pkg/okteta
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
https://tracker.debian.org/pkg/ncurses-hexedit
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
https://tracker.debian.org/pkg/beav
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
https://tracker.debian.org/pkg/mtools
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
https://tracker.debian.org/pkg/hfsutils
https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
https://tracker.debian.org/pkg/par2
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
https://tracker.debian.org/pkg/dvdisaster
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
https://tracker.debian.org/pkg/dvbackup
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REE ATIE XK/ | Ui
testdisk V:2,1:26 1495 | A XEEMEE R E RS AEF
= h At S i
magicrescue V0, I:2 257 ﬁg;ﬁ%g%& magic FTRIREXHHILR (F)E 1 35 man file
scalpel Vo, 112 89 BE. STERERIST AR
myrescue V0, 12 83 T B HIRE BF BIE
extundelete V0, I:7 152 R E MR ext3/4 XHEARZ ER X ERSBRERF
ext4magic V0, I:3 235 R E MR ext3/4 XXHEARZ ER X HERSBRERF
ext3grep V0, I:2 299 TR E ext3 XHZAS: ERTRREHERLIE
scrounge-ntfs V0, 11 49 NTFS ARk B 2R
gzrt V0, 1:0 33 gzip kELTHAE
sleuthkit V2, 1:23 1729 | 2B #r LA (Sleuthkit)
autopsy V0, I11 1026 | SleuthKit FEFELRE
foremost V0, I:4 102 W E IR S R
guymager V:0, I:0 1047 | ET QtR2EHEGBLIE
dcfldd V0, 12 113 HESERRER dd , T 2Wi® £

Table 9.24: ¥R K LFSW NATIR M EFIFR

9.8.4 WIENAHKEANSUTIAT
BRTUE R ARSI AT TR,

EF YN
1£ e2fsprogs B BEH debugfs(8) d54 , FHZHGLEM list_deleted_inodes F1 undel 54 , {REE
RS ext2 ARG IR,

9.8.5 FERIHD ML/ I
Y— AN XHRKMABER R EHR |, RRAZER D ZBILIEE N EIAZ AN/ N 2000MiB fI/INCEE |, F R BHEIXLE/)N
A& FF VARSI .

$ split -b 2000m large_file
$ cat x* >large_file

JJNCy
AT BRLESHR IR |, BRI B R X" TSR3,

9.8.6 FTXNHARR

AT ERENBEXH 2 EKNTHRNE , AEA rm(1) S EMERTHATFRIZIN T , FAXA 48
S PITHRIAENEERER . AT RIARXHRERIERTTIE.

$ :>file_to_be_cleared



http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
https://tracker.debian.org/pkg/testdisk
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
https://tracker.debian.org/pkg/magicrescue
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
https://tracker.debian.org/pkg/scalpel
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
https://tracker.debian.org/pkg/myrescue
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
https://tracker.debian.org/pkg/extundelete
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
https://tracker.debian.org/pkg/ext4magic
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
https://tracker.debian.org/pkg/ext3grep
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
https://tracker.debian.org/pkg/scrounge-ntfs
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
https://tracker.debian.org/pkg/gzrt
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
https://tracker.debian.org/pkg/sleuthkit
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
https://tracker.debian.org/pkg/autopsy
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
https://tracker.debian.org/pkg/foremost
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
https://tracker.debian.org/pkg/guymager
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
https://tracker.debian.org/pkg/dcfldd
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9.8.7 HFNHF

T ER SR IR S

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

AT 5304
« "5kb.file” 2 5KB RI4LTHIE.

e "7mb.file” B 7MB EHLEIE.

- vzero. f1le” IR 0 PSS, MARATHLMIITA WL ntine SUEH , MEHHENKE
R,

 "alwayszero.file” —E&—1 0 FNXH. MEXNXHZBIFEE , MEK mtime 2WEH , MERNBLSH
SESE
BE,

9.8.8 IREIIFER

There are several ways to completely erase data from an entire hard disk like device, e.g., USB flash drive at
"/dev/sda”.

( : ) /J\It,\
Check your USB flash drive location with mount(8) first before executing commands here. The device
pointed by "/dev/sda” may be SCSI hard disk or serial-ATA hard disk where your entire system resides.

WMTFAREBIHIER 0 A RERE S EEEIEN.
# dd if=/dev/zero of=/dev/sda

T 2 ARENEIRES A R E R T B EEEN.
# dd if=/dev/urandom of=/dev/sda

T B AR EE N ARSI R FT A R,

# shred -v -n 1 /dev/sda

R BT AFE R badblocks(8) ik -t random 153,

R4 dd(1) €575 Z A3 S Linux CDs (5140 Debian &3 Y68) LA shell FE T EBE ] B , FREEBIERTE AR5
FIRES L, Fl2n"/dev/sda”, "/dev/sda” FH RS LIETEEG S KTLBRELETENASL.

9.8.9 EIRIEHA_EMIA(E AKX

Unused area on an hard disk (or USB flash drive), e.g. "/dev/sdb1” may still contain erased data themselves since
they are only unlinked from the filesystem. These can be cleaned by overwriting them.



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
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# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to “junk': No space left on device
# sync

# umount /dev/sdbl

< : > g A
=B
This is usually good enough for your USB flash drive. But this is not perfect. Most parts of erased filenames
and their attributes may be hidden and remain in the filesystem.

9.8.10 KR ELMIRETNABITITHH

B R/ INOIBR T FA 3, REXAN MR — LN RIEFER OX3EE) , IWEHHE T8N,
=il T 3IBIF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]'

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

LBIRRKT Lsof MEBHIHE , FEASIM—MRIGHITI T4,

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ 1lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 T TERRHEE

BRGNS, BEBEM" s - 11" WA,

$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root O 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo



https://zh.wikipedia.org/wiki/USB_flash_drive
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"baz” FI"foo” RFHEHUA2" (>1) , FRMITEREEER. ENM1K inode SHEBE"2738404". X FRIREA 12 R IR G
X, MRAFAABBAMTTAIE LS |, ARTRUEI inode S3EEKE . bhanit, IR TFTEMARNETK2738404" ,

# find /path/to/mount/point -xdev -inum 2738404

9.8.12 ] WHiEL =T RIEFE

FIBFTHRSC SRR | MRATBRRETE , REMINAEBHEIBEMN dud) FTE N, XLEBBIFRASTEHRMBIIN
KN, ATINBE TEMARIIL.

# 1lsof -s -X / |grep deleted

9.9 ¥EMERRN

] IR R PC B’ITBEILT |, (R ABPR] LA Bh3k15 root AUR |, WilRIEH) PC _ERIFTE XA (L% 4.6.4 ),
XEREEREBARGALN PC WM &N HABERIEERAMBURBIER T2, BMIREE R MR ARSI,
R GNU [ERLTHF (U5 10.3 ) AAM X2 TIE , (BE FE LA RN TIE,

Dm-crypt 83 JRAER Linux PRAZAESE |, {§ /] device-mapper , BB1R/DE A FHEESCEL A B sh B N2 .

BHEE AT A |

cryptsetup V30, 1:80 465 ] BT INERR &S HFEF (dm-crypt / 3LUKS)
o TRTINERRREEETIER A ERVEBRSARER

cryptmount Vi, 1:2 231 | (dm-crypt / LUKS)

fscrypt V0, I'1 6471 | Linux XHFRGIMELE (fscrypt)

libpam-fscrypt | Vi, I:0 5589 | Linux XHFAZLINE PAM &5k (fscrypt)

Table 9.25: ¥EME LAY &

7Ny
BARIMELIHFE CPU REERIR , MREMBHEEX , MENBIERZERIENR. BREHFEE.

EE
BT debian-installer (lenny ZXE FHThR) , 24 Debian RSREB TR —MNEMEE L, FH dm-crypt/LUKS
F0 initramfs.

R
BHSR%E 10.3 THATEMESHER : GNU Privacy Guard,

9.9.1 {FF dm-crypt/ILUKS JN%RF$EhiiksE

You can encrypt contents of removable mass devices, e.g. USB flash drive on "/dev/sdx”, using dm-crypt/LUKS.
You simply format it as the following.



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
https://tracker.debian.org/pkg/cryptmount
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
https://tracker.debian.org/pkg/fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
https://tracker.debian.org/pkg/libpam-fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
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# fdisk /dev/sdx

. llnll llpll ||1|| llreturnll llreturnll Ilwll
# cryptsetup luksFormat /dev/sdx1
# cryptsetup open /dev/sdxl secret

# 1ls -1 /dev/mapper/

total @
cCrw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

KRG, BRI IEE REIRSmIE FEH udisks2 A | 383" /media/username/disk_label” , AR
HELEKRBAEE (2058 10.1.7 7). FENESEAKSBUEEEMER ., BELETUENMERFRLL (SNE
10.3.6 ).

YRAT DI E A U BRSNS RS |, BlanA mkfs.ext4 /dev/mapper/sdx1” IEEMER WA extd, AR E
A btrfs , MFELRI udisks2-btrfs KA., STXLHRE , TEFEARCEHFRTEBFIAR.

9.9.2 {#f dm-crypt/LUKS FE& RS

ZEANFF , A dm-crypt/LUKS 7£7/dev/sdc5” EAIZ MBS T AR T S3HEEE"/mnt”

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive '/dev/ninja-vg/root' [13.52 GiB] inherit
inactive '/dev/ninja-vg/swap_1' [640.00 MiB] inherit
ACTIVE '/dev/goofy/root' [180.00 GiB] inherit
ACTIVE '/dev/goofy/swap' [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 W%

X+ FZHFHIGEH , Debian (& A AHERD RAERUM Linux PIAZ.
IRIRIEFEFRRE AR | IRAJRER B RRBIRIFNZ.

9.10.1 AN

W% Linux FHERTRUR T EN AR , BENZSHCRECE.

o NZS¥UETT bootloader ¥iatk, (W% 3.1.2 )
* X8 sysfs ﬁlﬂﬂﬁwwé’;& EBTRET sysct1(8) B¥ (B W5 1.2.12 7))
o H—MERGIHIEN , BT modprobe(8) S RKXEERSH. (FUE 9.7.3 )

#0775 W, The Linux kernel user’s and administrator’s guide » The kernel's command-line parameters” ,



https://zh.wikipedia.org/wiki/Linux_kernel
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
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9.10.2 NAZk

RN EBREFMENAFTERNZIIG , MRFEHRFERENREEF , EELSTHYFFPH. 1£ Debian R
g b, TEFEFMEKB libce-dev KA (B glibec JFEAMAHE) 124, T’/usr/include/linux”
#”/usr/include/asm” Bk,

EE
T 49 F — & RNZMERXNOPER, L N4 E R KD %I
mounter f§ & SF 37 (daemon) F# F (amd), R LM B F H N KW KN

M”-I/usr/src/linux-particular-version/include/”, E{RK & 21T,

9.10.3 JmiFPNAZAIME FAE B
Debian H'E BT 175 2RSS AR A8 1R,

e TATE KN | B

build-essential ., 17 | #l3E Debian &E-AFT DIRBIELE4L: make, gec, -
bzip2 V:168,1:972 | 114 bz2 X EGEMEESE LR

libncurses5-dev 1-40 6 ncurses FF& & FEFSCAY

git V:382, 1:597 | 50172 | git : Linux WV{%FHE@%Z‘ETH&ZIKE%IJ?@L
fakeroot V:31,1:507 | 225 AAE root A FRIEHFERE—TAER root 5

initramfs-tools V:479, 1:988 | 52 B3 initramfs KT A (Debian F3%)

NERNIZIEEL T FF dynamic kernel module support (DKMS) (&

dkms V74, 1:146 235

)
modute-assistantivio 114 | 301 | iERA-@MREHTA (Debian HE)
devscripts V5, 1:33 2770 | Debian ZHFBHFZRNFEMZA (Debian #;50)

Table 9.26: Debian AZENZIRIFFELENFEREAT R

MRMFIES 3.1.2 T{ER initrd , F—EMIE initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
M initramfs.conf(5) BERtEREE.

%'_gtl:

«Tj':JﬁH: Linux PIAZIRARCEEETY | EARERE M /usr/include/ linux” #1"/usr/include/asm” EJR{LEG
¥ (bkan /usr/src/llnux ") BERRNAS SR, (— IR SRR DOX .

EE

% 7f Debian stable hR B4 i¥m M Linux NAZES, AT 8EF EF H—L )\ Debian unstable R E M 5% 1E
(backported) BT B MERHThRAS,

gdule assistant(8) (EBEMGEEN m-a) HBEAF , A— T Z N EBIKNZ . BENMEMRIAETIRG
dynamic kernel module support (DKMS) ZhBNZiER T 3F B — KD HNIRILAES |, HRITRRAFEAN K
WEL%%%E?”; &’%E’I‘W*XB‘]’%RT%Q&O XA L TP AR SMER AR, X I(EIRFHLRNLES , R
¥ B,



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
https://tracker.debian.org/pkg/build-essential
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
https://tracker.debian.org/pkg/libncurses5-dev
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
https://tracker.debian.org/pkg/fakeroot
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
https://tracker.debian.org/pkg/initramfs-tools
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
https://tracker.debian.org/pkg/dkms
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
https://tracker.debian.org/pkg/module-assistant
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
https://tracker.debian.org/pkg/devscripts
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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9.10.4 ZMFHNAZIE{LED : Debian PNAZEIAHESE
A BB PIRSRARLRE MR M | R4 FIFR TR deb - pkg” X4,

sudo apt-get build-dep linux

cd /usr/src

wget https://mirrors.edge.kernel.org/pub/linux/kernel/v6.x/1linux-version.tar.xz
tar --xz -xvf linux-version.tar.xz

cd linux-version

cp /boot/config-version .config

make menuconfig

B BB LB P

make deb-pkg

©+

7R
linux-source-version #{4B{E A" /usr/src/linux-version. tar .bz2” £{t%H Debian #NT # Linux RAZIESL
B,

M Debian PNAZIBEARE A ARSI —3tHa |, RV Y4{F A debian/rules.gen” 2f"binary-arch_architectur
&,

$ sudo apt-get build-dep 1linux

$ apt-get source linux

$ cd linux-3.*
$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

i 7|

ik

Nid

Eio -

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel
« Debian Linux N#%FH : https://kernel-handbook.debian.net

9.10.5 FHIKzNFNE ¢

RSN ZIEITHEB R AL LE CPU _ERMRED, KEAREAIRSIER YA , ELBA7EEEK Debian FAZIX
HAE , MAE main Xi,

« GPU Ikzh
- Intel GPU 3Kz (main)
- AMD/ATI GPU 3Kz} (main) F1/
- NVIDIA GPU IEz) (nouveau IXShARFE main , B/ H3IFM — 355830 , 34E non-free.)
Bl I EERE B RAZIR R LA REEEIE (Pkanit , CPU microcode, GPU 1=1TH0IE 2 {{A%a, FPGA / CPLD

i) MBS REEABERAEFE , BERZEFMEBHRTEIARFRABNENE , —HHAZEABHEK
HHFE. TRXLEHIIRR LFN , SRS A RERIEET.

s EHEBRAER , SR NEREB RS SRS RBE.

- firmware-linux-free (main)
- firmware-linux-nonfree (non-free-firmware)
- firmware-linux-* (non-free-firmware)



https://wiki.debian.org/KernelFAQ
https://wiki.debian.org/DebianKernel
https://kernel-team.pages.debian.net/kernel-handbook/
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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- *firmware (non-free-firmware)

— intel-microcode (non-free-firmware)

- amd64-microcode (non-free-firmware)
- EGHEFREFREE , EREBARREIES AT EROBUE.

- fwupd (main) : M Linux Vendor Firmware Service FEEHHEENE S E FHE 4 FPHFE (daemon),

- gnome-firmware (main): fwupd #) GTK Fijii

- plasma-discover-backend-fwupd (main): fwupd ) Qt Bij¥i
VEIEE , M Debian 12 Bookworm F44 , A AERHRE A TEN TERMEHH non-free-firmware IREA4ERIEH
TERNZEAL ., non-free-firmware XIBfEs 2.1.5 T E@ER.

#357FEF) , fwupd A Linux Vendor Firmware Service T 2K E 43R F MEE| EEIZITH Linux NAZ , AJREE
non-free,

9.11 EHMLARS:

B EREURSGE , A REER NS LRFNEITZ MRS,

N
%I, Debian wiki [R1ZAZEEEHUL

9.11.1 BBz T H
HIA B AR T AT S,

« TR EAHEN REA , Phani@id games-emulator ST AL TR AL

« KEB4Y CPU ERUAEIN , in_E—28 /O &4 HAEHN , tkan QEMU

« KEb4 CPU EMIREML , N E—L8 110 RZH#EINU , k2N Kernel-based Virtual Machine (KVM)

o BAERGRMRREBIU , IN_EPRMKASZHF , Pbin LXC (Linux Containers), Docker, systemd-nspawn(1), ...
o« BERGRMSEERG AR BN , N AR EMARZERA |, tkan chroot

« BRAERGRMAE RGETIRI BN , I EE TR EBIR LRSI ERA |, bhan fakeroot

« BAERDE APIARIURS , Pban Wine

o RRRIRAEEIUMY , I_EERPITIEREAIZITH 2K |, Phan Python | virtualenv 1 venv

BAmIMLERSE 475 1, % 7.7 TREWHEA.

XBEHIRRE R MRS,
& WA4EE B F Comparison of platform virtual machines kx5 R R & K EFAAR R T RFALREE.



https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine_(software)
https://virtualenv.pypa.io/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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KA, AT XN | ER

coreutils V:892, 1:999 | 18457 | GNU #&/>LEA % chroot(8)

util-Tlinux V:897,1:999 | 4384 | HBARZLTEAE unshare(8)

systemd—contalnervﬁzy 1:76 2276 | systemd container/nspawn T Ef& systemd-nspawn(l)

schroot V5, I:7 2627 | 7& chroot 3 {T Debian ZHFBRERE T A

sbuild V1, 14 157 M Debian JEREF47E Debian _ FHEHRTE

debootstrap V4, 1:46 330 BE—NEZXH Debian £5; (A sh BEX)

mmdebstrap V5, 1:10 574 F&3E— Debian A% (F Perl 5X)

cdebootstrap VO, 11 114 F&3E— Debian A% (A C /)

cloud—lmage—utllsv:ol 114 66 eI T A

cloud—guest—utllsvﬂl 18 7 =% pH TR

virt-manager V:12, 1:49 2310 ez AT e ePWREmN A

Libvirt-clients |\ 4q 170 | 1955 | libvirt fEERESE

incus V0, I:2 21 Incus : RE R ETM BETEax

podman V:25,1:29 81828 | podman : 7£ Pods E1z1T7& T OCI BR2sHI5[E

podman-docker V2,12 275 | 7 Pods BEiz17ET OCI B25HI51 % - docker FH g5

docker.io V44, .47 95958 | docker: Linux Bas1z{THS

games-emulator I:0 21 games-emulator: Debian FREXAETUZS

bochs V0, .0 8180 | Bochs: IA-32 PC (FEZ

gemu-system [:22 80 QEMU: £INBEAT AR — ]

gemu-user V5, 1:9 464225 QEMU: A PRI 35

gemu-utils V:14,1:109 | 12157 | QEMU: TH&

aemu-System-x86 | y.g3 193 | 67511 | KVM: x86 B LA EAHARNEEIMLANS Bk L

virtualbox V:3, 14 151525 VirtualBox:i386 Fl amd64 _E x86 Tt ARIR A =

gnome-boxes V1, 1.6 6847 | Boxes : T AR ETM AR AR GNOME A2

xen-tools V0, I:11 719 AT & debian XEN EFIRFENLTE

wine V14, 157 204 Wine: Windows N FAFE Fomfei Il (FrEEH)
o DOSBox: & Tandy/Herc/CGA/EGAIVGA/SVGA B, Bl

dosbox V1, 1:113 2697 DOS ] x86 A& 1152

Ixc V9, 112 1626 | Linux 8z FELH

python3-venv V8, 1:136 6 venv I B python 1% (ARG E)

python3—v1rtualen\//:8’ 1:41 417 virtualenv A)Z R E K A python %

pipx V7, 1:43 3613 | pipx ElR B RHIEF TR python N FHFER

Table 9.27: Uk T A%IR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
https://tracker.debian.org/pkg/systemd-container
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
https://tracker.debian.org/pkg/schroot
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
https://tracker.debian.org/pkg/sbuild
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
https://tracker.debian.org/pkg/debootstrap
http://packages.debian.org/sid/mmdebstrap
http://qa.debian.org/popcon-graph.php?packages=mmdebstrap
https://tracker.debian.org/pkg/mmdebstrap
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
https://tracker.debian.org/pkg/cdebootstrap
http://packages.debian.org/sid/cloud-image-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-image-utils
https://tracker.debian.org/pkg/cloud-image-utils
http://packages.debian.org/sid/cloud-guest-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-guest-utils
https://tracker.debian.org/pkg/cloud-guest-utils
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
https://tracker.debian.org/pkg/virt-manager
https://zh.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
https://tracker.debian.org/pkg/libvirt-clients
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/incus
http://qa.debian.org/popcon-graph.php?packages=incus
https://tracker.debian.org/pkg/incus
https://wiki.debian.org/Incus
http://packages.debian.org/sid/podman
http://qa.debian.org/popcon-graph.php?packages=podman
https://tracker.debian.org/pkg/podman
https://podman.io/
http://packages.debian.org/sid/podman-docker
http://qa.debian.org/popcon-graph.php?packages=podman-docker
https://tracker.debian.org/pkg/podman-docker
http://packages.debian.org/sid/docker.io
http://qa.debian.org/popcon-graph.php?packages=docker.io
https://tracker.debian.org/pkg/docker.io
https://zh.wikipedia.org/wiki/Docker_(software)
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
https://tracker.debian.org/pkg/games-emulator
https://packages.debian.org/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
https://tracker.debian.org/pkg/bochs
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
https://tracker.debian.org/pkg/qemu-system
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
https://tracker.debian.org/pkg/qemu-user
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
https://tracker.debian.org/pkg/qemu-utils
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
https://tracker.debian.org/pkg/qemu-system-x86
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
https://tracker.debian.org/pkg/virtualbox
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/gnome-boxes
http://qa.debian.org/popcon-graph.php?packages=gnome-boxes
https://tracker.debian.org/pkg/gnome-boxes
https://wiki.gnome.org/Apps/Boxes
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
https://tracker.debian.org/pkg/xen-tools
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
https://tracker.debian.org/pkg/wine
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
https://tracker.debian.org/pkg/dosbox
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
https://tracker.debian.org/pkg/lxc
https://zh.wikipedia.org/wiki/LXC
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
https://tracker.debian.org/pkg/python3-venv
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
https://tracker.debian.org/pkg/python3-virtualenv
https://virtualenv.pypa.io/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
https://tracker.debian.org/pkg/pipx
https://pipx.pypa.io/
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9.11.2 EIKLIER

Sy =z
=

BM lenny ZJ5 , BXIAR Debian PAZFHLE I KVM K],

AR BRI TR B AT LA SR,

< EEAARL (B R RE).
- BN U@L "mkdir -p /path/to/chroot” i,
- FURRIHEIRE I AHREB A dd(1) f12 (3% 9.7.1 T 9.7.5 7).
- gemu-img(l) BEBBIBEFNFE, QEMU THFAIMLELIRIR S 14
- FAmAEAN VMDK S48, BB VRN EHAL T R ridE g =K.
« {73 mount(8) HEHMFMREILH AL (ATE).

- MTRIAHEEMRG 4, IEEEAERRE B REMS REFEH. (BAE 9.7.3 ).

- X T QEMU THFAIBF MR, IEEA1EA network block device IERIZEHERR (B RE 9.11.3 ).
s EENRXHARSE LEETERNRELUE.

- {#F] debootstrap #1 cdebootstrap Z ZEHFEFRINENIMIEXMIFE (05 9.11.4 7).

- ELTNRERGAEIN TEARIERREREES.
s ERIUHINE FEITT—MEF.

- chroot R EARRKEBIAUWIAE, B BREEEEMIFFEF, B1TIEH AN A, 1217 /5 & T F2F daemon.

- QEMU RHEF S CPU A&

- QEMU #l1 KVM J@iZ hardware-assisted virtualization ¢ {4 B AL SRIR £ ThBE RZTHIAETN.

- VirtualBox AJPAfE i386 1 amd64 Lk, {# A&~ {E F hardware-assisted virtualization f# {48 EN AL IR 4
INRE RGBT

9.11.3 HEFEIUHE RGOS

ST IR RGO, 2058 9.7 .

X+ T HE AU R 4, £RBER F{E A network block device IEERIXE HMXEI gemu-nbd(8) kS Hi i1, FFE

FIRAZHERR nbd SEHEZTE].

gemu-nbd(8) XFF QEMU FT#rmi&#&=: raw, gcow2, gcow, vmdk, vdi, bochs, cow (user-mode Linux copy-on-

write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1EH &%

/W\iﬁiﬂ%i&% Befg FAFEIR R E—HRARIHESX (B IE 9.7.3 ). fReeBix TERMNARIER disk. img” RE—
X,

# modprobe nbd max_part=16

# qgemu-nbd -v -c /dev/nbd0 disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

N
YRATA%: gemu-nbd(8) f£/”-P 1" @RS "disk.img” KE— 7K.



https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.11.4 Chroot &%

WNRRAE BN RntEH] & = — N FTH Debian %, IHEFR(EA chroot, X{F{REEBIZST unstable 1 testing
KIEHIE AR , AeFBERNMEXNE  FEAFEEG. chroot(8) BmEMMAIE.

7Ny
THAIFEBERIREAZH chroot RETEFEZARIK amd64 CPU 3244,

BRIRREBF LM debootstrap(l) keIE—1 chroot(8) i , XESKBHFHK T,

sbuild #4-E\ FECEEHIFE— Debian #4443 , 1§ A schroot 4B EIRH] chroot 7%, EMIEBIIZ sbuild-createchr
—ie, IERIMIRO T RN AIZITE |, KFEARE Z/EFHETEK.

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{RAEMBFE R debootstrap(8) £AN{AFE"/srv/chroot/unstable-amd64-sbuild” FEFE unstable FIERE
SR, BT — 1 a/ MNOMB RS

#RATAMEFE schroot(1) SREFEXANIE,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

RATIABRE|—ME1TTE unstable MR AL shell 2T BIEM.

EE
"/usr/sbin/policy-rc.d” X E2 M 101 R, fAL-7£ Debian RE LB B FETHEF. £
I"/usr/share/doc/init-system-helpers/README.policy-rc.d.gz",

HE

—L67E chroot THIFRF , BEVIRIbL L ERIERZE L sbuild-createchroot BEBIZHMISIHZ SMOEZ X
A BEIz1T. IR0, "/sys”, "/etc/passwd”, "/etc/group”, "/var/run/utmp’, ”/var/log/wtmp” &% 1,
YFEE(F A bind-mounted X321

SN

sbuild SKEFBFEEIL—A chroot REERMEBE—NIKME |, 1 chroot R schroot fEAERGIR. EE—
MEEMEKH (build-dependencies) HIFAERZE, E£{5E5 N sbuild at Debian wiki #17£"Guide for Debian
Maintainers” #1 ] sbuild BCE#EB .

R
systemd-nspawn(l) @54/ chroot KMUMFIERENEIT 164 , AERERBSNNIRERL. ©ER
K, BACHERAGETERTe EMNHERR, HEAREBR, FNEL. 8L, FTEMNXMAFEEE. 20

systemd-nspawn,



https://zh.wikipedia.org/wiki/Chroot
https://packages.debian.org/search?keywords=sbuild
https://packages.debian.org/search?keywords=schroot
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://wiki.debian.org/nspawn
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9.11.5 ZEMMAL

WRRFH BT —RIERGN— D HT GUI KR EIME |, THEFFFE Debian FEERAL LER QEMUSEKVM |, X
LR N AEIMBA R 2HIETE KRE AL, XEELFREITEMKENA , B1E Debian AFEERAIUEIR KR
ENA , FRIFESZARNEE S ERNNE , FEATEER.

R ofaghy) QEMU TARIEEEN , YEMNALSIHIF KVM Kbz , EiERE RN,

EIMWLIETEZS , HFRA virt-manager , BEE—/MEFKEIE KVM BIULK GUI (BEAF-RE) TH , AR
libvirt,

RTAEMAE, BEBAE— N7 ABTFTQEMU M4 &% Debian RLEH E AL M4 virtdisk.gcow2” , X4
Debian &Z:{# F debian 325 /)N CDREE,

$ wget https://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.gcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

FER
TEREIUL TIE4T Ubuntu #1 Fedora 7 25T GNU/Linux RITHR , B— M RERF SRR ERIIMAE. HES
HRERGMAEXA GNU/Linux B TIRIFHIETT.

1£ Debian wiki: SystemVirtualization £&$ 375,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virt-manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
https://www.ubuntu.com/
https://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
https://wiki.debian.org/SystemVirtualization
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Chapter 10

WiREHE

PUT B X T#£ Debian A% _EEIE — g A XA ¥EM LA R HAH RN,

10.1 H=Z , #EIIMFAS

@ 7\1]&#%%% B0, NS IEAERTERERNRENIG , SMARMTAVRANGRE. XA flock(d)
B SCAHEE ML AT AT IR SeaX B L
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https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 HFMHME4ETAR
PAF /2 Debian ZA%t o] FRFRSHN E 48 T AT,

RER TR WNER e #hir
tar S 3085 | .tar tar() | ARERIERTA (HA)
. V:404, . . Unix System V XAERHIFEES , 5§
cpio 1998 1201 | .cpio cpio(1) Find(1) —i2{E FB
binutils o 1119 | .ar ar(1) AR AS EERERY T A
fastjar V1, 1:10 183 .jar fastjar(l)| Java BT E (ZE zip)
pax V35, 1:110 167 . pax pax(1) ’ﬁéfopgl\%lx BELR AT tar A
. V:885, gzip(1), .
gz1p 1:999 256 | .9z scat(l) - | CNULZT7 EAT A (2KA)
bzip2(1) Burrows-Wheeler block-sorting [+
bzip2 v.168, 114 bz2 bzcgt(l)y R LARAE 9zip(l) EEHRERR
P 1:972 ' | (R gzip AEMGMEXEREE
2)
1zma V0, I:111 349 . lzma 1zma(1) Egg%}igﬁ%\ig)%tt 9zip(l) &
V309 xz(1), XZ EHE T EBE bzip2(l) E5H
xz-utils 1080 1475 | .xz xzdec(l), | E#ER (EHEREIET gzip BELL
' bzip2 1&; LZMA [E45 T AR5
V265 zstd(1),
zstd 777 2313 | .zstd zstdcat(1),| Zstandard RETIREE TR
- . 7zr(1), BERE RN 7-zip XHFBMEE
p7zip V:8, 1:237 8 .7z p7zip(1) (LZMA JE48) N
. 1 SERER 7-Zi JEy R
p7zip-full V:27,1:259 | 12 .7z Zg()l,) fﬁﬁ%%%;ﬁm i SRR
LZO ERTEF/ AN 9zip(l) £
1zop V12, 11137 | 164 .1zo 1zop(1) R EG R E (R gzip BE
BB A EE4EZE L EAR)
zip V50, 1:367 | 627 .zip zip(1) InfoZip : DOS HASzs AEHE LH
unzip ?(:715196’ 387 .zip unzip(l) InfoZIP : DOS fig#4zs Mg E4s LR

Table 10.1: FA4F E4E T AR

O

* gzipped tar(1) BB ATY RER". tgz" 83E". tar.gz" 3.

« xz-compressed tar(l) BB TY BEE". txz” 8E". tar . xz” BI3CHE.

« FOSS TR , N tar(l) , FRERELLEAIZDLIRMN T FRKER: gzip - bzip2 - xz

* cp(1),scp(1) # tar(l) TARBEHNEAT 4T 4. cpio(l) TRAMERTEEERS M.

* cpio(l) E#EITAS find(l) MAEGS—RER , EaTAREMHHANZR , Bt , AR HEERIE
BHIRDMR.

o
RIS A R4 , BURBRESTAPE BE, TAYE tar(l) KA.



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://qa.debian.org/popcon-graph.php?packages=tar
https://tracker.debian.org/pkg/tar
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
https://tracker.debian.org/pkg/cpio
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
https://tracker.debian.org/pkg/binutils
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
https://tracker.debian.org/pkg/fastjar
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
https://tracker.debian.org/pkg/pax
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
https://tracker.debian.org/pkg/gzip
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
https://tracker.debian.org/pkg/lzma
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
https://tracker.debian.org/pkg/xz-utils
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
https://tracker.debian.org/pkg/zstd
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
https://tracker.debian.org/pkg/p7zip
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
https://tracker.debian.org/pkg/p7zip-full
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
https://tracker.debian.org/pkg/lzop
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
https://tracker.debian.org/pkg/zip
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
https://tracker.debian.org/pkg/unzip
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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« Libreoffice #3ESCHFHINERLEMRZ". jar” Xt , EMATAER unzip TAKRITH.

s EXLBEFAIFRIFNFRATAR zip., &8 zip -rX'WARNARTURGRAKFESME., MRFEKATHR/N
FBRMNEZISCE , BRNEE" - s EHER.

10.1.2 EHIFAMELSLIA

AR 2 Debian Z%¢ L R] R 82 R HIF &4 TR AT,

LG MATE XN T ITE gk
coreutils YQSQ%Z 18457 | GNU cp SHIAMICHFIER (-a” ¥R E)
. =Sy = SO v ARSI
openssh-client | Y898 5133 | scp RHEnXFNER (B, - r SHEIbE
1:996 H)
openssh-server |V87025 3502 | sshd BHEHEXHFER (RS ER)
rsync vy 814 AT RS
unison Vi3, 1113 14 P EP T EEZIEX))

FEEHIXAFHEHE , rsync(8) bRMT AR MfT ELHHFHE.

Table 10.2: E4FEH T A%%

« ENMERREIER R REFXHSEFENBE R BRESR Y
« REREFRIE BN RERKNSE REHE ST EA AR

« "--exclude” #1”- -exclude - from” {EHZAUT tar(l)

« FEIRE RN RFALERVETERES B S 1E B AR SR AU RSN B R KA.

N

FER 10.14 FRIRRAIEHIRSE (VCS) AJRAMGANZE Z B IMES T,

10.1.3 HRHEE

AT 2 BARN LA EEMRERZEA". /source” BRPHNE.

GNU tar(1):

$ tar -cvJf archive.tar.xz ./source

$ tar -xvJf archive.tar.xz

=& WTHTR.

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -T -

cpio(l):

$ find ./source -xdev -print® | cpio
$ zcat archive.cpio.xz | cpio -i

-ov --null > archive.cpio; xz archive.cpio



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
https://tracker.debian.org/pkg/rsync
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
https://tracker.debian.org/pkg/unison
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10.1.4 EHNEE
MTERARNBNIASEHFEA". /source” BRFHNEA.

o KB H): . /source” Hx - "/dest” BR
o IFEEH A EN, L. /source” B3F - "user@host.dom” E4| LM /dest” BF

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

TREEMSGERR(E A IRE R LR R BT ETE.

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

BE , TR,

# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . user@host.dom:/dest
GNU cp(1) #1 openSSH scp(l):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar():

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom '(cd /dest && tar xvfp - )'
cpio(l):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

REEBEMBAE"." MEIFER foo” BN ", XHEMATYAM". /source/foo” BREHIHEI"/dest/foo” HR.

EFRBAE"."WIFE , (REEB(EMALEXTIKI2"/path/to/source/foo” KRAE".” , XHFATUEIz"cd . /source;”.
MR, XEXHLBIELENAR , HBIEIRERE.

« "/dest/foo": rsync(8), GNU cp(1), 1 scp(1)
« "/dest/path/to/source/foo” GNU tar(1), 1 cpio(1)

N
rsync(8) 1 GNU cp(1) aJRAR"- u” 1EMK 2R H 50 v _E B A0S0

10.1.5 B IHHIEL

find(1) # FAVEN BRSSO A IER 4 (2058 10.1.3 F1F1% 10.1.4 77) SEMAT xargs(l) (BNEE
9.4.9 ). 1B find [ &1 TS ENREM (L HINAEIS R N5E,

PAF 2 find(l) EAEIENELE.
o find ZESEHHEENNENLEFA,
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- —BHHEMER  BASEHAFL.

. ‘%Eiﬁ OR" (EIZMFZIAM-0" BHIEEM) RERET 24 AND" (F1"-a" SHIEETE K2 LB EAS
).

- "B NOT" (FRZHFATEIAY" 1" 1552) h5E4kE T 218 AND',

+ "-prune” BEREIEHE TRUE 3 EMRXNERERAEN , BLAGRBXA BRSNS

« "-name” EIMILALH A shell BECRF (B35 1.5.6 ) MR EHMIILACHH LM F72” TFFH 7. K
POSIX #54)

 "-regex” ILECEANHKIZ , BUAXA emacs KA&H BRE (0% 1.6.2 ),

* "-size” ARSI AR/INRILEL (ERIEH A+ SILACE KX , EREHH"-" SILECE/ MO
* "-newer” S¥ILACLL B4 THEE ISTAREE RIS .

* "-print0” 2HERZRELZIE TRUE K TEHE (null terminated) FTENEAR AR R & L.

TR find(1) EiERKI.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ".*\.cpio|.*~" -prune -o \
-type d -regex ".*/\.git" -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

XA PITIN T A,
1. " /path/to” FHFEXH
2. IRELBEHMXAHRLH BEFANE ERE (305 1.6.2 )
3. WIS IEAMRRATRSHRAIUAD . *\ . cpio” B *~" IERFRRAS 1
4. BRI IRR A RIHRRITE . */\ . git” ERIFXRME F
5. BT {Z LA HERREL 99MB (1048576 FT B IT) BB KA
6. RS , RN EIEREMHI AL /path/to/tinestamp” FT

BEROUEBIFHRE-prune -o” HIFRICHRSIEAE.

TE
X$F3E Debian ZE Unix-like RSt , HLSHATREAH Find(1) d s, AXMBER T , MixERAELATT
IEFFRT-print” BHA"-printe”, {RA]REREF TR E R MR KK

10.1.6 AR4HEIK

AERNBIRFETIR AR E i, GREZOEEENRERME. T/ MUK ASIEE G , KERMELT K CD-R
#1 DVD-R A/FIEERAERAR. THR. JEERHT . (AL —RRAE Bk )

TR
%ﬁi%ﬁ?%ﬁ?é&ﬁﬁﬁ%iﬁm , REBHTENBURFHEENTHRMEILAZE, REBKMGFEEZ N LSRN
%75 .



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
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MLt (EREKRBETHNEER) TUERFMEN RNRAE R,

« KT 100 £F : AS/KHITCRLR

« 100 4F : Y& 774& (CD/DVD , CD/DVD-R)

« 30 4F : WETTEAE (RERT , R

* 20 4F : MEAEFE (CD-RW)

XAEFEET AASEISIESE,

ML (EERRETHVEER) TUAERFEN RNRAKEIREL.
« KT 250,000 % : iE#&IKFNZS

« XF 10,000 )k : N7

+ 1,000 & : CD/DVD-RW

« 1)X : CD/IDVD-R , 4%

7Ny
@ ﬁ%ﬁquﬁgﬁﬁﬂg7&%&5‘]?&%*Eﬁ?ﬁﬁﬁ%&iﬁﬂﬁﬁﬁc%ﬁ%%&?ﬁﬂ‘]ﬁﬁ%ﬁﬁ , VETRH ) hXE P 4R LA
RE FEARER AR

LN
A4 CD/DVD-R FERRBEE—IX , EAIMRA LRI T RAEESBREIRESNER. XERMR !

N
ﬁﬂ%W%’E%E’Tkﬁﬁﬁﬂﬁﬁﬁkﬁ?ﬁﬁﬁ , IBLIET SR MR AT E N EAE RSRSRIN &40 |, FTRERME—T]
1TRITTIE.

N
WRFEEA—ANTEREANN FEARKERN B, ERASIFRUERRK brfs 3 zfs XHERSE , HiF2—1
FEE.

10.1.7 A[EINFERE

AR ENTFMRE TTRER DA BT (T — b,
« USB [N77#

. BRIRFHR

.« HAIRFNHR

o RRDARA,

o BFE R MR

BT RUEE U A kgt TS,



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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« USB
* |[EEE 1394 / FireWire
« PCF

% GNOME #1 KDE Z#F IR MIMRREB AL/ ete/ Fstab” XAFIZHLACK B MR , BIERXEABEhK
.

o udisks2 AR T SFHPSHFZFNAE RN SRR FSRIER AN BOX EAR & .
 D-bus RSB kfik B34LMIE,
* PolicyKit $2fit T BT A4

EF VI
umount(8) B 3EBIR B BRI BES A "uhe lper=" %4,

2N
R YXEAEINEEIZEE /ete/Fstab” XHFFILE , SEIFIET AL ENER.

I S EFE T RS S g R /media/username/disk _label” , BRILABAN T FiRBIskE S,

* FAT #&X ARG EF mlabel(1) ©54
* 1IS09660 ARG ERHA"-V" EHM genisoimage(l) €54
« ext2/ext3/extd XHERGFERTA-L" EMK tune2fs(l) 454

R
HENTRBE R (0% 813 %),

SN
HEEEREES LB HERS , JREABBRERISRET Rflin”/dev/sde”, MMRFEERBENRET R ,
RNAZIE G SATIR RS L3\ umount(8) 45 4-3KENEE .

10.1.8 EEATAZFEHIRMAERLE

J:ﬂ B A B SRR & SHMALS S FEIRNIR | R XSEIEE AW FRERSESIFIIE AKXt
/\/JL. —FEIEI{q:'%rJLquIJ%‘%

TE
"Hard disk like device” means storage devices such as HDD / SSD / USB flash drive / ... . Their device names
have several variants; /dev/sda, /dev/nvme@, /dev/mmcb1ko, ... .

feR
BEH 9.9.1 TRHREXTEAREEMENE T QHBELZFNEER.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
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XHRG % RAERAZ=

FAT12 B (<32MiB) EEFAEREIEN =

FAT16 E/NEH (<2GiB) ERBETFEREBIEN =

FAT32 HEXEE (<8TiB , # MS Windows95 OSR2 L EFRERG AT ) EFRNEFERE
ENE

oxEAT EREEERE TEFEEEZFIE (<512TiB , # WindowsXP, Mac OS X Snow
Leopard 10.6.5 F1 Linux PN#% 5.4 iRA AR VE RS TS 4)

NTES FEREFIOEE ERNBEFEaEZEIRE (FE MS Windows NT MIEEMARESFF ; £
Linux _E , i@id{# A FUSE ¥ NTFS-3G X3, )

1ISO9660 7£ CD-R #1 DVD+/-R EREFERHESTIEN =

UDF CD-R 1 DVD+/-R (1) LHREEFIES A

MINIX R EHETRISFIFAZER unix LEEGEEE

ext2 HEEBZH linux ZAZE R FRBIEN =

ext3 ERAZIH linux AR ERBIEN =

ext4 EEBRBHH linux AR EREGEN =

btrfs {FH! NE YN G *E

Table 10.3: $iRUE 7R T A ANFER & A RN RS

FAT S RBREE RS BRI ARIER ST |, X TET A M@ B TR 2 IFE A K.
URANWGEERR FAT XHRGNEFABIELZFN AR &N , TR Z R HIERE,

. ;J'/Hfdisk(8) , cfdisk(8) & parted(8) @54 (W% 9.6.2 7)) IEEMNBRAUAANIHNESXFIHEEMAMT
NI
- ¥RE/NT 2GB i FAT iR & HF576",
- PMEE KK FAT32 ®&EAFRC,

« ITFATRER mkfs.vfat(8) BTN XK.

- ERIRE LT, Hlin"/dev/sdal” FBF FAT16 &%
- BARMEMAE IR RS |, Bla0"-F 32 /dev/sdal” BT FAT32 8%

L{EM FAT 3 1ISO9660 X ARLENFHIEN , N TR FEEEMRLEM.

« F tar(1), 8k cpio(l) ap&EAEX M, BMBATREXMHE , ST , FIAHKXXHBIRMX A EREE.
« M split() anSIEEME XA ERAET/INT 2GIB /N, (EH G304 K/INR .
o MNEEAESAHRIPHNE R RERTIRE.

EE

A FAT XHRGHIBIT |, BRAHIXHER/NA (27032 - 1) bytes = (4GiB -1 byte). XT—LZ|HK 32
WA ERNRRRFNE  RAKXHFR/NEER/N (2731 -1) bytes = (2GiB -1 byte). Debian j¥HI&
BfaE R,

Y

IR ARG A G HAE NIRRT 200MB )5 Xk EIKshzs _EfE A FAT. fitfi1f"Overview of FAT, HPFS, and NTFS
File Systems X3 &2 BI/R T HEKASER R , AIANESMBRETEFA. SBR7T , FIE Linux RE_LER
WiZ{EF extd SUEFERZE.,

N
BRIMGARGATRXH RGN ELZ(ER , 5% Filesystems HOWTO",



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://support.microsoft.com/kb/100108/
https://support.microsoft.com/kb/100108/
https://tldp.org/HOWTO/Filesystems-HOWTO.html
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10.1.9 W% EREIES =

LERMXRSZHIRNIHME , R XERERRRS. XEF LR,

2% Al 55 HAVE Rz sk

1E3T “Microsoft Windows W& SN ZXH , £, smb. conf(5)
SMBI/CIFS B Samba 4K SCHRSE B/ Samba 3.x.x 35 S EFAM (The Official Samba 3.x.x
HOWTO and Reference Guide) =k samba-doc {44

) R BT “Unix/Linux MZ&” HZXH , 0, exports(5) # Linux
NFS FJ Linux PR ST b U ports®)
HTTP RS 1£ web fR% /K Fin2 Bl Z X
HTTPS BR& b s ﬂﬂ%ﬂ‘]?ﬁ%ﬁ%ﬁ (SSL) BkELZEHi= (TLS) MM RS
231 Pum 4 Z 30
FTP AR5 1£ FTP IR5525/% FinZ R ZXF

Table 10.4: SR 7R T A ERAMIMILE AR 555 13%

REXNTIANZFRN , B MEEBSFRGEAERCAARALTEN , EXATRERAREM. BIRMEERLL
BT AN T FT/RAIMNER 2.

+ FJ SSL/TLS jin#

« N SSH#E

« 3 VPN @&

« ME 2 AIREB R XIS

0% 6.5 THE 6.6 T,

10.2 FHFIMKER

BANEBAT RN AR SHES , SRERT AKX SEAGHEIRIRR, &OMKEIRER BN ASEHE+IF
FERN—HD. AJREA—XARNB MRS R,

N
RIFRIOFHRGEEEFELE EMRNARS , B EMEURILEX AR ERHIENBEAR LA TERNS.

10.2.1 &HHFIRR AN
B 3N REEE FRIRTE KPR & AR R SR .

1. FEREHIMKE 4.

- RECAIZNBUESH : 72~/ THREUE

o {REFRRN BREFAIERBEE M : 187/ var /" TR (%7 "/var/cache/” , ”/var/run/” ¥1”/var/tmp/”)
« REECEXM : 1E/etc/ T RIBURE

o AHIFERF : f£7/usr/local/” B /opt/” T HIEIE

« RETRER | KESR (HK...) NAEXEAETES

« BIFHURLAR « 1B KO MAR B IRVESRTRSCRIE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- B F3EFEM Cron TE , 3tf4-4E"/var/spool/cron/crontabs” B , 3fHE S cron(8). &M% 9.4.14
THRIRIFKRT cron(8) M crontab(l) KIER.

- B A3FEM Systemd 1B Tk : S0fE’~/ .config/systemd/user” B, M, systemd. timer(5)
1 systemd.service(5),

- AP RENas B IE : X'~/ .config/autostart” B%. £ N, Desktop Application Autostart
Specification,

2. MEEHEEMHIIRE.

« REMBIRFME | RIPH AT ESNARGLE
- KEED  BIHRKEH

« TRED  BiEGHE

« BINFIRIE - AR RGSEH

3. &SRR AN AR,

« PHRE KRS
- WIREVDRNZEARMHEES X b, RIFEERENHEENNE L, KARIHRGERENTIKR. EE
PIRBRIF M E— P R RS L. 1
« ¥dRAEIEIRIAK XU
- BURB AR | tbin/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,"~/ .ssh/*","~/ . local/share/keyr
"/etc/passwd”,”/etc/shadow”, "popularity-contest.conf”,”/etc/ppp/pap-secrets”’, and”/etc/e
WS ERMERR. 2(E0E 9.9 . )
- BMEEEENRG L, WAREBERIL ARG SR BN E MEELIHAHARER, (0% 1036 77, )
« PIREKNA R TREM:
- B (FRERE) Bamik
- XHRG A ResN , EEABURTTRER A K
- MEHMZLVIRME , TREFEARS A EBERET
- SSRERRDRIFREME AR M FOAR i
- AR AR GE O] AR %
< BEMEBRRIR AN, B, WS -
- {# 8 cron {£% 8 systemd T SES KRB UAE R M IIE

EF YN
{RBE Fi"debconf-set-selections debconf-selections” #541¥k&E debconf BLE¥IE , o] A F"dpkg
--set-selection <dpkg-selections.list” 454k E dpkg HiEHEE.

V=N
IRIEMRENE BT MMET A , BNAERH /proc, /sys, /tmp, M /run BR FHRAXHRS (0% 1.2.12
THE 1.2.13 ). BINIREXBTHRIEIE.

RRET
=

LEDEURINR |, R REREE L — LN RFEFNTIFATESII MTA (205 6.2.4 7).,



https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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REE ATIE KN | utER

bacula-common V6, I:7 2501 | Bacula: MERFIRRM , WEMZE-F IRIFHE

bacula-client V0, I:2 199 Bacula: MEFIEEH , MEMZE-T Fip o ik 4a,

bacula-console | VO,1.2 112 Bacula: MEFIEEH , WEMIZE X AKig

bacula-server I:0 199 Bacula: MR EIERD , MEMNIZE-RF s im ik R

amanda-common V0, I:2 9851 | Amanda: BEZ XKFF AR SR E N MR TS (F)

amanda-client VO, 1:2 1099 %rr;anda. DE=ZXFHFANSKENNMNEHE BE: (B

amanda-server | V-0, 10 1003 %rgﬂu??da: BEZXFIFRNER B UMEEBRE (R
=] =TAZE \

backuppc Vil 11 3088 Z;%kﬁppc EHRT&% PCHEGE (ETHIE) NetEsErNtk

duplicity V:6, I:50 2649 | (AR) =KD

deja-dup V:30, 1:45 5031 | duplicity # GUI (EIFERAFRME) #lvm

borgbackup V:12,1:28 3478 | (&FR) FEEXH

borgmatic V:3, 14 946 borgbackup & A A KIEEENEE

rdiff-backup V2, 17 1207 | (O=7%) BEERH

restic V:5, 1:10 24708 | (&%) IBERHD

backupninja V2,12 360 ZERT M meta-backup A5;

sbackup V0, 1.0 147 (=fE) EEEXD

backup-manager | V:0, .0 573 wSTRHLE

backup2l V.0, I:.0 110 AT HEREN ETHER) RIRETFR& AR ET]

Table 10.5: SRH&MIEFEHSIR

1022 XAEHEH

T2 Debian A% HEREENARNEFEHHIIE.

&M TAAEBNTANAE.

* Mondo Rescue 2— M &M AL , EREBAENMNEH CD/DVD FREFHREMREEAN RS , MAFTELTENHN
RERELFE,

« Bacula , Amanda #1 BackupPC 2£ZNREN&MRAEHN , TEATEHMANEHRH.

« Duplicity 1 Borg ;& &8 & ¢ T A BT MBI T ¢Euh,

10.2.3 &HEI5

SFF—NMALEY , ARG SR ETRERHEATAMTARREGEN. SHEN , EANATILEWSK
#HLIRAF—ERE.

XEFEHINIENENES , REAA#HR/MITE, XERTITUARMEER S TR —#EFER.
HFRERRPOE N | LEERIMBIRE AR PB4 5 penguin , Bl — DR OFIRIEIAHF]F"/usr/local/bin/bkss.sh” :

#!/bin/sh -e
SRC="$1" # source data path
DSTFS="$2" # backup destination filesystem path
DSTSV="$3" # backup destination subvolume name
DSTSS="${DSTFS}/${DSTSV}-snapshot" # snapshot destination path
if [ "$(stat -f -c %T "$DSTFS")" != "btrfs" ]; then

echo "E: $DESTFS needs to be formatted to btrfs" >&2 ; exit 1

1—ANREES—IXHIEA , H120 CD/DVD-R , BERFLEBEEEM. (B3N 9.8 T/EHSE shell §{TENF EEN . GNOME fEEFEFIETLL
IHREMAIBIT S8 B ~ CD/DVD ZIR"SESHNE A IR1IE. )
XLHURER I —L | R E R E RSB A\ RN R EEHRLER.



http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
https://tracker.debian.org/pkg/bacula-common
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
https://tracker.debian.org/pkg/bacula-client
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
https://tracker.debian.org/pkg/bacula-console
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
https://tracker.debian.org/pkg/bacula-server
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
https://tracker.debian.org/pkg/amanda-common
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
https://tracker.debian.org/pkg/amanda-client
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
https://tracker.debian.org/pkg/amanda-server
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
https://tracker.debian.org/pkg/backuppc
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
https://tracker.debian.org/pkg/duplicity
http://packages.debian.org/sid/deja-dup
http://qa.debian.org/popcon-graph.php?packages=deja-dup
https://tracker.debian.org/pkg/deja-dup
http://packages.debian.org/sid/borgbackup
http://qa.debian.org/popcon-graph.php?packages=borgbackup
https://tracker.debian.org/pkg/borgbackup
http://packages.debian.org/sid/borgmatic
http://qa.debian.org/popcon-graph.php?packages=borgmatic
https://tracker.debian.org/pkg/borgmatic
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
https://tracker.debian.org/pkg/rdiff-backup
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
https://tracker.debian.org/pkg/restic
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
https://tracker.debian.org/pkg/backupninja
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
https://tracker.debian.org/pkg/slbackup
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
https://tracker.debian.org/pkg/backup-manager
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
https://tracker.debian.org/pkg/backup2l
https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
https://zh.wikipedia.org/wiki/Duplicity_(software)
https://zh.wikipedia.org/wiki/Borg_(backup_software)
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fi
MSGID=$(notify-send -p "bkup.sh $DSTSV" "in progress ...")
if [ ! -d "$DSTFS/$DSTSV" ]; then
btrfs subvolume create "$DSTFS/$DSTSV"
mkdir -p "$DSTSS"
fi
rsync -aHxS --delete --mkpath "${SRC}/" "${DSTFS}/${DSTSV}"
btrfs subvolume snapshot -r "${DSTFS}/${DSTSV}" ${DSTSS}/$(date -u --iso=min)
notify-send -r "$MSGID" "bkup.sh $DSTSV" "finished!"

X8, REREATHA rsync(l) k&EB&E4 , FMETEIER Btrfs SKiS¥FIA.

ET TN
?E/j? F XMEZ TR T Euh _H{E BB 2 241 shell A bss: Btrfs Subvolume Snapshot Utility”,

10.2.3.1 GUI (BRIEAF-RmE) &5
XER—MEAT cUl (RERFARE) EArEH0HNEI1T.

« HEH— USB iR & FRE 4.
- #I USB R EA—DHX , £ brfs XHRSE , B4 A"BKUP”, X4 U EHEEBNE (B A% 9.9.1

e
- EEXMEANRRERLE, KEALHK B3R EES]"/media/penguin/BKUP”,
- $47"sudo chown penguin:penguin /media/penguin/BKUP” , itER[PAEAFE.

« BN H"~/ . local/share/applications/BKUP.desktop” {4 , IRMBEE 9.4.10 TEBEKHEA :

[Desktop Entry]

Name=bkss

Comment=Backup and snapshot of ~/Documents

Exec=/usr/local/bin/bkss.sh /home/penguin/Documents /media/penguin/BKUP Documents
Type=Application

XTFE—kERES , RN ~/Documents” &% USB FRE , FHAET — N RISIRE,

10.2.3.2 HEHRFMHAKRKEH

XER— T HERFEMMHURN BN E0EIT.

« &% 10.2.3.1 THARMEE— USB FERERTEH.
o BIE—MNTH systemd RSB ITIE"~/ .config/systemd/user/back-BKUP.service” :

[Unit]

Description=USB Disk backup
Requires=media-%u-BKUP.mount
After=media-%u-BKUP.mount

[Service]

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

[Install]
WantedBy=media-%u-BKUP.mount



https://zh.wikipedia.org/wiki/Btrfs
https://github.com/osamuaoki/bss
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« ATENARERAXA systemd #ITALE :

$ systemctl --user enable bkup-BKUP.service

STFE—REEEM , FRABEEMN"~/Documents” &% USB FRE , FHAET —MNRISIRE,

X, %477 systemd ZERNFF K systemd HBR TR EF , AFAERsystemctl --user list-units --type=moun
AR RS EIER KA.

10.2.3.3 EEEHiLARNEHR

X E— I EE AR B s & 06T

o 1% 10.2.3.1 THRARAESE— USB FHRERTHH.
o BIE— N systemd B[R] B IT3C4"~/ . config/systemd/user/snap-Documents. timer” :

[Unit]
Description=Run btrfs subvolume snapshot on timer
Documentation=man:btrfs(1)

[Timer]
OnStartupSec=30
OnUnitInactiveSec=900

[Install]
WantedBy=timers.target

o BIEE—MNTH systemd RSB ITI4E"~/ .config/systemd/user/snap-Documents.service” :

[Unit]
Description=Run btrfs subvolume snapshot
Documentation=man:btrfs(1)

[Service]

Type=oneshot

Nice=15

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
I0SchedulingClass=idle

CPUSchedulingPolicy=idle
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

« ATERNARERAXA systemd #ITALE :

$ systemctl --user enable snap-Documents.timer

T E—RNEEG , REBIEMN"~/Document s” &% USB FRE , AT — N RULIRIR.

XE | Y5 systemd ZERNTEFH systemd F PEFEBAITTHIZE |, {F systemctl --user list-units --type=time
RRARS SRS KT,

STFMERNEEARLS , X4 systemd X , LLF{ESEH] Unix at(1). cron(8) Bk anacron A , BEBIREEFREEN
Mk B,

10.3 ¥iEREHA

PIEREMBTMELURNE , MEMEMLE L TARNLGS.
S5 9.9 W dm-crypt F fscrypt , EfTIEBIT Linux PAZIERSILT B sh#URINE 5244,



https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
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RHER ATE NN Uik

gnupg |\./5'337627' 468 | gpg(1) GNU [gF. T4 - OpenPGP mMEMLE L TR
gpgv Y925558 559 gpgv(l) GNU [&Ff, 21 - OpenPGP Z&Z W IET A
sq V0, 1117 22408 | sq(1) Sequoia-PGP - OpenPGP &A% T HE
sqv Y430264 1813 | sqv(1) Sequoia-PGP - OpenPGP ZZ W WET B
paperkey Vi1, 1:13 58 paperkey(1) M OpenPGP #AEH , (XS EFLREE
cryptsetup V30, 1:80 | 465 | CTYPESCTUR®, vt shig i LUKS TA
coreutils IVQ%%Z 18457 | md5sum(l) | ITE 5K MD5 RERKE

coreutils YQ%%Z 18457 | shalsum(l) | ITESKL SHAL MERHE

openssl Yg%g; 2503 | openssl(1ssif# B openssl dgst” (OpenSSL) ITEZEHE
libsecret-tools V:0, 1:9 49 secret - tod \EEEFIER B 2545 (CLI)

seahorse V:81,1:273 | 7971 | seahorse(l) ®EIEIE LA (GNOME)

Table 10.6: ¥ & T A%

10.3.1 GnhuPG Z4AETH

T2 GNU [BR D+ HANRAERGS.

e WA

gpg --gen-key & R AT

gpg --gen-revoke my_user_1ID A/ my_user_ID F—& /B 5FED
gpg --edit-key user_ID TERAWEES W help” KRG HIEE
gpg -o file --export ERE RN AL TR 23
gpg -o file PREH A .
export-secret-keys EFTARNFLE T RIS
gpg --import file PSRRI

gpg --send-keys user_ID K% user_ID A ABRS 25
gpg --recv-keys user_ID MAFARRS 25 R &k user_ID B4R
gpg --list-keys user_ID St user_ID FIFTA %47

gpg --list-sigs user_ID SIE user_ID &=

gpg --check-sigs user_ID K& user_ID KT

gpg --fingerprint user_ID & user_ID MIFELL

gpg --refresh-keys SRR

Table 10.7: GNU [&f. D B4 EIRGSHFIER

{S{ERL A .
N &4 IR/ 4H"9563FC29932C409F1A77F9C1AB8A1522D8234C6A"

$ gpg --gen-key
gpg (GnuPG) 2.4.7; Copyright (C) 2024 g10 Code GmbH

GnuPG needs to construct a user ID to identify your key.

Real name: Osamu Aoki
Email address: osamu@debian.org



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
https://tracker.debian.org/pkg/gnupg
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
https://tracker.debian.org/pkg/gpgv
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/sq
http://qa.debian.org/popcon-graph.php?packages=sq
https://tracker.debian.org/pkg/sq
https://sequoia-pgp.org/
http://packages.debian.org/sid/sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
https://tracker.debian.org/pkg/sqv
https://sequoia-pgp.org/
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
https://tracker.debian.org/pkg/paperkey
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
https://tracker.debian.org/pkg/libsecret-tools
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
https://tracker.debian.org/pkg/seahorse
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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K EEHRE

- REBEEERERZIZBTE
GEETEEXR

XA EBREEAT TR
PN ES N

=R EREE

5T

REEE

C|—h3|S|Q|D

Table 10.8: {5{ERSE X33k

You selected this USER-ID:
"Osamu Aoki <osamu@debian.org>"

Change (N)ame, (E)mail, or (O)kay/(Q)uit? o
public and secret key created and signed.

pub ed25519 2026-02-14 [SC] [expires: 2029-02-13]
9563FC29932C409F1A77F9C1AB8A1522D8234C6A

uid Osamu Aoki <osamu@debian.org>

sub cv25519 2026-02-14 [E] [expires: 2029-02-13]

R4 _EEFRIN"9563FC29932C409F1A77F9C1AB8A1522D8234C6A" N4ARITERM/ASARS 25 hkp : //keys . gnupg
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 9563FC29932C409F1A77F9C1AB8A1522D8234C6A

,%fjjfi)kaﬂ%ﬂﬁ/&%ﬁﬂﬁ%%%&”~/ .gnupg/gpg.conf” (|BAZETE"~/.gnupg/options”) XHHRE , WXHBEET
PAFEE.

keyserver hkp://keys.gnupg.net

MEARLAR S5 25k B TC 4 SR

$ gpg --list-sigs --with-colons | grep 'Asig.*\[User ID not found\]' |\
cut -d ':' -f 5| sort | uniq | xargs gpg --recv-keys

BRI OpenPGP N4ARS- 28 (SCRIMIARAS 0.9.6) , 23582 WTA 2 ML EMFHE. FMK gnupg (>1.2.1-2) &
HEEEB AR X LM F4E. S gpg(1) T -repair-pks-subkey-bug” 1%E51.

£ SHA-1 tEARFEEIACFA. RET openPGP i) RSA (/T SHA-1 {EARFRIE , AT AE MR FixKey-
WithShalXk{E5&.

RN
The sq(1) and sqv(1) commands are an alternative set of openPGP commands. See sq user documentation and
A Practical Introduction to using sqg, Sequoia PGP’s CLI.

10.3.2 7EXH_L{FEA GnuPG

XEBEA L EER GNU BRI+ 451+,

10.3.3 7£ Mutt F{FH GnuPG

WEMTFTEANSE]~/ . .muttre” , EEFNENE , BH—MEM GnuPG , FERSIKHBFIR'S” KAFEFR.



https://sourceforge.net/projects/pks/
https://wiki.debian.org/FixKeyWithSha1
https://wiki.debian.org/FixKeyWithSha1
https://book.sequoia-pgp.org/
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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me WA

gpg -a -s file ASCII A% 3L file.asc
gpg --armor --sign file m_E

gpg --clearsign file ERIAEFEE

gpg --clearsign file|mail v N
foo@example.org RIE—HEAN & TR foo@example.org
gpg --clearsign .
--not-dash-escaped patchfile PSRRI T S

gpg --verify file RUEER X LA

gpg -0 file.sig -b file ER—RNBRET

gpg -o file.sig --detach-sign AL

file

gpg --verify file.sig file

fFH file.sig BOE Xk

gpg -o crypt_file.gpg -r name
-e file

NEAME , NSUHEEHRIEF , £ crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

ois

gpg -o crypt_file.asc -a -r
name -e file

PNEAME , NXHFFIRERE T , &A% ASCII £33/ crypt_file.asc

gpg -o crypt_file.gpg -c file

B AFXTHFRINEE] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

[t

gpg -o crypt_file.asc -a -c
file

SERRANZR , ISTHEEI ASCI £/ crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

fig e

gpg -o file --decrypt
crypt_file.gpg

il

Table 10.9: fE3C# E{ERK GNU [GRL D645k



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ":toggle pgp_verify_sig\n"
set pgp_verify_sig=no

10.3.4 1£ Vim {&H GnuPG

gnupg AR RULARYSY BB A" gpg”, " asc”, ", pgp” IS AT SE/IZ1T GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo "packadd! gnupg" >> ~/.vim/vimrc

10.3.5 MD5 &%

mdSsum(l) {45 T HHERZE A — LA, BEM rfc1321 BRrHIfERERC .

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

TE
MDS5 B CPU 1T HGRE R GNU Privacy Guard (GnuPG) TR R/DK. EEEIEN T, ABTUERNIHE
A BRI A SRR IR TR

10.3.6 FIFLAN

£ GNOME &%; , GUI(EIFER &R E ) LA seahorse(l) B , TLMEREAFS ~/ . local/share/keyrings/*
BEEREFEA].

secret-tool(1) BEME Mas SITIEMEEEREEI4ARIA,
1A 77 LUKS/dm-crypt N4 Feig A2 A 2R

$ secret-tool store --label='LUKS passphrase for disk.img' LUKS my_disk.img
Password: ****x**x*

XN TEAEA B RS BRI FFAZIH B2 | bban cryptsetup(8).

$ secret-tool lookup LUKS my_disk.img | \
cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

2N
ToR e , REEE— AR IR HERLN |, #/H secret-tool K S Bl B HiF JnrDZ AR,



https://datatracker.ietf.org/doc/rfc1321/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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R AT NS WA

patch V97,1712 | 242 patch(l) BIEXEFTAT

vim V86, 1:1346 | 4089 | vimdiff(1) | 7& vim IR E

imediff V:0, 1.0 348 imediff(l) | £ X B R/ —HKEFHLE

meld V5, 1:25 3546 | meld(1) PR ANFBAESLAF (GTK)

wiggle V:0, 1:0 175 | wiggle(l) | MAHFRZERI#NT

diffutils I\'/S.389785' 1768 | diff(1) BATHARTIA S0

diffutils ?-/é%?’ 1768 | diff3(l) | BATHARRAI=AHE

quilt V1, 1:18 880 quilt(1) BIEARSAT

wdiff V:6, .42 651 wdiff(1) EXAHFF , B RBARANE

diffstat V10, 1:1104 | 79 diffstat(l) B diff Ef— S TFERE

patchutils V:13,1:103 | 242 combinedifif AP N IEEANT BFE— T FHEANT

patchutils V:13,1:103 | 242 dehtmldiffi(Bk—4~ HTML TWEREE — diff

patchutils V13, 11103 | 242 filterdiffi(\—1 diff XHEMITIEE R diff SXTHF

patchutils V:13, 1:1103 | 242 fixcvsdiff(ﬂ%’gﬁa CVS patch(1) R ETER diff ST

patchutils V:13, 1:1103 242 flipdiff(1) BT %NT R

patchutils Vi13,1:103 | 242 | grepdiff(l ﬁ'ﬂWEEEI_HCIEﬂ%ﬁTEWI‘T%Eﬂ
N — =T—

patchutils V:13, 1:103 | 242 interdiff(l)ﬁi_;_ﬁ%j d;fux{?ffﬁzd:g%{;#ﬁ?ﬂ XA

patchutils V:13,1:103 | 242 Tsdiff(l) | WomPEEST AT B

patchutils V:13,1:103 | 242 recountdiffﬁ%ﬁﬁ'ﬁ]ﬁﬁﬁlﬁ?ﬁ diff TR EN K

patchutils V:13,1:103 | 242 rediff(l) | BEF LRiE diff XHERHRENRD

patchutils V:13,1:103 | 242 splitdiff(LfpBEIEEXNT

patchutils V:13, 1:1103 | 242 unwrapdiffiARFIIEEE WA T

dirdiff V0, I'1 167 dirdiff(1) | B.rE XN Z RIRAREFZBEHE

docdiff V:0, 1:0 554 docdiff(1) | BREFHEEE R

makepatch V:0, I:0 99 makepatch(LYERT EANT XHF

makepatch V:0, I:0 99 applypatch(Y BT EANT XX

Table 10.10: JFFEE&FH T AR



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
https://tracker.debian.org/pkg/patch
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
https://tracker.debian.org/pkg/meld
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
https://tracker.debian.org/pkg/wiggle
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
https://tracker.debian.org/pkg/quilt
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
https://tracker.debian.org/pkg/wdiff
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
https://tracker.debian.org/pkg/diffstat
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
https://tracker.debian.org/pkg/dirdiff
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
https://tracker.debian.org/pkg/docdiff
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
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10.4 FRARE&EHFITA
XEFAHLZBRBEHTLA., TFTHERENERHITA,

1041 WERBXHFEESR

THEARME , SHBEDNRXARAR , FARIECEHNMAE  A=E A diff 34" file.patche” 2" file.patchl”.

$ diff -u file.old file.new > file.patch@
$ diff -u old/file new/file > file.patchi

10.4.2 RARLSAHTEAE AT
%ﬁ YF{F/:F(E%‘%EHWE patch %N T3¢ff) , BT RE—FEFEH. BETEAAN , BEREKES , MAXAEHE
B,

$ patch -po file < file.patcho
$ patch -p1 file < file.patchl

10.4.3 T HAE

MR —NEARED , FREFAMRE , FOTRUEE TEM A |, FH8 imedif (1) BITR AR ENSHE.

$ imediff -o file.merged file.old file.new

WMR—NRAE , FE=NRA , RATUEE TEKAR , €/ inedif (1) PUTRZEN=AH1H.

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git B XL RER AT FRAISHIZ S version control system (VCS) T E , B} Git BEM RN FEA M ALTAR FRY
EHE, MEAEE.

JB)d Debian Salsa % , Debian BEfSIZ it %32 Git fR%-. 7E https://wiki.debian.org/Salsa BETXEIE IVt EASTAY.
THE—L Git FRE4EAa,

10.5.1 FECE Git & i

fRAJAE"~/ . gitconfig” EMRE LA Git T RBRERNLRECE | PLAIRIK A TR FHb¢Hbit.

$ git config --global user.name "Name Surname"
$ git config --global user.email yourname@example.com

YR AT ARG T 7R E I Git FIZRIATT AL,
SWMRARAER"~/ . vimrc” &~/ .vim/vimre” , I THANMAEX.



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
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R TR NS BiAA

git poSz | s0172| git(n) | GitBREE. YR, AAEAHAEHIRL
gitk Vi4,1:29 2003 | gitk(1) BIETRER Git B BN
git-gui Vi1, 1118 2508 | git-gui(l) | Git BTERM® (JLhEINEE)
git-email V0, 1110 1187 | git-send-emAiGLFHE FEMEAEREZIRIFNT
git-buildpackage Vi, 117 2030 | git-buildpaBke&ged¥hH{E Debian £

dgit V0, I'1 724 | dgit(D) Debian HRFER git TEIRE
imediff V:0, 1.0 348 git-ime(1) | A E XKD I git IR TR
stgit V:0, 1.0 604 | stg(l) HIER git (Python)

git-doc 11 14238 | N/A Git B A 35

gitmagic -0 721 N/A "Git BA” , BTIERERN Git FHF

Table 10.11: git #HxAM M4 FIR

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

WRARZME(EA CVS 8¢ Subversion 54, RIFHEREN TN G474,

$ git config --global alias.ci "commit -a"
$ git config --global alias.co checkout

e B M T ARNKERKNLRECE :
$ git config --global --list

10.5.2 HAK Git 54
Git 3115 B LA EUE.

« TR B RARIFmEE F AR, R ARSI SCAHIE .

- BEWICROBA , WAPMROHERFEFRIR . X2 git add M git rm &<,
© FEIRIFE M.

- TEETREEKRZA , EFEXFRERABIAF B E. X2 git commit 674,
« IHEERIFEER MR M.

- Git iR HIRMHEN R HECEE@mE eI EAN AL,
- FMEEFIET git push SR EBIRENTECE.
- A FREBIET git fetch # git pull €a4 ME2& MR,
x git pull @541 git fetch JFP4T git merge 8% git rebase 4.
* XEB | git merge EEM ML A XNAFLEER—m. (FERBEHIK git pull , XNZBIAMK , R
Xf_EFEE RN ZIEFZ AN, Z21FH)
* X8 , git rebase fIE— M ERASXMFIIAEREND X , REFHAZ. (XEEH pull.rebase
true KN , MIERMNERKAEEA.)
o ERECERFELRTHNXH.

- BERECENBEE  FRRENBEEUMY , bl SSH 8 HTTPS,



http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
https://tracker.debian.org/pkg/gitk
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
https://tracker.debian.org/pkg/git-gui
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
https://tracker.debian.org/pkg/git-buildpackage
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
https://tracker.debian.org/pkg/dgit
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
https://tracker.debian.org/pkg/stgit
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
https://tracker.debian.org/pkg/git-doc
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
https://tracker.debian.org/pkg/gitmagic
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TRZIE .git/ BRZAMOIM. 7 .git/ BRERRXH , BIFRS. e EHRIEM—L git BRERXAIL

%,
XEBERTEN Git i,
Git &7 Thie
git init BRI (Hb) i
git clone URL AR R A E L EE RN
git pull origin main BT B origin g4 main Hx
git add . 0 TR B m A LA U E AT R A RN R [ 30U
git add -A . EMTERNEmREXHEIRS (BREEENRKR)
git rm filename MM FNZE S F R CE
git commit R ER S| PR E R A A
- - N TER BRI RR R RS HERX ENRIAMEE (R
git commit -a +1237)
git push -u origin branch_name {EFRAZAM branch_name X EANEAEBE origin (¥1iG2H)
git push origin branch_name {EAZAM branch_name 53X 2 FnEie o lE origin (FE/RVAMH)
git diff treeishl treeish2 UK treeishl 123X treeish2 IR HINE)
gitk VCS FEN X EWHRETE A mE R

Table 10.12: =EH] Git /54

10.5.3 Git 715

THZE £ Git 577,

B
REEFHTHRIOFETHS. DE—ETA 1 gitk(Q) AVRERE  BAMBRLE git 54,

NGy
WR—ANAMYSTHEE N ELXEBEFEERINCE  HEEXHNIXANK , FEK --force i
W, XBEX main HIRRATER , BT —IME1EE] main AXERRENX , BT RUERZK.

D g

N S{TIBIE git-xyz" B git FH4MAR , N 2006 FRAFIARMEEIUH.

O

o
R —NATHITAE git - Foo ZEBETREAE SPATH B, 76 SITHEAPHAK git Foor , NIH

git-foo. X52 git adH—MFHE.

10.5.4 Git 3%

5

RTEARE.
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Git 5 41T Thie

gitk --all ZE TR Git [IEFEEME , PE2nEE HEAD E[H4M—THE32.
PN T . BRSNS -

git stash FE—ATRROTEN , F2EZKBIR

git remote -v REEFERE

git branch -vv REDRE

git status ERTERKE

git config -1 I git RE

git reset --hard HEAD; git
clean -x -d -f

REEHA THERREF2BEEN)

git rm --cached filename

RFEE git add filename IERE1EZ S|

git reflog

FREEHE CTARBRRAXTFRERZER)

git branch new_branch_name

HEAD@{6}

M reflog {EEAIE— NI

git remote add new_remote URL

IEII— N URL F8[A KT f2 & new_remote

git remote rename origin
upstream

TR CEME TN origin Edy &% upstream

git branch -u
upstream/branch_name

REILIEIRIAENEFECE upstream HIER N X %

branch_name,

git remote set-url origin
https://foo/bar.git

%AF origin ) URL

git remote set-url --push
upstream DISABLED

B FEEE) upstream (4R%E .git/config SkEHER

git remote update upstream FREL upstream BEF B TIZN X EMN
git fetch upstream BIEAM (FTRERIMILA) upstream-foo X , fEAR

foo:upstream-foo

upstream B FE+H foo A H—MEN

git
git

checkout -b topic_branch ;
push -u topic_branch origin

HIE—H topic_branch FHEEHEEE origin

git branch -m oldname newname

FHS XA

git push -d origin
branch_to_be_removed

MERTFESN S (FAR)

git push origin
:branch_to_be_removed

Wisrmizns (BRAR)

git checkout --orphan
unconnected

BIEZ—H unconnected A

git rebase -i origin/main

Norigin/main EFHF. Bk, ERERZE— TS X

ke

git reset HEADA; git commit
- -amend

E4EiREm AR — 1

git checkout topic_branch ; git
merge --squash topic_branch

48 topic_branch B|—MRAL

git fetch --unshallow
--update-head-ok origin
'+refs/heads/*:refs/heads/*'

RE—NETER N E S XNTR R

git ime

NHARERIRAF—RIENBE—HRMER. (K
imediff)

git repack -a -d; git prune

T EEHTTRE—TEMAET (XARERBIAHRS X E

R EERBIREFIS)

Table 10.13: Git %15
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» man =t : git(1) (/usr/share/doc/git-doc/git.html)

Git HPFEM (/usr/share/doc/git-doc/user-manual.html)

git MAFAFE (/usr/share/doc/git-doc/gittutorial.html)

git NMEAFFE : 5 _F0 (/usr/share/doc/git-doc/gittutorial-2.html)
s GIT &— XK 20 MAEAH44 (/usr/share/doc/git-doc/giteveryday.html)

Git BEAR (/usr/share/doc/gitmagic/html/index.htm1)

10.5.5 HERRAITHRS

MRAIEHI RS (VCS ) BRHIAARBITIEG AL (RCS), & RXHERCE SRR (SCM),
X2 2 Debian A4 EELZAMHEEIE Git i VCSILA.

LG TATE XN | IR VCS A | ik
: - e
mercurial V:3, 1:26 2579 | Mercurial PaXii=" Tircu\rlaal IEEFH Python SHIEH
maE CER

darcs V0, 113 38784 | Darcs PAYiiE:N BEERBANTH DVCS (18)

_ GNU % tla B&RIFEEH Python B
bzr I-4 28 Bazaar EEELEN DVCS (i)
tla V20, 1:0 1022 | GNU arch | 4%t %%%Tom Lord 5] DVCS (R
subversion V:10, I:59 4849 Subversion | JGFE /;t E:Jj\]_/;{)mm?" LAz VCS [y
cvs V3, 1:26 4835 | CVS AT EIHIEITHE VCS Fr/E (1)

. =20 VCS (CVS,Subversion,RCS) &g
rcs V-1, 1.9 578 RCS <, "TF Unix SCCS WEIF ([h¥)
cssC V0, T:0 2044 [ CSSC ES Unix SCCS fImfE (Fi5R)

Table 10.14: HERAITH ARG T AR



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/git.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/user-manual.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/giteveryday.html
https://github.com/blynn/gitmagic
https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
https://tracker.debian.org/pkg/mercurial
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
https://tracker.debian.org/pkg/darcs
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
https://tracker.debian.org/pkg/bzr
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
https://tracker.debian.org/pkg/tla
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
https://tracker.debian.org/pkg/subversion
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
https://tracker.debian.org/pkg/cvs
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
https://tracker.debian.org/pkg/tkcvs
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
https://tracker.debian.org/pkg/rcs
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
https://tracker.debian.org/pkg/cssc
https://www.gnu.org/software/cssc/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11

YIRS

TERZXT Debian A%t LAl AR AT AR HMAXRRER.
ETHENTAR , BEFFAN , B350 TR EERAAIR.

111 XAHEEHRTA

MTFRXAYIEEH®RT A,
RHERE TATE NN T WtAA :
. V:922, - {#H iconv(l) KARENES IR (locale) Z[BJE
Libcé 1:999 5370 ’fii SRS (i) N
. FRHE+H | ARRESIIR (locale) ZRIRXIAYRADH IR
recode b Rl (STMRE , BEBIRFUAE)
~ E \£: kvl A S X LY oo
konwert Vi1, 1:43 137 | 84 (T_%_I;\:jlgq':)'w’% (locale) 2 [RIETSCAARESH S
nkf V:0, I:8 359 FHE HEFHERRE
tcs V:0, I:0 518 FRE FRHERPRE
unaccent V:0, 1.0 34 FEE ;t%i%?ﬁ , ﬁﬁﬁ*ﬂw%ﬁgﬂ:—ﬁt E;];}I;E%ff—ﬁ
L = £ DOS 1 Unix 2 [B]I XA :
tofrodos V0, I:12 50 BiT fromdos(1) &1 todos(1)
- a 4= 7£ Macintosh #1 Unix 2[RI AR 3 :
macutils V:0, I:0 319 1T frommac(1) 1 tomac(l)

Table 11.1: XA¥IEFE T ASIZK

11.1.1 i iconv #54 KB SIAN S

R
iconv(1) 2 libc6 A —ER5 F B e R AFES Unix ARSE L7 7 H4RAD.

{REERS BTN TS A iconv(l) SREFR XA HIYREL,

$ iconv -f encodingl -t encoding2 input.txt >output.txt



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
https://tracker.debian.org/pkg/recode
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
https://tracker.debian.org/pkg/konwert
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
https://tracker.debian.org/pkg/nkf
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
https://tracker.debian.org/pkg/tcs
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
https://tracker.debian.org/pkg/unaccent
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
https://tracker.debian.org/pkg/tofrodos
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
https://tracker.debian.org/pkg/macutils
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JRho{E Rix

ASCII EEGEXHEIERE , 7 URBATES TS

UTF-8 ATHhBIRBRIERAZNZES e

1ISO-8859-1 [HEPOROE = AnrE , ASCI+ 25 4a S

ISO-8859-2 [BRARROES W , ASCIl + EE TS

ISO-8859-15 [ B BRI S HaROE S hrE (1SO-8859-1)

CP850 code page 850 , FITFUENE = X DOS T B EIFERFH |
ISO-8859-1 fIAF{Ak

CP932 code page 932, Hi& Microsoft Windows K] Shift-JIS Z&{&

CP936 code page 936 , T AF XHHEREARZXA&H] GB2312
GBK % GB18030 fAr{k

CP949 code page 949 , I TEHERMIKIRIEAZG NAEH EUC-KR &
Unified Hangul Code B {&

CP950 ;Ede page 950 , AT Z AP X RBEIRE R AR K Bigh AT

CP1251 code page 1251 , T A E/RFERRBIIRIEARG XA RIS

CP1252 code page 1252 , FITROEGE & IR IERG AR
ISO-8859-15 f{AF &K

KOI8-R ATRE/RFERIEMRE UNIX SR

1SO-2022-JP H XX AMEFRIArAEmED , RIER 7 F D

eucJP ZHHE UNIX 358 8 f2F T , A Shift-JIS T2 [F

Shift-JIS H3C JIS X 0208 M3 1 FrrE (B CP932)

Table 11.2: 4rhS{EFMAILHITIFR

YRED(EE K/ NERSUERK , BREILACH 28 - "8 ", a[RMEM iconv - Ui S EHFHRILRAD.

RRSETS
=

— MR AR |, TREHERESRNE (8 8.1 ),

% ASCII #1 1ISO-8859 XHER T RFNHNFIE , FRHMILMFRE/LFHENER—HH1E.

STFLFHNFFE , thanik , B TFHXH JIS X 0213 , SR TFEARZ FTAES M Universal Character Set (UCS,
Unicode, 1ISO-10646-1) , B ZF4mi AR R FIMLENRNF T HIE.

« B3l EUC F01 ISO/IEC 2022 (H#EFRA JIS X 0202)
« Unicode [ UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 4L

STFRLEXE | FREMFTRRIDY 85 &R BHRIX R,
STHELATEA KME , code page R1EAFRYmALIRAIF SURKER.

EE

BHIEE , KA WIS ARG I E ASCI i) 7 L F R E A WD , EhE L35, MRRMNEE K shift-
JIS gwbigs , A EMBEX CIESREFM URL ¥R , B UTF-8 #3, IR\ E(E A"CPI32" {EA4RAL & kA
H'shift-JIIS" FAFEIMEMLER : 0x5C — "\" F OX7E - "~". B , LK PHN RN TR

R
recode(1) AJAEHE A FH B RN E iconv(l) , fromdos(l) , todos(l) , frommac(l) F1 tomac(l) ThAERILE
&. BEREBEZER , 152 info recode’,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page

Debian &%} 211/ 247

11.1.2 Hiconv ENXHEARE UTF-8 4ghY

REEBBET N TS iconv(l) SRR E—NXAMHERER UTF-8 JrhLi,
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found"

EFZIN
£ LB FH{ER"- -verbose” SHERIKEIE— non-UTF-8 F4F,

11.1.3 {FF iconv #3444

XER—AROIE , ZR—BRT , BEZRIRERS RS TR FERwD , F AN UTF-8.

#!/bin/sh

ENCDN=1is0-8859-1

for x in *;

do

mv "$x" "$(echo "$x" | iconv -f $ENCDN -t utf-8)"
done

"$ENCDN” FEE X T HEERIRIERE T , XL FERMEIAYS , Nk 11.2.

SEFEME ZHE N, , B{EFE ML NSRILIER mount(8) (KR (355 8.1.3 ) kIFRMEH XRESHL IR
ge (Peamist , B E—1 X)), Efcp -2 i RENERBINNEE HI—ER UTF-8 BRI AS L.

11.1.4 HATHEEHR

ARG, FARITE (TR 45, BFamat.
2]

Fa AT mbG i il 16 3t
Debian (unix) LF W] 10 0A
MSDOS 3l CR-LF AMAJ | 1310 0D 0A
Windows

IR Macintosh CR AM 13 oD

Table 11.3: A& I TSR

BATREEH AR R, fromdos(l), todos(1), frommac(l), #1 tomac(l), R A {E. recode(l) hEB K.

AE
1E Debian ZR&%: F—L%K4E | 40 python-moinmoin #EAHK wiki TWESEE |, {&F MSDOS A4 CR-LF 7E4
AT YRS, AT, _EEAFLSE —/ i BRLR,

=z
=

KEborgmEes (Pbgn @ vim, emacs, gedit, --) BEASIEAALNIE MSDOS I AFHIIATRISC .

R’
;—T':J:‘}E':’é' MSDOS 1 Unix XIS , 55—% MSDOS HATHRAE , {E/"sed -e '/\r$/!1s/$/\r/"" K%
todos(1) LbsF. (Bian , #E(EM diff3(1) BEFM 4 MSDOS REI#/E.) XEE A todos 4 FTEMITIEM
CR.
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11.1.5 TAB ¥

XER LA TAB KB E T A,

ThEE bsdmainutils coreutils
EHRIRTTY R "col -x" expand
(unexpand) col -h unexpand

Table 11.4: bsdmainutils 1 coreutils B R ATitik TAB Ridmd ¥R

indent B9 indent (1) LEEBERMEA K C FEFFHT

fzn vim A emacs XEFMREIRATT A AKY & TAB, #ME vim ki , #REEBIRIUFHN": set expandtab”
" :%retab” 643 B TAB, R ATLURIAFFAN :%set noexpandtab” #1":%retab” 543K E R,

11.1.6 WA B3 RITNEER YRt es

% vim XEAILA B BESRIE 2 B A MR EA R I B AES AN B TR AD RS AR AT A SRR R, RO ESFF UTF-8
YRADEOIESI & _EFHETE UTF-8 MR TME Xt mig 23 KRS IFH R B M.

PA latinl (is0-8859-1) 4rbafZEA&KIHFIRGE S B Unix XA “u-file. txt”, BEBI I T EAI/RAE vim B S M YR
L=

$ vim u-file.txt

XZATBERIE A vim SR B s UALHI SR ESCHEE R UTF-8 w8 |, 2NREAK T , NHEEE R latinl Jghd,

A latin2 (iso0-8859-2) 4mhLAFf#AIHIE =VE Unix XA “pu-Ffile. txt”, REEE AN T FT/REA vim Jwig.,

$ vim '+e ++enc=latin2 pu-file.txt'

PA eucIP YREBAZAEMIB BB Unix XA |, "ju-Ffile. txt”, BRI F AR vim JRig.

$ vim '+e ++enc=eucJP ju-file.txt'

PARTVB A shift-JIS 4rbd (BRAVIRIAE : CPI32) F£&MIIHEE MS-Windows XA |, "jw-file. txt” , gEET
T FREA vim YiE.

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt'

W—AHEA vim FTHFR &R A ++enc” FI"++ 7 I , £ Vim TN 1w’ eSS AR EFEH B4
=R, RMETATE Vim 51T E EE SR R EAARR , #a0 , ":w ++enc=utf8 new.txt”,
YEAER vim EATEENPM mbyte.txt , ” ZFETAZR MR 11.25%515 ++enc” {F ARAHERIEE.

emacs FRIHIFL AL S RIALRITIRE.

11.1.7 RERENAK

INTFFREA web TMEIFHETHALBIIA ., 4 M Web chiz T E % 275 web TEH N 2 grep(l)
At Unix XAT AR , AT 64235 8RN,

$ w3m -dump https://www.remote-site.com/help-info.html >textfile

I, #RETRAE AT AT TR A AAS SR B SO AR
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LG TE ANRES 3T IhaE
”, - < ~
w3m Vi1, 11145 | 2853 | html_ text g w3m -dump” 8538 HTML # U ASIARTH R
html2text V:3, 171 298 html-text | SZ&H HTML B3 A HHRFE# R 2s (1SO8859-1)
n " A Y AY
lynx V:29, 11457 | 1972 | html- text };Egéynx -dump” #5298 HTML 3 AR
elinks V-2, 1:16 1791 | html text gggnks -dump” i3 38 HTML # e R3CAH]
links V:2, 1:21 2321 | html- text E’%inks -dump” 5 <-3E HTML e RSO i
links2 V-0, 1:10 5466 | html - text ?;;égksz -dump” i3 38 HTML #f R3CAHY
catdoc V:17,1:1176 | 682 MSWord _ tektieX MSWord LRI A8k TeX X1F
antiword V0, I:6 587 MSWord - tektiggt, MSWord XHFZEIES AL ps XHF
unhtmt V0, 1.0 40 htmi-text | h\—4 HTML X EmWEIRCAr
odt2txt V1, 125 60 odt_ text IR AR B S AFE A 2%

Table 11.5: AT HREAISCATIREN T AS R

KA, AT eSS G 1t
A" :source

vim-runtime V:16, 1:365 | 38132 | = $VIMRUNTIME/syntax/html.vim” Vim Ré54
HARAREE] HTML

cxref V0, I:0 1191 | c=html WK C 72F-% latex 1 HTML 5 #2s (CIBS)

src2tex V0, I:0 1799 | &= HHRFZRALE] TeX (CER)

. . RIS =B~ HTML, XHTML,

source-highlight \.q .5 2131 | BS LaTeX, Texinfo, ANSI Bifa#% X FF%1F1 DocBook
U5 (C+)

- - a . HFZIRARREEA S =T HTML,
highlight Vo, 1:3 il &% XHTML, RTF, LaTeX, TeX or XSL-FO {4, (C++)
gre V.0, I5 208 | o R | m o B A RS (Python)
pandoc V:10, .47 201787 text—any TBRMRc ey (Haskell)
python3-docutils \.qs 155 | 2009 | textoany | EAISCASSOR4E] XML (Python)
markdown V0, I:6 56 text - html Markdown JLAIIAEZE] (X)HTML (Perl)
asciidoctor V0, I:5 101 text - any AsciiDoc XA AR E] XML/HTML (Ruby)
python3-sphinx | V7, 1:27 2996 | text—any ET &M AS (Python) EFXTA
hugo V0, I:5 61651 | text - html FT Markdown FFRSU0 R A Z5: (Go)

Table 11.6: SR AFIEXN LAY R



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
https://tracker.debian.org/pkg/html2text
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
https://tracker.debian.org/pkg/catdoc
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
https://tracker.debian.org/pkg/antiword
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
https://tracker.debian.org/pkg/unhtml
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
https://tracker.debian.org/pkg/odt2txt
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
https://tracker.debian.org/pkg/vim-runtime
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
https://tracker.debian.org/pkg/cxref
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
https://tracker.debian.org/pkg/src2tex
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
https://tracker.debian.org/pkg/source-highlight
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
https://tracker.debian.org/pkg/highlight
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
https://tracker.debian.org/pkg/grc
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
https://tracker.debian.org/pkg/pandoc
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
https://tracker.debian.org/pkg/python3-docutils
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
https://tracker.debian.org/pkg/markdown
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
https://tracker.debian.org/pkg/asciidoctor
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
https://tracker.debian.org/pkg/python3-sphinx
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
https://tracker.debian.org/pkg/hugo
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11.1.8 SFFEA AT AR
YRATBUB I AN T FT R S S R A S A SR

11.2 XML #4E

¥ BAMCIES Extensible Markup Language (XML) 2 —F#81018S . BT B8EMEEHN3H.

1£ XML.COM BERANAEE.
o AR XML

o 4R XSLT?”

« " {+4R XSL-FO?”

o " AR XLink?”

11.2.1 XML HEFRER

XML XAFRRGLLG HTML. EREBFERNEE - XML MR, —ME8RK XML &

7%, EXEER.
F— XML XAHE R T ERARAE XML TS,

<?xml version="1.0" encoding="UTF-8"?>

XML JTEMERE AR IR THNARARC.

<name attribute="value">content</name>

NAAZM XML Tt |, (ER FTEREEIRC.

<name attribute="value" />
FmEyFhrattribute="value"” 7] %K.
XML EEFRERS , 2% TERATARC.

<!-- comment -->

ARTFIEAIFC , XML EDBRAERTE XSRIEERRNB R TIIFH.

G2

docbook-xs1#&

S VEYEN HURNFR
&quot; L =
&apos; TS
&1t; < /N5
&gt; > XTS5
&amp; &: &=

Table 11.7: XML FiE M Sk % 5=

7Ny

"<& TNEEAEBME (attributes) BXITE (elements) F{EA.



https://zh.wikipedia.org/wiki/XML
https://www.xml.com/
https://www.xml.com/pub/a/98/10/guide0.html
https://www.xml.com/pub/a/2000/08/holman/index.html
https://www.xml.com/pub/a/2002/03/20/xsl-fo.html
https://www.xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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HE
Y4 SGML M A FELKIK , bbinasome-tag;”, WERKNER , F—NMENSBZHEN., REEXL
FE’<!ENTITY some-tag "entity value">" BEFHR,

*E
AZEXMLIFCE—BERE—RELEE (—EBUREARNSZJBM(E) | £/ Extensible Stylesheet Language
Transformations (XSLT) R3] Ho— XML , B—MEAR B EHRES .

11.2.2 XML 4038

BHZTARDATAIE XML XX, bbamik : 7] B FES Extensible Stylesheet Language (XSL).

—BA{REIZET —MFRTER XML X, EAR R , #Rete] AMER 1] BEFRFRIES 3% Extensible Stylesheet
Language Transformations (XSLT) , ¥ HE 4 sEAH& =,

BAUTRHN T EBAEXFRIES Extensible Stylesheet Language for Formatting Objects (XSL-FO) & FIsk{E A&
WHRRAZR. fop PKEFALL Debian main AREZH , RAEKH Java fRIZES. LaTeX REZEE M XML /4
XSLT £ /% , LaTeX AL 2 A7 DVI, PostScript A1 PDF 3XZEAJFTENHISC 4.,

KB, AT WANES G Uik
docbook-xml [:424 2126 | xml DocBook f] XML 3 #4ZREE X (DTD)

P fEF XSLT % DocBook XML AFTH Rk &% B A& =X
docbook-xs1l V:16, I:1151 14823 | xml/xslt B XSL At

A/(\/_ oo o 2 .y

xsltproc V:16, I:75 83 xslt X%S%L-I)- A AT Ar (XML — XML, HTML, 26305
xmlto V:0, I:9 124 | xml/xslt fE A XSLT ¥ XML ¥ H%2HE SRR AR
fop V0, I:8 281 xml/xsl-fo %% Docbook XML 3 {5%/] PDF

o & XSLT ¥ Docbook XX f44%#t 4 DVI,
dblatex V1, 1.6 4636 | xml/xslt PostScript, PDF 304
dbtoepub V0, I:0 37 xml/xslt DocBook XML Zl].epub &t

Table 11.8: XML T E%I3%

BT XML 2 #RAEEBFFCES Standard Generalized Markup Language (SGML)—/NF4&, BT 4 E SGML (Y™
RBRIA , tatsaIE XML, bhanik SIAEHE S AATEIES Document Style Semantics and Specification Language
(DSSSL).

KB, AT WANES E Uik _ o
openjade V1, 1:22 1066 | dsssl [I;])O/IEC 10179:1996 At DSSSL AM3EEs (b
{F A DSSSL 43 DocBook XML 2I[& Fhég H AR =,
i) DSSSL #RFE

DocBook XA LTHEAE , BFEf#ER DSSSL fF%
docbook-utils V20, I:6 287 xml/dsssl #AH TR (HTML, RTF, PS, man, PDF) [
docbook2* #54

docbook-dsssl V0, I:8 2594 | xml/dsssl

Table 11.9: DSSSL T A%I3%k

R
GNOME [ yelp 1 1IAEB /7R E IR DocBook XML XXt , X2 R AT AN X HRIFELHIER.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
https://tracker.debian.org/pkg/docbook-xml
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
https://tracker.debian.org/pkg/docbook-xsl
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
https://tracker.debian.org/pkg/xsltproc
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
https://tracker.debian.org/pkg/xmlto
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
https://tracker.debian.org/pkg/fop
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
https://tracker.debian.org/pkg/dblatex
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
https://tracker.debian.org/pkg/dbtoepub
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
https://tracker.debian.org/pkg/openjade
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
https://tracker.debian.org/pkg/docbook-dsssl
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
https://tracker.debian.org/pkg/docbook-utils
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML ¥UEIZEL

ERATERNAE , Regs AHERRIZIR HTML 3 XML ¥k,

R TATE AN ] 1A
'ﬁ
man2html V-0, 111 142 m?]rt‘jﬂﬂ K1 man FHTE HTML 05542 (23 CGl)
doclifter V:0, I:0 473 troff — xml troff Z] DocBook XML 525
texi2html V0, I:3 1847 | texi— html A Texinfo ZI] HTML %5y
info2www Vi1 11 74 info - html M GNU info 2] HTML B3E#zs G+ CGI)

MSWord - | JAf#EX Word 3% HTML, LaTeX, FA& A HF

V0, I:2 733 a

w HIRER | #iRE.

unrtf V0, I:3 159 rtf — html M RTF B HTML ZE5Ef ey

Wp2X 0 200 WordPerfect L WordPerfect 5.0 #1 5.1 3 {&Z]] TeX, LaTeX, troff,

EEMK GML F1 HTML

Table 11.10: XML #¥3E42 IR T B%I|&

11.2.4 XML ¥UEKE

X3FAF XML ) HTML XX, fREEBAEILE (10 XHTML , XHTML 2 —M 24 AR XML 561, XHTML BEEH XML
T ERAME.

XML CHHIETEMFAEE 1 R URL TSEMN |, BEBHKE.

LR TE XN | ThEE 1tHR _
libxml2-utils V:64, 1:216 205 xml & html Hxhggérﬂé}éntn(bl) B XML & AT LR (BIARE
tidy V0, I:7 79 xml o html o XhtA ML 75 /iﬁﬁ%ﬂi%ﬁj‘%iﬁ'{t

weblint-perl V.0, 1.0 32 rE AT HTML B/ NORVE AR B 2%

Tinklint V:0, 1.0 343 | EERE REMMEE AR T AR RR S 2

Table 11.11: XML EWFTENT A¥F

—HIEYM XML AR, ETANCHNE S | REEBEM XSLT SARREEE.

11.3 HFhR

Unix £ troff F2FFR¥)ER AT&T AT FFRK) , AT AME AR, AR ARAEFRRE.

Donald Knuth &BRK) Tex BIEHE 3R KNHER LA M2 XFr_ERIARAE. & ¥IZH Leslie Lamport FF &K LaTex {1358
P BLE @ RF A Tex MR ATHAE.

KA, AT WINEs G 1tHR
texlive 1:29 57 (La)TeX FTHERR. TS AFTENR TeX RS
groff V:1,1:25 20577 | troff GNU troff XA ARG

Table 11.12: HEAR T A K513



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
https://tracker.debian.org/pkg/man2html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
https://tracker.debian.org/pkg/doclifter
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
https://tracker.debian.org/pkg/texi2html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
https://tracker.debian.org/pkg/info2www
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
https://tracker.debian.org/pkg/wv
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
https://tracker.debian.org/pkg/unrtf
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
https://tracker.debian.org/pkg/wp2x
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
https://tracker.debian.org/pkg/libxml2-utils
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
https://tracker.debian.org/pkg/tidy
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
https://tracker.debian.org/pkg/weblint-perl
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
https://tracker.debian.org/pkg/linklint
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
https://tracker.debian.org/pkg/texlive
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
https://tracker.debian.org/pkg/groff
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11.3.1 roff HEhR

F5E N E,roff & Unix EEERIALIBRSG, £ 0 roff(7), groff(7), groff(l), grotty(l), troff(1),
groff_mdoc(?), groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1"info groff”,

LRIT grof f KEBLUGE |, RN -me” RIELSHBERRI—MAENTESTFH . RN ER"/usr/share/doc/groff/”,

N
"groff -Tascii -me -"¥ith®H7H ANSI 3 NEBRIAA, BIRFAEE manpage Rt HHFZ ™ H #1"_" , 7
2(FRABH4L"6GROFF_NO_SGR=1 groff -Tascii -me -",

N
RABEFR grof f AERRIKSCASIAFI"H" 17", £/A"col -b -x" RiTIEE

11.3.2 TeX/LaTeX

Tex Live BREFRMELT £/ TeX REE., texlive ST BERE TeX Live FR—E4 , (BREEBNTHEES.
XEBWZ AR TeX # LaTeX KIS REL,

e The teTeX HOWTO: The Linux-teTeX Local Guide
e tex(1)

latex(1)

texdoc(l)

texdoctk(l)

» "The TeXbook”, {3 Donald E. Knuth, (Addison-Wesley)

 "LaTeX - A Document Preparation System”, {3 Leslie Lamport, (Addison-Wesley)

» "The LaTeX Companion”, {£#& Goossens, Mittelbach, Samarin, (Addison-Wesley)

XEREAWHIRIAE. W% SCGML AMEMEEI/EARFAFAETE, lyx FRAERHEM Lyx M texmacs 346,

FRHEA GNU TeXmacs B4 LaTeX 1247 IEE REER AT WLED BTSSR EINE , SAMAZ A{ER Emacs 1 Vim 7E24
HIFAYRtEes

BHFZHE éﬁ&’ﬁf/ﬁﬁﬁo

e TEXLive Guide - TEX Live 2007 ("/usr/share/doc/texlive-doc-base/english/texlive-en/1live.html”)
(texlive-doc-base f)

* Latex/Lyx [—/MEj#F53|
o {#f8 LaTeX #7307 4018

YIS EKRES , TeX BERSEEE, RIVRTE"/etc/texmf/texmf . cnf” F3E/N poolEﬁj(/J\ (ERHYIIE R
igfE"/etc/texmf/texmf.d/95NonPath” 3 Hiz1T update- texmf(8)) K& E It q) iR

EE

"The TeXbook” ] TeX JREZAT DA texbook.tex i) www.ctan.org tex-archive ¥ F T, WXHBE THAKZ I
FIENARIES . FIMRIEAF RIS 7 2158 10 AR T IHFBERM \input manmac \proofmodefalse” , H{H]
LA tex(1) SRAMEEL RS, FHKIRZVEINEMKXAS (AF Donald E. Knuth SRH ) MA R ERELRA ,
{8 BELIRA T HIRREAHSE S S Tex BIATRIFHBIF !



https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
https://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
https://www.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 ZSHHTENFH R

TREESS AN TMEE— A dr S 1EFTENHL LIRS TEDF T IR,

$ man -Tps some_manpage | lpr

11.3.4 AEFMR

RER4 troff EXNEFMIT (manpage) BATEEN , XEXREF BN EFEBTAEFHR.
[RET] TATE KN REEA WiAA

N

docbook-to-man | V:0, I:6 189 %Gﬂg/lﬁ\l? Man 1\ bocBook SGML % roff FM AR5 IS
help2man V:0, 1:6 542 %}}g‘a” it -help BMETERFERTRTA
. info -~ man . oo

: : E T
info2man V:0, 1:0 134 F T £ GNU info E) POD sk F T psE 28

text - man . N

. e . =

txt2man V0, I:0 112 W JEARER ASCI A F R AR

Table 11.13: fEFM TR LEFZEK

11.4 AEDRIKEE

1E Debian 2%t , AIFTENA¥IER PostScript #&z\/K). X+TF3F PostScript FTENH, , A Unix FTENRSE (CUPS) (£
Ghostscript fENE & YeMt (rasterizer) &MIEFERF.

FERRIEM) Debian RGeH , ATENRIKIEEE , tLATAR PDF 48X 3R0R.

PDF M #FEERB(ER GUI (AEAFARRE) HNEELAER , EXNHREABE M DMIERE GUI (BIERFARmE) &F
T A, bkan Evince #1 Okular (B8 7.4 ); DARINAN S , bban Chromium,

PDF S {EREMS(F AL & T A4R4E , bban LibreOffice, Scribus #l1 Inkscape (M5 11.6 ),

RN
1REERE A GIMP [Ri PDF 3CfF , FFEE A ST 300 dpi GERMENTE | & PDF #3h PNG #£3., XA RAER
LibreOffice B REF , FIRBE ALK — M IERERITENG L .

11.4.1 Ghostscript

AMEETENRIIBURIAZ (M Ghostscript PostScript iBFkas , '©aEfsAE YEHME % (raster image).

N
"gs -h" BEBEIR Ghostscript KIECEEE.



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
https://tracker.debian.org/pkg/docbook-to-man
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
https://tracker.debian.org/pkg/help2man
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
https://tracker.debian.org/pkg/info2man
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
https://tracker.debian.org/pkg/txt2man
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Evince
https://zh.wikipedia.org/wiki/Okular
https://zh.wikipedia.org/wiki/Chromium
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Scribus
https://zh.wikipedia.org/wiki/Inkscape
https://zh.wikipedia.org/wiki/GIMP
https://zh.wikipedia.org/wiki/PNG
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
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BT TATE AN | viER
ghostscript V:156, 1:579 | 183 GPL Ghostscript PostScript/PDF fi# & ay
ghostscript-x 1117 88 GPL Ghostscript PostScript/PDF fi# & as-X B/RX 5

Tibpoppler147 V:109, 1:1278 | 4891 | PDF jE4fE (xpdf PDF J¥Ez5HI7T )
Uibpoppler-glib8tlas, .57 | 550 | PDFj@RE (ETF Glib fiE=E)
poppler-data V:171, 1:600 | 13086 | AT PDF 84 CMaps (CIK X¥5 : Adobe-*)

Table 11.14: Ghostscript PostScript fi# 28513

11.4.2 &FHMWA PS 3 PDF XX

RBEME(E A Ghostscript ] gs(1) K& FFHIA PostScript(PS) BRI AR A& (PDF) X4,

4|
B
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

RRSET
=

PDF Z2A@MRINEBFATENRINEIERN AR EEHHE —LaMFMEMY RIELSE T PS 1.

R
Xt Fan 473k , psmerge(1) A psutils BRI HE B S7ELLIE PostScript AR Z2RB MK, pdftk B
pdftk(1l) fE4LIE PDF UASHIRTR RIAEZ RATF R,

11.4.3 AMEATEDRIBRNTA
T RAER DR AR,

11.4.4 3 CUPS 3TED

Unix BRFTEDARSZE (CUPS) i 1p(1) F Lpr(1) f<SAREH T BE XATENHHRAIEMR.
RATLAE A T a5 & M —NRITED 3 AR TIALIIS .

$ lp -n 3 -0 Collate=True filename
$ lpr -#3 -0 Collate=True filename

{REEM AL -0 number-up=2","-0 page-set=even”,”-o0 page-set=odd”,”-0 scaling=200",”-0 natural-scal
FEITENHLEIR S — S E S TENHIRME | FERRISIRYS a1 THTENFNGEIR.

11.5 HARFEEEE R

OB ER R BARAR T TRAGAREK.

N
REBEE P ] ABCE(E R IMAP4 fRS525 , EEXRTEETRINY BRA 4 (IMAP4) fR%525 ] ARSKIEBME N ER
HR ARG E IR L K,



http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
https://tracker.debian.org/pkg/ghostscript
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
https://tracker.debian.org/pkg/ghostscript-x
http://packages.debian.org/sid/libpoppler147
http://qa.debian.org/popcon-graph.php?packages=libpoppler147
https://tracker.debian.org/pkg/libpoppler147
http://packages.debian.org/sid/libpoppler-glib8t64
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8t64
https://tracker.debian.org/pkg/libpoppler-glib8t64
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
https://tracker.debian.org/pkg/poppler-data
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
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KEE, AT WIS G 1t
s V:135, pdf - ps,text,| PDF K : pdftops, pdfinfo, pdfimages,
poppler-utils 1:489 760 pdftotext, pdffonts
psutils V:3, 1:53 34 ps - ps PostScript X FFE#R T E
poster Vo, I:11 58 ps - ps i PostScript TWHIE AT EHR
enscript V0, 111 o138 | €Xt-Ps, (2207 ASCII X A% PostScript, HTML, RTF gk
html, rtf Pretty-Print
"{EAIXAZF] PostScript fE s H 1 2 S A
2 V0, |7 4 N
azps 0, 083 | text-ps ETENRR
pdftk 125 28 pdf - pdf PDF A4 TR : pdftk
html2ps Vo, 11 256 html - ps M HTML %I PostScript FiEH# a5
gnuhtml2latex V0, .0 26 html-latex | A html 21 latex i35z
o i LaTeX JUASETBE#R Microsoft Word 1ZEX ]
latex2rtf V0, I:2 495 latex - rtf RTE Miﬁﬂ‘_]i*‘éi |
ps2eps V1, 1:34 95 DS eps éyq&iljj:(;%’sﬁcnpt 2] EPS (Encapsulated PostScript)
e2ps V0, I:0 104 text - ps A 03 YRhE T FFHSC A2 PostScript 3525
impose+ V0, I11 118 ps - ps PostScript TH
: 0 FBITENFZ JRFERF (C, C++, Java, Pascal,
trueprint V0, 1:0 148 text—ps Perl, Pike, Sh, # Verilog) %I PostScript, (C&5)
o PDF Zl(svg nJ4a/R &< =& (Scalable Vector
pdf2svg V0, I:13 33 pdf - svg Graphics) ASZATHEHR I
pdftoipe V:0, I:0 74 pdf - ipe M PDF ZI IPE's XML /&N gy
Table 11.15: LMEATENRIEHRK T A3k
KEE, AT WS G 1t
i - shar(1), unshar(l), uuencode(l),
sharutils V:2, 1:30 1436 | M4 uudecode(1)
mpack V:0, 1:8 109 MIME YmEZAIfERS MIME {55 mpack(1) #1 munpack(1)
fi2E MIME [fffF2EE"application/ms-tnef” , i%#%&
tnef V.0, Il:4 103 -tnef "
ne ' meine AR KA B
; 0 I THNE AL es Af#RGs: uuencode,
uudeview V0, I 105 ApEF xxencode, BASE64, quoted printable 1 BinHex

Table 11.16: HETHMFEHRF BRI MARSIR



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
https://tracker.debian.org/pkg/poppler-utils
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
https://tracker.debian.org/pkg/psutils
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
https://tracker.debian.org/pkg/poster
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
https://tracker.debian.org/pkg/enscript
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
https://tracker.debian.org/pkg/a2ps
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
https://tracker.debian.org/pkg/pdftk
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
https://tracker.debian.org/pkg/html2ps
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
https://tracker.debian.org/pkg/gnuhtml2latex
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
https://tracker.debian.org/pkg/latex2rtf
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
https://tracker.debian.org/pkg/ps2eps
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
https://tracker.debian.org/pkg/e2ps
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
https://tracker.debian.org/pkg/impose+
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
https://tracker.debian.org/pkg/trueprint
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
https://tracker.debian.org/pkg/pdf2svg
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
https://tracker.debian.org/pkg/pdftoipe
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
https://tracker.debian.org/pkg/sharutils
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
https://tracker.debian.org/pkg/mpack
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
https://tracker.debian.org/pkg/tnef
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
https://tracker.debian.org/pkg/uudeview
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
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11.5.1 HpFEEEAL

BB (SMTP) ¥R BEMIRFIN 7 BRI, —2HHIEdER 8 I3 A% A Multipurpose Internet Mail Extensions
(MIME) BHXP £ FRIRBMEY R MM FRrEming) 7 k. (BR& 11.2).

AR ARG TUE mbox , 'BEKIE RFC2822 (5 RFC822 F#T) SKIA&=.. £ W, mbox(5) (B3 mutt FRE-EIE{HE).
SFRMES, BT IXE{T4 8 UF , "Content-Transfer-Encoding: quoted-printable” /il 1ISO-8859-1
FRERE YT ANREM AR 4wt UTF-8, BT L2 & 7 %3k , £/ Content-Transfer-Encoding:
quoted-printable” t2&1EM.

SFEE | 1E45 0 Content -Type: text/plain; charset=IS0-2022-JP" &% # BT M {RIFLALE 7 152,
BRZRNHMRAZLEREFEHBEI TER Shift-J1S SRA XA, REVEXAZER UTF-8 4pf3, B TEHF /% 8
IR | £ Base64 B2&1EH. HETMES HWELMMEE.

AE
WRRAGIE Unix BREEEIE T UEE — B & F1 IMAP4 RS- IEHAIE Debian & Figifia) , 4R PAB T E1TIREY
IMAP4 R % SRK MR ¥R S .

EE
RN T | S5—SABEA1BHE] mbox HEEET. & mutt(l) SRS TR SIFLF T
(RIS B 2RAE,

YRATAE A procmail(l) 1 formail(l) MBS NA N FF RS —ETHAE.
B—HBMEREBEAKE mpack BKAEK munpack(l) &4 (BHEFFNIAR) XKikis MIME fRREANE.

11.6 EIJE#HIELAR

BB gimp(l) XENEEREFEFEIEFERKK , B imagemagick(l) XEEHI ST L RERMABEsh LA E
ERE 2R M.

KRR _E A SRE AR AL B B 1 2 TT AT 3 M B SCHFAE REXIF) |, XFE R 1E JIPEG BG A& _E RN — S TTHUESR
Z. BHEBREENBI. FEMANREREE.

Lempel-Ziv-Welch (LZW) ¥R EEEFIDETHT . #H LzZW EEARM BEX ISR (GIF) TARETIN
1£ Debian A% FEHFERT.

N
{HTH 7 AT BTN T BEDAE VLI (R AT AZE Linux i8IS USB fZ#iENEs Sk T , B A BT
HRGBTHINIE EER FAT MRS , $%5% 10.1.7 75,

11.6.1 EFEHIELR (TTHRHE)

TITTRAELE R aptitude(8) RAREGHIE TR —MFNE A, “Debian G T AL E AR BELIE REBE
AFBHG—TERA.

7N
1£ aptitude(8) (*£% 2.2.6 1) FHIENFREX~Gworks-with: :image” KEHREZHEBZR LA,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc2822/
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://qa.debian.org/developer.php?email=pkg-phototools-devel@lists.alioth.debian.org
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i) TTE SRS S B
education-graphicg, 31 | SV IPeO . | me g s dnpy B R TTAR A,
open-font-design-tpolkit |4 o, ps, | FITFIRT R TR

Table 11.17: EEFIETASIER (JTTH4E)

RHE TE NINRES T VtAA
gimp V:35,1:229 | 31748 | EE (fu&) | GNU EEALEREF
' ) Y s 7T SANE (ET GTK HanmEERm EER
xsane Vi10, 1:135 | 1512 | @% (@) R R R A T)
scribus Vi, 1113 32052 | PSIPAISVET | g vinus DTP 4ig %
libreoffice-dray \,.ge 1437 | 11003 | B (&) | LibreOffice SMAEHE-LAE
inkscape V:13,1:85 113183 B (A=) | SVG (JHAREEETR)FREs
dia Vi1, 1:18 3812 | BE (RE) | BlFMwEas (Gtk)
xfig V.0, I:9 7951 | BB (R=E) | fi@ﬁﬁﬁ? fﬁ?ﬁ@ﬁﬁ@@/ﬁ‘%&ﬁﬁ
gocr V.0, I:4 549 image - text | %&3% OCR 3 fF
eog V:32,1:166 | 10310 | Elf& (Exif) | Eye of GNOME E&N AL
gthumb Vi3, 1:12 5162 | E#& (Exif) | EIBN%EZE (GNOME)
geeqie V:3, 111 2982 | E& (Exif) | T GTK HNEBGN %
shotwell V:15,1:258 | 6334 | & (Exif) | ZRSAHFEIEZE (GNOME)
gwenview V:41,1:1119 | 6001 | &% (Exif)y | EIFRX%as (KDE)
kamera 11118 982 &% (Exif) | KDE J:E]*]iﬁ%ﬁlﬁ%ﬁm[ﬁ*]&ﬁﬁi’xﬁ:
digikam V1, 1.9 302 El%& (Exify | FiT KDE R @l E R aELN
darktable Vi3, 1:12 35895 | Bl (Exif) | BGZIMHEINAT & FRE 55
hugin V0, I:6 6489 | El& (Exif) RE R & RS
librecad V1 1:14 9100 | DXF, - 2D CAD FiETwiass
freecad V:0, I:20 110 DXF , «---* 3D CAD #ipImigass
. blend, TIFF, o og
blender Vi2, 1:23 92911 | oL - BAFshE 3D Jrigss
mm3d V0, I:0 4123 ;“X?Sfj.{ Ob, | 2+ OpenGL 1 3D fEEGHIEE
fontforge V0, I:5 4058 | ttf, ps, - T PS, TrueType # OpenType HIFEAIRIEZS
xgridfit V-0, I:0 878 | tf E;; r;_r”eType FHRE) RIRIUSHNFEREA

Table 11.18: EHIET A (GUI BB FARE) J%k



http://packages.debian.org/sid/education-graphics
http://qa.debian.org/popcon-graph.php?packages=education-graphics
https://tracker.debian.org/pkg/education-graphics
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
https://tracker.debian.org/pkg/open-font-design-toolkit
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
https://tracker.debian.org/pkg/xfig
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
https://tracker.debian.org/pkg/gocr
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
https://tracker.debian.org/pkg/eog
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
https://tracker.debian.org/pkg/gthumb
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
https://tracker.debian.org/pkg/geeqie
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
https://tracker.debian.org/pkg/gwenview
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
https://tracker.debian.org/pkg/kamera
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/hugin
http://qa.debian.org/popcon-graph.php?packages=hugin
https://tracker.debian.org/pkg/hugin
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
https://tracker.debian.org/pkg/blender
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
https://tracker.debian.org/pkg/mm3d
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
https://tracker.debian.org/pkg/fontforge
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
https://tracker.debian.org/pkg/xgridfit
https://zh.wikipedia.org/wiki/Hinting
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11.6.2 EE¥IETAR (GUI BIEAFHME)
TF GUI (RFERFRE) METEHIERR. MWmiEfEE T RN 4-EImR 7 KRS,
11.6.3 REEHIELA (CLI 45417)
T3 CLI (f341T) METFESIR R, wEMEE TR EEIIR T IRMARDK.
RHE AT NN K5E1R) 1iHA
imagemagick 11290 77 E¥ (uE]) | EIEAIEREF
graphicsmagick | V:i1,1:9 5816 | BB (uE) | BEBAIEFER (imagemagick JRZE kM)
netpbm V:28,1:300 | 8435 | F[FE (fzA) l@%ﬁlﬁﬂq%}ﬁlﬂ
libheif-examples ., . .. L SHERERI B ERE R, (HEIF) & JPEG PNG
V0, I:3 439 hE‘If—»jpeg(bIU AM 7F%_t FJ heif-convert(l) &4
- - - Windows FrS5HIEARE A PNG 83\, 2iE
icoutils V4, 1:35 221 png |co(b|tma PNG &tttk EI#& L (favicon.ico)
; " ps/pdf - image@&stScript A1 PDF R[4t R EETE R
pstoedit V:1, 1:40 1076 %) | 2k (SVG)
Libwmf-bin Vi5,1:90 | 151 g')”dOWS/ mag%ﬁgdows T (REER AR iR TA
fig2sxd V20, I:0 151 fjig)—» sxd(X £ XFig 30/ OpenOffice.org 42 EF& T
unpaper V:2,1:16 417 image — image /54M%E OCR FAfEmEmMW LR
tesseract-ocr V7, 1:32 2243 | image - text | ETEZ KR OCR 32K %% OCR K&
tesseract-ocr-er gv_7 133 4032 | image - text OCR 5[ZHdE | AT E33AH] tesseract-ocr 15
' - =3
ocrad V0, I:2 604 image - text | %&%% OCR 3 fF
exif V:3,1:53 335 | B, (Exif) | Box JPEG XA EXIF EEM&GSTLE
exiv2 Vi1, 121 432 E%& (Exify | EXIF/IPTC TFIEELTE
exiftran V0, 112 81 E[% (Exif) | SUATRSEANE jpeg EIGRIET
% R 5
exiftags V:0, I:3 309 | EM% (Exif) ﬁ%ﬁ%ﬁmm JPEG JUHHSHR Exif RS L
exifprobe V0, I:2 502 & (Exif) | NEEEE R iiE
H s
deraw V1, 1:8 428 g;‘g%(ﬁ?” RRD A SR AR AL
findimagedupes | VO, I:1 76 image - finger gl A E R & &
ale V0, I:0 818 image - image & FHEGKIEMRAEESERTAEDE R
imageindex Vo, I:11 143 image(Exif) - hE R 61&EF%S HTML B E
outguess V0, I'1 230 jpeg,png 1# R Steganographic TE
jpegoptim V0, 1:6 59 jpeg A, JPEG XX
optipng V2, 1:42 187 | png it PNG X, TTHhiE
pngquant Vi1, 1:10 62 png itk PNG X , BHiESE

Table 11.19: BIFEHIET A (CLI 4544T) 3I5=

11.7 REFERBIRFER T A

XERFSHMATHIRRRNLR. £ aptitude(8) (255 2.2.6 1) ERIENFREA"~GCuse:
RETRIN TR,

TREESIET 2N T HE & M RPM A3 S B

$ rpm2cpio file.src.rpm | cpio -

:converting"”

-extract



http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
https://tracker.debian.org/pkg/graphicsmagick
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
https://tracker.debian.org/pkg/netpbm
http://packages.debian.org/sid/libheif-examples
http://qa.debian.org/popcon-graph.php?packages=libheif-examples
https://tracker.debian.org/pkg/libheif-examples
https://zh.wikipedia.org/wiki/High_Efficiency_Image_File_Format
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
https://tracker.debian.org/pkg/icoutils
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
https://tracker.debian.org/pkg/pstoedit
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
https://tracker.debian.org/pkg/libwmf-bin
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
https://tracker.debian.org/pkg/fig2sxd
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
https://tracker.debian.org/pkg/unpaper
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
https://tracker.debian.org/pkg/tesseract-ocr
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
https://tracker.debian.org/pkg/tesseract-ocr-eng
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
https://tracker.debian.org/pkg/ocrad
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
https://tracker.debian.org/pkg/exif
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
https://tracker.debian.org/pkg/exiv2
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
https://tracker.debian.org/pkg/exiftran
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
https://tracker.debian.org/pkg/exiftags
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
https://tracker.debian.org/pkg/exifprobe
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
https://tracker.debian.org/pkg/dcraw
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
https://tracker.debian.org/pkg/findimagedupes
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
https://tracker.debian.org/pkg/ale
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
https://tracker.debian.org/pkg/imageindex
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
https://tracker.debian.org/pkg/outguess
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/jpegoptim
http://qa.debian.org/popcon-graph.php?packages=jpegoptim
https://tracker.debian.org/pkg/jpegoptim
https://zh.wikipedia.org/wiki/JPEG
http://packages.debian.org/sid/optipng
http://qa.debian.org/popcon-graph.php?packages=optipng
https://tracker.debian.org/pkg/optipng
https://zh.wikipedia.org/wiki/PNG
http://packages.debian.org/sid/pngquant
http://qa.debian.org/popcon-graph.php?packages=pngquant
https://tracker.debian.org/pkg/pngquant
https://zh.wikipedia.org/wiki/PNG
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RHER TATE NI G R

alien V1, 1:13 150 rpm/igz - deb JESMREGEKAFELEEHR A Debian A
freepwing V-0, 1:0 447 | EB_EPWING %K%(gg\j’v”(\%%ﬂ%“gg%ﬁi—m JIS X 4081
calibre V8, 1:26 65584 | any -~ EPUB | BB P as I E BiE

Table 11.20: RNE)FFEHEIEFEHR T A SR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
https://tracker.debian.org/pkg/alien
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
https://tracker.debian.org/pkg/freepwing
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
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Chapter 12

Ty

ﬁiﬁéﬁ —4& Debian AEHHER , BIFIHENAKEITEHERE., THEESXENRGENSZ 3TN
PR

& manpages #l manpages-dev Bz f5 , JUBLIZ{T'man £ EEFM RS EEE. KKT GNU TR
RIMXXaZ G, JRABITIZE T info FRFEHREESEZ IR, KL GFDL MY S DFSG HAF#SE | ATlA
{RATEEEESE main BEFEE contrib M non-free A EE FEHFLEEL].

HEBERRAEHNRGETAE. 2% 105 7.,

A

%%FH“test’%’ﬁ%ﬁf#tﬁﬂ‘]‘]ﬂ'ﬁﬁﬁ#ﬂ‘]ﬁg?— , B2 shell FREF test"m <.

VIV
HRAT AR R LR 18R I FE B3 /usr / loca s /opt "B , XA A 6o S RS F2 P18,

i
“HREh : 99 RN ARLIRBI ] AL R SRR & FIE S T TUA.

12.1 Shell j{4<

Shell A& 2120 EH FTEMERM AT HATHRICAI M.

#!/bin/sh
. command lines

H5—{THEA TEIGHIUTIANAH) shell #EF35.
BAE shell WA IR IF INE R FIRAEZE UNIX REE A TR, XBH—LE shell JRFZEMIER. FFH Shell £
R (https://www.greenend.org.uk/rjk/2001/04/shell.html) , BTBAMN4E RS

I shell FEERK (SH2E 1.5 THE 1.6 ), shell HALMBEERSI. FANERE.



https://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
https://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell 35 M

REF A Z A ER A LUBIIAEE POSIX shell (Z3 1.13) RKNT,

« ZARFERZE POSIX shell "/usr/bin/sh” 2 —AM8@E] /usr/bin/dash TS5 | FHFL AERFER.
o BIAMIATE R POSIX shell 8 /usr/bin/bash,

B 5YRE B bashisms (bash ) 3k#& zshisms (zsh 4) 1BIEH shell {7, M{RMALERA POSIX shell Z ]
BATAEM. {RATBER checkbashisms(1l) SMEBTHRE.

¥/ : POSIX WIZOEGEG - bashism

if [ "$foo" = "$bar" ] ; then --- | if [ "$foo" == "$bar" ] ; then --
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ---} function funcname() { ---}
JNHHIREE - \377” TREHAES N\ xff”

Table 12.1: #%Y bashism i&j£%13R

Ef"echo” i &WAHMEREEEUTILAAE , RARIENE shell MSMBaGH SRR , ERKIBEZES.

« BERMERRR - 0" RASMREAd 4TI,
< BREFHFRPERENFS , FAREE shell KRR, iTHFREEREA—H,

TE
RE“-nEMFHARE POSIX Bk , (BEEH 1Z#HER.

N
WMRFAEBREME FHEFRAENFS , Aprintf” 54 echo” &4,

12.1.2 Shell %%

HEKH) shell 2425 15 shell AR m#HZE.

shell %k 'El

$0 shell 5% shell fZA<f & FR

$1 %— shell 2%

$9 % 9/ shell &%

$H# NESHHE

ll$*|| ||$1 $2 $3 $4 AL

ll$@" ||$1|| |l$2|l "$3l| ||$4ll cee
$? B — R SRR RS
$$ XA shell FIAK PID

$! I iER fEa{ES PID

Table 12.2: shell £¥%I3%

WT IR BEICILNERNSHRTT.
PAE5xeeqg e SChR_EERZ 1%



https://zh.wikipedia.org/wiki/POSIX
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ZPEAIEN R var TECREBAERN | 2R var TERFHEREIAER
${var:-string} "$var” "string”

${var:+string} "string” "null”

${var:=string} "$var” "string” (FFiz17"var=string”)
${var:?string} "Svar” 7£ stderr F E/R’string” (BEERE)

Table 12.3: shell ¥ B FF33*

o B FTIMRY var BERFHARIET
o SR LTIMARE var BREEER , TTAZS

SHBI|IE TR

${var%suffix} W& AT var ZEE R suffix &/ NUECRES,
${var¥%suffix} WG T var ZEER suffix Bz KILECAETR
${var#prefix} AT var FFKA prefix F/NLEE
${var##prefix} BEER T var FFSKE prefix EARULECAET

Table 12.4: EE] shell ¥ E# TR

12.1.3 Shell &{#E5)
BANGSELRE BERE , XA &EEAER.

o ATh : 0 ("True”)
« 4K : 3E 0 ("False”)

RRET
=

0" 7 shell SHEAFHERRE True’ , A0 7E C SHHEARHIE Lk False’,

=z
TE

"[7 IR test AR FMH , BIHEE]” ZERSERIEN— FfrRER.

WTFFRE BEICIZHERL KPEE.

e "command && if_success_run_this_command_too || true”

e "command || if_not_success_run_this_command_too || true”

* FFREZTHIA R

if [ conditional_expression ]; then
1if_success_run_this_command

else
if_not_success_run_this_command

fi

XEREN|| true’2FEHN , R MREXA shell AR/ IVIMERT - e &R m AR A 2B TES M
BH,

BRI ESHRERF A -eq”, "-ne” , "-1t", "-1e”, "-gt” §1"-ge”,
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FIER REZHEA RIS
-e file file 777
-d file file ZEFEE—THX
-f file file FHAEFFHE— N EBXH
-w file file F7#E3FH ] 5
-x file file ZZAEFFH AP IT
filel -nt file2 file1l EA&TE file2
filel -ot file2 file1 E&TE file2 TH
filel -ef file2 file1 0 file2 T AERIFR & _EFHBEMRAKN inode =

Table 12.5: fE&AFRENFPIHITIOHLLE

FIER REZHEA TR

-z str str NKEAZE

-n str str K EARAAT

strl = str2 strl F0 str2 FZ

strl '= str2 strl F str2 %

strl < str2 strl HEAAE str2 z 7] (BURTIES HIE)
strl > str2 strl HRAAE str2 7 Jg (BURTES HIE)

Table 12.6: fE&AFREAFIHITFRHBLER

12.1.4 shell 1§

XEAJLFE AT POSIX shell KBEHATER.

; do command ; done”, Z{EHL¥ fool foo2 - MAFAE"X" HHfT"command”,

« "while condition ; do command ; done”, ¥”"condition” AEN , 2FEHfT"command”,

« "for x in fool foo2 ---

« "until condition ; do command ; done”, ¥4’condition” AEE , £&EEH T command”,
* "break” A LASKIR LB,
« "continue” AL ASREFFIA T —IKIEIL.

RN
CIESTRBUEIXA TR seq(l) SRARAEMfool foo2 ...",

N
ZN5E 9.49 T,

12.1.5 Shell }EXE
B shell G S1THR FR—LE MR AE | TTREERAMHARPITIME P R EFE,

* XPF"SUSER”, ER"$(1id -un)”
« XFSUID”, FA"$(id -u)”
« ST SHOME” , {FF"$(getent passwd "$(id -u)"|cut -d ":" -f 6)" (XMMESE 4.5.2 N FILMHE)



https://zh.wikipedia.org/wiki/C语言
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12.1.6 shell 554174 I1B)IR
shell KB T SRR SAb IR — AN A,

* shell 5B —4T.

« MBZATREZH" " 3K ", shell WHAATEIAAITHALEN — A5 (one token) (3FiE : one token 215
shell iRBIK—MEEMATT)

o shell BT T3 HEITHRREE L SR #7R (tokens),
- TAEFH TR tab BITH
-TLFEF <> ;& ()

* shell GEG—AARUT """ 3 '..." K token P REFRABEHITA.

- {REBF : if then elif else fi for in while unless do done case esac
« shell BFAMLT "-" 8 "'..." FHH4AH.
« shell BIFAMLT "--" 8 ... " P IKIRE.

- "~ L METAPRZRE R
- "~user” - user KFRBF

o shell ¥R T ' ... P TERFFAEHE.
- 78 : "$PARAMETER” 3"${PARAMETER}”
o shell RFAMCT '..." ) 5SdE#k.

- "$( command )” - "command” fj#i
- " command ” - "command” F#iH
o shell AT "-" 8k ' .. " ) glob fKiZRIFAILECHISC 4.
- o AR
-? - —FEH
=[] » AT PR
« shell A F3JLAEER 64T,
- ERHE X
- NEH<
- “SPATH" R A PATI M
« shell I T —1T , FHRRIXMRF NSRBI TLIE.

X SHHES| SRIZFIRAN.
1E shell FfT set -x"EfER"- X" TSN shell FTRAE shell B/RE FIAERITNG S, XXHFEKREIEE FEX.
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BHE mTE XK/ | Ui

dash V:906, 1:998 | 207 /NFITRE) POSIX 3% ZA shell , BT sh
coreutils V:892,1:999 | 18457 | GNU #% LT HE

grep V765, 1:999 | 1297 | GNU grep. egrep #1 fgrep

sed V:804, 1:999 | 987 GNU sed

mawk V:466, 1:997 | 296 /INFITRET awk

debianutils V:915, 1:996 | 225 FTF Debian & LE

bsdutils V:439,1:999 | 335 %8 4.4BSD-Lite FIERE T H
bsdextrautils V:.728, 1:849 | 361 kB8 4.4BSD-Lite REAMNAOTE
moreutils V:16, 1:37 231 ZMAMA Unix TH

Table 12.7: & T shell fIZAK)/NUNY FFE AR

12.1.7 AT shell AN AFEF

NT EHRI shell F2FF7E Debian R4: LRATRBE A EARME | RN R ER BENRABITR NN BTEFF.

 "aptitude search ~E”, 34 HERKRHEA,
« "dpkg -L package_name |grep '/man/man.*/'", 3|t package_name 4B TR ALK man Ff.

RN
K% moreutils AJREANTELE Debian Z4h , (BERM T —&BFBHK/NEF. RESEEN—1Z sponge(8) , 4
AR = FORSUHERT , B4IEEIFA.

0% 1.6 THEIT.

12.2 fERMEES PR

REE T IR EE
dash V:906, 1:998 | 207 sh: /NFITRE) POSIX F#AM] shell , BT sh
bash V:866, 1:1999 | 7277 | sh: B§ bash-doc BIEHEK“info bash”
mawk V:466, 1:1997 | 296 AWK: /INFITRE] awk
gawk V:251, 1:1310 | 3289 | AWK: F§ gawk-doc BIZEK“info gawk”
B \ AT _ _ _ 5/
perl V:672, 1:991 | 841 Perl: pe\rl(l) PIK BT per1-doc 1 per1-doc-htm1 =K
html 3244
libterm-read llne-w-&%rl 439 GNU ReadLine/History JEf{] Perl 3 f& : per 1sh(1)
libreply-perl V.0, I:0 171 Perl 8 REPL : reply(1)
libdevel-repl-pery., |, 237 | Perl (g REPL : re.pl(1)

. \ AT _ I=pEi e N
python3 V:713, 1:970 | 82 ;ﬂ_)i/thon. python3(1) PAX & python3-doc BFREALR html 3T
tcl V:24,1:184 | 20 Tcl: tc1(3) IKABE tcl-doc BIEHERE AR FI
tk V18, 11178 | 20 Tk:tk(3) IEEE tk-doc B AR E VEAHIF MRS
ruby V:69, 1:166 32 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: fi#Fa5 0K AFIER
Y {RFEEAE Debian EBSUPIIT—MES , (YL ELRERRRIEES A, EEMBRIDES AR



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
https://tracker.debian.org/pkg/grep
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
https://tracker.debian.org/pkg/sed
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
https://tracker.debian.org/pkg/debianutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
https://tracker.debian.org/pkg/bsdextrautils
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
https://tracker.debian.org/pkg/moreutils
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
https://tracker.debian.org/pkg/gawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
https://tracker.debian.org/pkg/libterm-readline-gnu-perl
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
https://tracker.debian.org/pkg/libreply-perl
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
https://tracker.debian.org/pkg/libdevel-repl-perl
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
https://tracker.debian.org/pkg/python3
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
https://tracker.debian.org/pkg/tcl
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
https://tracker.debian.org/pkg/tk
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
https://tracker.debian.org/pkg/ruby
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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* {€H dash , MRIEFRME LM , (€ shell F2FFEXS CLI dy1THEFF.
* £/ python3 , IREFAREHEN , I(RANFIT1RE
* {£f perl, tcl, ruby--- , JNR7E Debian FHRAXLESERIEARRD , FEATREFHITRE,

RFANRANIE |, ARFPITRE , FAIUAMFILESEE RENS , MERMEES AR,

12.2.1 FABERMEES KRG

KEBD R 2SR E AN X T IR ERTIGE .

+ “dash -n script.sh™- Shell FIZEFGE

« “dash -x script.sh”- JRER— Shell iz

* “python -m py_compile script.py”- Python JIAE/£#6GE
« “python -mtrace --trace script.py’- [REr—> Python iz
« “perl -1 ../libpath -c script.pl"- Perl flAE£GE

« “perl -d:Trace script.pl’- IRER— Perl jij4x

AWK dash A5, 329X T3 9.1.4 35, BIRAT M bash KB EAIME,

AT per1 888 , 35X F Perl i REPL 3135 , '© 24 Perl #2447 Python 25\ REPL (=READ + EVAL + PRINT
+ LOOP) #14%,

12.2.2 {£F shell lAK GUI #2f7

shell FIZASBEMS B0 FARBIE— RS A GUI (BIERFARE) 2F. B — 1 MEKsERF kR EFEH
echo #l read 4T KA E .,

RHER MTE K/ ER

x11-utils V:227, 1:568 | 651 xmessage(l) : E— T EHFER—FKBEEEEA] (X)
whiptail V:298,1:996 | 61 M shell A IR FACFSTATE (newt)

dialog V9, 1:82 520 W shell FIZ&F B~ PERIFRXTIEFE (ncurses)

zenity V:67,1:357 | 194 M shell A BREEXTEIE (GTK)

ssft V0, 10 75 g;;ll) ARG LA (zenity, kd|alog and T8 gettext i dialog
gettext V:53,1:229 | 7165 | “/usr/bin/gettext.sh” FNEXEE

Table 12.9: Xfi& (dialog ) FE2FF¥I3R

XER—NAKERK GUI F2FHFIT , (UER— shell HIAZZ AR S.
XAHAER zenity SKEHFE—30H (ZHA /etc/motd) FEBIRE.
XAHAH GUI [Eah#5REIREE 9.4.10 THIE.

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd" --title="Select a file to check <«
") TN
( echo "E: File selection error" >&2 ; exit 1 )
# Check size of archive



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
https://tracker.debian.org/pkg/whiptail
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
https://tracker.debian.org/pkg/dialog
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
https://tracker.debian.org/pkg/zenity
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
https://tracker.debian.org/pkg/ssft
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
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if ( file -ib "$DATA_FILE" | grep -ge 'Atext/' ) ; then
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"
else
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"
fi

SXFMER shell W) GUI BRIFARAMBSERMHTER. NRFS—MHEEMEROERF | F5BENEEE
BHUTE LS,
12.2.3 EH GUI (BIFERA-RE) XAERSHNITA

GUI (RIERFRE) XHEHREERENXHL , sEBRSMIKY RIRGERY BHUT—LE NATA, BT
ERA , e AES RRESIPITIER FARM1TA.

« X+F GNOME , £ I, NautilusScriptsHowto,

« XF KDE , £}, Creating Dolphin Service Menus,

« XF Xfce , &I, Thunar - Custom Actions F1 https://help.ubuntu.com/community/ThunarCustomActions,
* X¥F LXDE , $ M, Custom Actions,

12.2.4 Perl 45 AT

AT REEEEE |, sh FEARKFHFREIT cut, grep, sed %, B18K. NFI—1FAH , per L BRI IEEIERE
51, BRI, FTLL Debian _LHFZ RS 4AETFIAE A perl.,

IEBAIE T E—1T AWK {7 FEXFIE1E Perl REIZEHM,
awk '($2=="1957") { print $3 }' |

XENT FIIREE—1T.
perl -ne '@f=split; if ($f[1] eq "1957") { print "$f[2]\n"}' |

perl -ne 'if ((@f=split)[1] eq "1957") { print "$f[2]\n"}' |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )' |

perl -lane 'print $F[2] if $F[1] eq "1957"' |

perl -lane 'print$F[2]if$F[1]eq+1957"' |

BE—MEEMRENR. EALT THESHMKIXLE Perl (RFFHE,

o TG AL,

s FEMNBFEIFRBRE R,

o BT ASITER : per Lrun(l) i Perl THI5
s Perl 534 E : perlvar(l)

RIEMER Perl (s8I, SULREIR , XAFKITES NERAEELAMNRRD, FTROE/ V.



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
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BHE mTE XK/ | Ui
gcc V:151, I:1561 | 36 GNU C Jgi¥ss
1ibc6-dev V:268, I:579 | 12694 | GNU C [ : FFAFEM
gt++ V:56, 1:524 13 GNU C++ Jmixas
Libstdet+-14-devl \,a1 1957 | 24527 | GNU K5k C++ BERRA 3 (FF&T)
cpp V:335, 1:725 | 18 GNU C fiti#
gettext V:53,1:229 | 7165 | GNU EtLTH
glade V0, I:3 1613 | GTK AR mMmEzs
valac V0, I:3 532 {FF GObject RGN CH HIES
flex V:6, 1:69 1247 | LEX 328K fast lexical analyzer generator
bison V36, 1173 3122 | YACC % &M e Emzs
susv2 1.0 16 BEE— UNIX AT (FRAE 2) "3RER (5 XHN)
susv3 I:0 16 BT BE— UNIX AT (ARA 3) "3REX (BOEXXHY)
susv4a 10 16 BEBE— UNIXATE (BRA 4) "R (BEXHS)
golang 121 12 Go JmiTiE = Jn ik an
rustc V5, 1:18 13748 | Rust AG it 5
gfortran V:5, 1:52 15 GNU Fortran 95 Jmi¥zs
fpc [:2 104 B H Pascal
Table 12.10: 4giFAE X EFES 3R
12.3 fmFENEE R
X8, BIETSE 1233 THE 12.3.4 1, FAKRIAMWRFSRNIEFEFR CIBEXME , EBImFS &R
B CIEE.
12.31 C

RATRUEE T AR EE L NIMERYGEE R C WitiE = mE .

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev 34E , B GNU C JF |, I2ItT CAxiEfE , ©BET C 4WiEE S I MK HHESITE,

SEEREWT,

. “info libc” (C FEE¥S%)

» gcc(l) #“info gcc”

e each_C_library_function_name(3)

« Kernighan & Ritchie ,“C F2F&iHES", 38 _hR (Prentice Hall)

12.3.2

THIEAH) C F2F (gcece)

—/MEERRFIFexample . AT RUBE 2N T A AN Libm" FE— 4w A $YTFEF“run_examp le”,

$ cat > example.c << EOF

#include <stdio.h>
#include <math.h>
#include <string.h>



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
https://tracker.debian.org/pkg/gcc
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
https://tracker.debian.org/pkg/g++
http://packages.debian.org/sid/libstdc++-14-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-14-dev
https://tracker.debian.org/pkg/libstdc++-14-dev
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
https://tracker.debian.org/pkg/cpp
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
https://tracker.debian.org/pkg/glade
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
https://tracker.debian.org/pkg/valac
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
https://tracker.debian.org/pkg/flex
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
https://tracker.debian.org/pkg/susv2
https://unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
https://tracker.debian.org/pkg/susv3
https://unix.org/version3/
http://packages.debian.org/sid/susv4
http://qa.debian.org/popcon-graph.php?packages=susv4
https://tracker.debian.org/pkg/susv4
https://unix.org/version4/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
https://tracker.debian.org/pkg/golang
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
https://tracker.debian.org/pkg/rustc
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
https://tracker.debian.org/pkg/gfortran
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
https://tracker.debian.org/pkg/fpc
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
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int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@'; /* fill to make sure string ends with '\@' */
printf("%5i, %5.3f, %10s, %10s\n", argc, x, y, argv[1]);
return 0;

Iy
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

ATAEA sqrt(3) , WRME A" - IR B 1libc6 BHEMME/usr/1ib/libm. so”, SKFRMIESCEE T/ 1ib/”,
X4 A“1ibm.so.6”, EEFsm“libm-2.7. so —/ Mk,

BE— ML XANRE—E. BMEREET %10s”, BRIBEHT 10 MFE.

FRIZE N RARERFEST NFIRERER , than sprintf(3) M strepy(3), BAEIER , A LEEFIRE MR
SEEmBEL RE. M snprintf(3) A strncpy(3) KEHA.

12.3.3 Flex —/NE1F Lex

Flex B3 A Lex KRR EIEADTFEFERES.
aPMER“info flex’&E flex(l) HHFE.
RZ BB FEERS1E/usr/share/doc/flex/examples/" F &I, 1

12.3.4 Bison —\"E1F] Yacc

£ Debian £ , H/LNMRAERMH YaccHRAMBIIEMER LR f#AT 3 LALR fRATHIAE A2 .

LR TATE AN | B

bison V:6, 1173 3122 GNU LALR fi#MNTes 2 ey

byacc V0, I:3 263 {A%F] (Berkeley) LALR fi##T2sE flizs
btyacc V.0, 1.0 251 ET byacc HIEHENTAE Rias

Table 12.11: 3% Yacc [ LALR fig AT 234 i 22 %13

" MER“info bison"&& bison(l) KZAE.

FREERMFESHK main ()" F"yyerror (). 8% , Flex 8IZH " main ()" VER yyparse()” , BXEABT "yylex()".
XEZE— MR R RIS TR FHBIF.

1EFRATRIE example.y:

/* calculator source for bison */
%{

#include <stdio.h>

extern int yylex(void);

extern int yyerror(char *);

%}

ESFIRET , ATLENTHE , FEM—L [,



https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
https://tracker.debian.org/pkg/byacc
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
https://tracker.debian.org/pkg/btyacc
https://bugs.debian.org/1055082
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/* declare tokens */
%token NUMBER
%token OP_ADD OP_SUB OP_MUL OP_RGT OP_LFT OP_EQU

%%
calc:
| calc exp OP_EQU { printf("Y: RESULT = %d\n", $2); }

4

exp: factor

| exp OP_ADD factor { $$ = $1 + $3; }

| exp OP_SUB factor { $$ = $1 - $3; }
factor: term

| factor OP_MUL term { $$ = $1 * $3; }
term: NUMBER

| OP_LFT exp OP_RGT { $$ = $2; }

’
%%

int main(int argc, char **argv)
{

yyparse();
}

int yyerror(char *s)

fprintf(stderr, "error: '%s'\n", s);

}

1E3KA182E example. 1:

/* calculator source for flex */

%{

#include "example.tab.h"

%3

%%

[0-9]+ printf("L: NUMBER = %s\n", yytext); yylval = atoi(yytext); return NUMBER; }

"yn printf("L: OP_ADD\n"); return OP_ADD; }
printf("L: OP_SUB\n"); return OP_SUB;
printf("L: OP_MUL\Nn"); return OP_MUL;

{
{
{
{
" { printf("L: OP_LFT\n"); return OP_LFT;
{
{
{
{

n_n

mxn

"y printf("L: OP_RGT\n"); return OP_RGT;
"= printf("L: OP_EQU\n"); return OP_EQU;
printf("L: exit\n"); return YYEOF; } /* YYEOF = 0 */
/* ignore all other */ }

(SO S U U]

"exit"

%%

RTEMFIERMN shell 32RFRITREHXA

bison -d example.y
flex example.l
gcc -1fl example.tab.c lex.yy.c -o example
./example
+2* (3+1) =
NUMBER = 1

[ e A - B A
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OP_ADD
NUMBER = 2
OP_MUL
OP_LFT
NUMBER = 3
OP_ADD
NUMBER = 1
OP_RGT
OP_EQU
RESULT = 9

<rrrrrrrrrrrr

exit
L: exit

124 #HESABELIHTLR

AR lint A T AREBF BT B L $HEARDHT.
KN Indent (T RAREBFHIAATRIEKE , BT —BHENEFERAIRAE,
KU Ctags T RAEBFHIATRIDEE | EIFRIRAET LIS FERRS| (TARE) X,

R

BCEMRERMYRIEZS (emacs 3k vim) {FHFE lint 51 ZHEEEMRKAIBE/E, XEHREFBITTHF) A Language
Serv%r Protocol ffim , £&BAEFEK. RENEREF % , FHE(] LFRABAE Debian HHEGE , 2—1
IFHIERE,

12.5

iﬁﬁ%ﬁf?*?ﬁi?ﬁ‘]—%ﬁﬁo SEERREARER | BEBILIRACA—MFHK Debian EA%E, BB ML B E XN
W&,

12.5.1 EZ&X gdb {FHG4S

Debian _EJRIAHIEAZSE gdb(1), ERELARERFRITHEHRICEREFF.
WEBATIBIE I T ARG €k %Ak gdb BHMARTEF.

# apt-get install gdb gdb-doc build-essential devscripts

$FH gdb FARREB BRI :

e “info gdb”
« 7 /usr/share/doc/gdb-doc/html/gdb/index.html §“Debugging with GDB”

 “tutorial on the web”

XER—ERNSITF , FH gdb(1) £ B HH"- g ERmFKRHER=ARRAER.



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Debugger
https://developers.redhat.com/blog/2021/04/30/the-gdb-developers-gnu-debugger-tutorial-part-1-getting-started-with-the-debugger
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LR TE AN | viER
vim-ale [:0 2833 | AT Vim 8 0 NeoVim 525 Lint 5[ Z&
vim-syntastic -2 1379 | vimEEREFIZR
elpa-flycheck V0, 111 815 Emacs IAREER B
elpa-relint I:0 150 Emacs Lisp (EREE R A=y
cppcheck-gui V0, I11 7682 | #:5 CIC++ REBS AT LE (GUI)
shellcheck V:2,1:15 22859 | shell fiIZAH] lint TE
pyflakes3 V2, 1:15 20 Python 3 TR FH I B ax
pylint V:4,1:20 2089 | Python REZEFERKEZS
perl Vi672,1:991 | 841 | HEABIRHSRLINAAER S : B: 1 Lint(3perl)
rubocop V:0, I.0 3247 | Ruby 2 5REN s
clang-tidy V1,111 22 ET clang f§ C++ FINFERXKEETH
splint V0, I'1 2328 | B SKE CHERF bug ITHE
flawfinder V:0, 1:0 205 | K& CIC++ RRRBNER T E AR LA
black V4, 1:16 10138 | =EE) Python (KEEAE X2
per ltidy V0, I:3 3086 | Perl WIAGEHMEHREL
indent V0, I'5 438 C &= R AT
astyle V0, I:2 769 C. C++, Objective-C, C# # Java HRFEHa =5
bcpp V:0, I:0 114 E1 C(++)
xmlindent V.0, 1:0 52 XML REFRERA
global V0, I'1 1923 | IR ZFINE TE
exuberant-ctags |y 4 | 341 | MERIRARLE KARE SRS
universal-ctags | vy 112 | 4238 | MERIRAELE LIRS RS

Table 12.12: AR T TARSIR
GRS MTE WNEYE
gdb V79, 1:156 | 12478 | B§ gdb-doc BiREH“info gdb”
ddd V.0, I:5 4210 B ddd-doc BIREK“Iinfo ddd”

Table 12.13: R HBFFK



http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
https://tracker.debian.org/pkg/vim-ale
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
https://tracker.debian.org/pkg/vim-syntastic
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
https://tracker.debian.org/pkg/elpa-flycheck
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
https://tracker.debian.org/pkg/elpa-relint
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
https://tracker.debian.org/pkg/cppcheck-gui
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
https://tracker.debian.org/pkg/shellcheck
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
https://tracker.debian.org/pkg/pyflakes3
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
https://tracker.debian.org/pkg/pylint
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
https://tracker.debian.org/pkg/rubocop
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
https://tracker.debian.org/pkg/clang-tidy
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
https://tracker.debian.org/pkg/splint
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
https://tracker.debian.org/pkg/flawfinder
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
https://tracker.debian.org/pkg/black
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
https://tracker.debian.org/pkg/perltidy
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
https://tracker.debian.org/pkg/indent
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
https://tracker.debian.org/pkg/astyle
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
https://tracker.debian.org/pkg/bcpp
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
https://tracker.debian.org/pkg/xmlindent
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
https://tracker.debian.org/pkg/global
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
https://tracker.debian.org/pkg/exuberant-ctags
http://packages.debian.org/sid/universal-ctags
http://qa.debian.org/popcon-graph.php?packages=universal-ctags
https://tracker.debian.org/pkg/universal-ctags
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
https://tracker.debian.org/pkg/gdb
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
https://tracker.debian.org/pkg/ddd
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$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
N

W% gdb(1) 4EBREMUETE . Tab ¥ RIRTE shell —HE#BRET1E.

12.5.2 FiE Debian 44

Debian RFEEZIATERT , B RER ZHEIFEF LM stripped , AL KEBTERTTS (debugging symbols) 7£
BENKUEBEmAEBIE. A TEA gdb(l) VAR Debian #44, , *-dbgsym IMEBEEEHRE. (Hlan , T
coreutils-dbgsym , ATV coreutils) BRI EAFL @AM R ta—R B4/ * -dbgsym &4
A, AR A N R 7E debian-debug 4R E, EZ{5E1ES R Debian Wiki 34 ,

WR—DBZRARNR GBI HIREH * -dbgsym BRE4E , (RETIRW T HRKINBRARBTEMIERIKE.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

P BH B BL B R

RHEH bug.

KHBFAARAIRENE 77 Debian IRARHS , 620 BHwFCFENRA BRA=EK +debugl” JF4% , 20T
FRBYmERRATHRR M BRA TN ~prel” 54,

$ dch -1i

T FRGmEFH T A A R SRR .

$ export DEB_BUILD_OPTIONS="nostrip noopt"
$ debuild

$cd ..

$ sudo debi package_name*.changes

HRBERER A BRME A RYmE SRR ER T "CFLAGS=-g -Wall” %5,

12.5.3 3154k

LRREEIFEFF BRI EOBTR |, R4 bug B _EARMUS E 2N EEMIEE.
FERMTARZ— , TRUET gdb(1) BRISHEDIES :



http://deb.debian.org/debian-debug/
https://wiki.debian.org/DebugPackage
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* 7£ GDB S EiiRIA R -
- )\ GDB 1Z{T#2F.
- BRIRAERF.
- 7£ GDB 12/R N "bt”,

« ERBAR

- EHi“letclsecurityllimits.conf’ 3 , AIFTEAS :

* soft core unlimited

- shell #2.RF FHN\ulimit -c unlimited”.

- XA shell I2RFHE1TRER.
- FIRMIFERF =4 — core dump X4,

- fIng; core dump 30{4%I GDB , Fi’gdb gdb ./program_binary core”,

- 7£ GDB {@/RFFHIN"DL",

ST TCRIBFA S B8 ARERINE I , RAT U TIR ctr1-\ 8% Ctr1-C 8i&EHITkill -ABRT PIDR&|FIRFEFF.

(BN 9.4.12 )

SN

BE , RSB EPERINEE —1TEE 21T malloc ()" 8"g_malloc ()" HXMHINKER , REBEARASZIFE
BN, RE—LFREEN—REAIEZRETAESMALLOC_CHECK " 1A 2 (malloc(3)). #RAJLUE

TTEMFAIEIET gdb FRE.
$ MALLOC_CHECK_=2 gdb hello

12.5.4 5% gdb 4

D
FID/%

i AR AR

(gdb) thread apply all bt

FEZZAEE PR AT ZAa A

(gdb) bt full

SRRBARARTREREER

(gdb) thread apply all bt full

AR SR — R PRSI

(gdb) thread apply all bt full
10

F2I8T 10 MARKEMAS ISR , DULSRERA AR L

(gdb) set logging on

€ gdb KHEH I3 A EOARIE gdb . txt”)

Table 12.14: 5%k gdb 454-%13&

12.5.5 K& FEREM

AT ERER 1dd(1) SkHkih F2 Fri B .

$ 1ldd /usr/bin/1s

librt.so.1 => /1lib/librt.so.1 (0x4001e000)

libc.so0.6 => /1ib/1libc.s0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1lib/1d-1linux.s0.2 => /1ib/1d-1inux.so0.2 (0x40000000)

R4 s(1) i5474E chroot ed B35 , L EMIFELE chroot ed FMEHLAIE 7T AR,

HNE 946 T,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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12.5.6 ARG LA

£ Debian 1, H/MSARRERTEFE. 205 94 7.

12.5.7 FRS X HHXH#ER

2AR— GNOME #2fF previewl BT —/ X fik , BV LFIN—K TEXHHEE.

The program 'previewl' received an X Window System error.
prog p Yy

ﬂﬂiﬁﬂg%ﬁﬂﬂ’%ﬁ , IRAT AR TR FFOEHME AN L - - sync” &850 , 3B FE"gdk_x_error” eR¥Ab i B BTk ik
FEMUER.

12.5.8 N7FitiR&EINTA
Debian _E5—26a] FRINTE R T A,

KA TE XN | VR

1ibc6-dev V:268, 11579 | 12694 | mtrace(1) : V& glibc FF ] malloc
valgrind V6, 1:34 87847 | NS T ax
electric-fence | V0,12 69 malloc(e) =%

libdmalloc5 V:0, 1.0 380 | RN ECERGE

duma V0. 1:0 297 7£ C 1 C++ BFFTRNEFEREFZEFEXE (buffer
under-runs ) HIE
leaktracer I:0 56 C++ BN =R Erax

Table 12.15: N7zt imteil TR HF %k

125.9 RiC4R_iHHIFEFF

RATAE A T I A BT objdump(l) RYgmE —BHHLED,
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

=z
=

gdb(1) ATARRA B RICRAEL,

12.6 ZmFETE

12.6.1 make

Make & —MEPREFARN TR, —BHIT make(l) , make SAKERANIC 4 Makefile , BN LR BARCHFHER
Egﬁuﬁigi#f&?ﬁ%*ﬁ%iﬁﬁiT WA, BLRSEFBARY , EBIRXHAFE , IBAXLESHEFH
LH\EEEJH‘ .

FUNSTAHHTETEIN T FTR.



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
https://tracker.debian.org/pkg/valgrind
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
https://tracker.debian.org/pkg/electric-fence
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
https://tracker.debian.org/pkg/libdmalloc5
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
https://tracker.debian.org/pkg/duma
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
https://tracker.debian.org/pkg/leaktracer
https://zh.wikipedia.org/wiki/Make_(software)

Debian &%} 241/ 247

BHE mTE NN X

make V:145,1:562 | 1762 | #1J make-doc AIZEHE“Iinfo make”

autoconf V:29, 1:205 2197 | B autoconf-doc BIE#E“info autoconf”
automake V:28, 1:204 1933 | B automakel.10-doc BIEHE“info automake”
libtool V:23, 1:187 1245 | B§ libtool-doc iE{f’info libtool”

cmake V:18, 1:1118 44267 | cmake(l) BYFE. FFERIMERS

ninja-build V7,151 456 ninja(l) FE Make ¥R/ NmF RS

meson V6, .28 4186 | meson(l) £ ninja 7 FRSEFHRMWEZRS:
xutils-dev V.0, 117 1495 | imake(l) , xmkmf(1) Z.

Table 12.16: g T A HFA5%K

target: [ prerequisites ... ]
[TAB] commandil
[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

XEMMM[TAB]” 2— TAB {8, §—1TEHITEEEHRIUG A shell ik, FEITRER"\" RSSULHA, F
FI"$S" HI\"S" A5 shell A HFNEARA.

B ARERA S S AT PURB I fRCHLNZA H , 620 |, 20T AR,

%.0: %.c header.h

AXE , BAREET% T/ (RECNTHIIKNE—) . "% FRHEBLEKFNBEHRXHTEE - EERTH.
R ERER"% RRFCN R EHFS B AR RK.

BIEE ]

$@ EEIEER

$< ERRiES il

$? G ES S

$A BTEMRIHF

$* BArEAF |, $* FERILACR % ILACHIER 7>

Table 12.17: BahAEMNFIFER

ZETR il
fool := bar — XY R
foo2 = bar wEYE
foo3 += bar =N

Table 12.18: A2y RBHFIFR

iE{7make -p -f/dev/null’ 4 REERIBENUMANI.

12.6.2 Autotools (Bzi{tTE)

Autotools B—E4wfE LR , HETHEAMBIEIRABRAEBIEEIFS 2 Unix RLE.

» Autoconf E—/"M’configure.ac” &£ f shell fJZ&K"configure” LA,
- "configure” /BT MN'Makefile.in” ¥t f"Makefile”,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
https://tracker.debian.org/pkg/make
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
https://tracker.debian.org/pkg/autoconf
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
https://tracker.debian.org/pkg/automake
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
https://tracker.debian.org/pkg/libtool
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
https://tracker.debian.org/pkg/cmake
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
https://tracker.debian.org/pkg/ninja-build
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
https://tracker.debian.org/pkg/meson
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
https://tracker.debian.org/pkg/xutils-dev
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
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« Automake E2—/M’Makefile.am” &£ fi"Makefile.in” LA,
* Libtool 22— shell fIA | 4 WIRARIERIFLZ R, FISKE IR EFIFSARME R,

12.6.2.1 iFFFRETERF

£
=

i
YBIRREGFIFRFEFRIHR | EEARE R AL

Debian "&#E"/usr/local” 2k"/opt” BR NI H. MMRIRABEIRIRFFER , IEEL%KE)"/usr/local/” B
KT, BAXFHALZNEE] Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 FNEFERF

ilﬂ;%{ﬁﬁ RIS BB A autoconf(l)/automake(l) , ARIREEICHFIRZ EFBCEEHIE , PUTINT K6 < FRENER
E

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

B, MRRT D EREHTEIEAFERAE T "/usr/local/” FHAXBIRMHAEZENARA , /RATLUBEIT TR
W RBREERRNE.

# find /usr/local -type f -print® | xargs -0 rm -f

W RRATRE SCHH R ER| THE |, RATAEE{EA checkinstall #EEF M checkinstall(8) , E¥ 412
—NEWIENER IR 1E. TI1E , BEXIFCIE T A - D" Debian 44,

12.6.3 Meson
REEE RS AR -

* Autotools fuF Make Z E, )\ 90 E(RTFFa , ERAIBAEMBEIMMNE IR AE, EEHESIEM,

« CMake 7£ 2000 G ¥)iaRfn , BEMBETRE , (BREECIRTEIUAERFT EIEHK Make 2 £, (BHT Ninja BEB/EA
G, )

. yéln_iie}ﬂz 7E 2012 FHga%RA , BATHN Make , HE—SYEMBRE , FRT L, EREBASHE RN RS

* Meson £ 2013 £ IIARA , RFTHMAITH , FERREMM_LERMZ RS , ©ERA Ninja (EAEK R,

% D42 The Meson Build system” F1"The Ninja build system” B & ITH34Y.



https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

B ARSI E MR AT AT 7 AHIE.

« EWANELIAFHE HTML B,
« HERFIFRERAZB S NNEZEM web JRFSRETHMILSIN TS URL FREZ—,
- "https://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- "https://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"
- "https://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"

1 URL EE%nn” BEA— 16 HBIFHRH nn BEHRE.

WIEAERE N "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

Web R%5-25 LIICGIFEFF (EfAI—1"program. *) ZEHATES , #&AFEA"$SQUERY_STRING” MRAE.
CGI F2FH stdout AIXFHNEES , MEAZERXAIENE web TTH IR,

ETFRE2ER , RFAZAC INKRERENT CGl 3BT Z. £ Per | 1 Python FEIMAHIERTTUER. PHP 4
AIXLETHAE. Y EER PUMIEGFAENT, T{ERBHTTP cookies . Y EEAMNER Fu¥ERt, 8% & FJavascript.

BLEE , 20 BAMXED, Apache #{4E4 <, F JavaScript.

DN 2SR i\ hitps://www.google.com/search?hl=en&ie=UTF-8&q=CGl+tutorial 7] AZE Google _+1¥%
“CGl tutorial”, XRZ1E Google k%25 LEF CGl WAEITHITF A IA.

12.8 JR{HSEEH

IR BDEEARARFF
LR TTE WIS Wi
perl |\-/:969712' 841 | AWK PERL| $EJBAAD I AWK #5325 PERL: a2p(1)
f2c V0, I'T 443 FORTRAN - CIEJR{XEE X FORTRAN 77 353 %, C/IC++: T2c(1)
intel2gas V0, I:0 178 intel - gas éL\ISSM (Intel £3\) ¥efenk GNU JLwAE s

Table 12.19: JRARLEEHR T A%IEK

12.9 %l{E Debian £

WRAFAEFIE—A Debian 8 , FiETERNS.

- % 2 EIRMEANEERARL

« % 2.7.13 THEBEANLEIRE

o & 9.11.4 TIEFEEARMK chroot LA
« debuild(1) # sbuild(1)



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/Apache软件基金会
https://zh.wikipedia.org/wiki/JavaScript
https://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
https://tracker.debian.org/pkg/f2c
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
https://tracker.debian.org/pkg/intel2gas
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58 12.5.2 TimiEMbReE

Debian 43 #&1ERg (debmake -doc 1)

Debian FF4A &5 2F i (developers-reference 4)
Debian $kE&Ff (debian-policy 4)

debmake, dh-make, dh-make-per 1 FHEHE , SWREHBITBEFRE , WA,



https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A
(e

TIARNEER.

A.1 Debian ¥&

Linux ZZEE —NHEm MR KSBER AT R A . M , FEREKLIIAEHIERE. £AIF PostScript
AITENAVECE LPR FTENHLBASY , SENFBIF. (BMNERF CUPS RLFHIRASHILG , BIABaERE.)

Bk TEMERAME N #“SOURCE CODE”, BEIEE MM EREIERE., ©F —&5EZH1 HOWTO F mini-
HOWTO , BEf15FIE#E , BAH T RKZHATRMILEATIET KAR., ATHEAENGS , HERNEEKKHN
HOWTO A#k E¥X,

HHLXA"Debian ZEF (R4 2.138) " () REFBNFE Debian X EEEAMEIAIANT , AMEITHRH—NMFHRERF
M.

A.2 hRAUAS

Debian £EF I (Osamu Aoki<osamu at debian dot org>) &i#2 , BHEI— MM ARGEIHEIT., HPnsF
ZNAEZ KM Debian F FHR4FIZRFIEAM: Debian X RIFRIGHFREA.

TEX4N T A Josip Rodin i3> 5 (Josip Rodin 7£ Debian X445 E (DDP) Hh3E¥7EEK) “Debian £EF M (5
—HR , 2001-2007) " A7 DDP LAY — .

6 Ffa , TEIRZIERMK ‘Debian 2&FMt (F—hR) "WAMKIE , FIFIAENRZAS. HKDebian EZFM (B
hR) "7E 2008 FE . 4.

HKELFH 7 'Debian SEZFM (R4 2)” SRAIEFTHKIER (Systemd, Wayland, IMAP, PipeWire, Linux [N#% 5.10) , #%
M EBYE S (SysV init, CVS, Subversion, SSH 1 #M¥, 2.5 BRAZ BT Linux PN4%). Jessie 8 (2015-2020) kR A1
0, ZEBFZRANB MK,

XA~ 'Debian £%F i} (version 2.138)" () B 1 KEB4> Trixie (=stable) # Forky (=testing) Debian kR4,
HFZHIRMR R, TTRUBE FEMNEKIER.
« "Linux B A~FA Larry Greenfield (1996 £ 12 A)
- LI ERA (Debian #F2) H X
+ "Debian ##2" Havoc Pennington (1998 4 12 B 11 H)
- #B4yEa Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer #1 lvan E. Moore Il 5



https://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
https://tldp.org/pub/Linux/docs/ldp-archived/users-guide/
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- ZOIRSH ERM (Debian GNU/Linux: Z3EF0{E FAFM) Buft
+ "Debian GNU/Linux: &1 FFM” John Goerzen #1 Ossama Othman (1999)

- Z3#4% (Debian 2EF (F—iR)) B
REBM AN —RIFEMR R , fEBEE TR KEH.
« "Debian FAQ” (2002 4 3 BARA , 42 Josip Rodin 41
HEANRR—LRIRMR R , fEgIEE TERANSREN.

 "Debian $ZF i} (55—HhR)” Osamu Aoki (2001-2007)
- T 2008 FHX A HK Debian S FA} (55 hR)” B,

SERIK) Debian 2 F Mt (B—hR) HiF L IkE QI

* Thomas Hood ZM&EACE ERMEENTREAE

* Brian Nelson ZEH Ta#A T < T X M VCS ftEX T8

« Jens Seidel XA IAFIVFL WA EERR 4L T #B)

« David Sewell #177 KEHIRXT

« kEFNEE. RIRB bug IREHHFL TR

Debian ALt % KT M REAM info F2IE , FN_EFMEETE , Wikipedia 4EEE BRI |, # AKAEAXA ALK

FESE, H—EuERN , EAHE (Osamu Aoki) hEET AFER , EIMIFHFZA , TEEGLSHEN , 14
ORREE OB I AR B AR E | 1R T AXREREIEE 5.

gdb FRZIHIARFER T Y & Debian EENBHEIH AL, XZ# Ari Pollak, Loic Minier, ¥ Dafydd Harries [FE ).

BT _EEiREIKEDS 25t "Debian ZEF M (ARA 2.138) ( "HAMARNZEZEXKBOHITE, —LBMERLNAE
BT,
1B Osamu Aoki 7L T B EXEEELIET B4 THREIA.

A3 MERTFICENE

ZSCRYB BIARR SCEE | BIT Debian B ICAMESIEBEITE | RAENR (RIS weblate BRRF A BHT. i
KRBT weblate SINEFRZ T E:

https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
20 B RS AT A 5, D ARIE weblate 25, HERFAGAIFHMT, ATAEIEEHL.
Debian & 7 Wbt & B [R5 7 AR BB AR

* https://lwww.debian.org/doc/manuals/debian-reference/index.zh-cn.html

« https://lwww.debian.org/doc/manuals/debian-reference/debian-reference.zh-cn.pdf

ZFEPE SRR 4% AR ;- debian-reference-zh-cn
BEAMITA : https://packages.debian.org/testing/doc/debian-reference-zh-cn



https://www.gutenberg.org/files/6527/6527-h/6527-h.htm
https://www.debian.org/doc/manuals/debian-faq/
https://www.wikipedia.org/
https://zh.wikipedia.org/wiki/Fair_use
https://wiki.debian.org/HowToGetABacktrace
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/debian-reference.zh-cn.pdf
https://packages.debian.org/testing/doc/debian-reference-zh-cn
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2N
£ testing fREM , RE-BEMLBKE , KFMRIE apt REMMKTET testing If, WA IEEA

#apt-get install debian-reference-zh-cn

HARIEZIRMA TR REA [T |, BT AEDSHLE pdf 1§, (/usr/share/debian-reference/debian-reference
D=

XA TFHHERE RYEAT RS, L KZRFE Debian AR+ SCHRAF)RITIS:

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian £ F}) (FhR) BHFAEREBEESITANT:

St =2 #1EF):2017-09-19

(—) EXFEhRIED

FMEXEF 7638 NFRFE |, 82658 Ma], FIChR pdf X, B 271 .
(Z) BnEFERS

zh-cn.po 344 git ¥iate 3z ARAA -

commit 20948e15ffa®05b6b4b6c6dd362833f01368T09
Author: Faris Xiao
Date: Wed Jun 29 18:59:03 2016 +0800

Chines init version po copy from templates.pot

FAHEE 15 N ARNBRIN , FTTA T £EBEmE.
(=) gt iR E
weblate f1F T , 2tt%H 688 ik git 123,

git log zh-cn.po|grep commit|wc -1
688

() 25150
M weblate #1 git BESET |, 5£faF 26 AIERFTEAE .
REAENE TR :

chimez Dongliang Mu John Zhang Liang Guo zlffcn Zunway #l B # XZE ZQ Anthony Fok mao CGH Jiagang Xu
rainysia Xie Yanbo Zhang Rui zhangmiao wengin chen Zongren Zhang scmarxx Boyuan Yang zIf chiachen Philip Ye
=R E Lou Letian ¥ &

A4 TREFRIC

BT, BRIEALER DocBook XML XXHEE. BLIRSCAF RIS HTML, ZE3CA, PostScript Ml PDF. (&4h
i AR AR . )
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	GNU/Linux 教程
	控制台基础
	shell 提示符
	GUI 下的 shell 提示符
	root 账户
	root shell 提示符
	GUI 系统管理工具
	虚拟控制台
	怎样退出命令行提示符
	怎样关闭系统
	恢复一个正常的控制台
	建议新手安装的额外软件包
	额外用户账号
	sudo 配置
	动手时间

	类 Unix 文件系统
	Unix 文件基础
	文件系统深入解析
	文件系统权限
	控制新建文件的权限：umask
	一组用户的权限（组）
	时间戳
	链接
	命名管道（先进先出）
	套接字
	设备文件
	特殊设备文件
	procfs 和 sysfs
	tmpfs

	Midnight Commander (MC)
	自定义 MC
	启动 MC
	MC 文件管理
	MC 命令行技巧
	MC 内部编辑器
	MC 内部查看器
	自动启动 MC
	MC 中的 虚拟文件系统

	类 Unix 工作环境基础
	登录 shell
	定制 bash
	特殊按键
	鼠标操作
	分页程序
	文本编辑器
	设置默认文本编辑器
	使用 vim
	记录 shell 活动
	基本的 Unix 命令

	简单 shell 命令
	命令执行和环境变量
	“$LANG”变量
	"$PATH" 变量
	"$HOME" 变量
	命令行选项
	Shell 通配符
	命令的返回值
	典型的顺序命令和 shell 重定向
	命令别名

	类 Unix 的文本处理
	Unix 文本工具
	正则表达式
	替换表达式
	正则表达式的全局替换
	从文本文件的表格中提取数据
	用于管道命令的小片段脚本


	Debian 软件包管理
	Debian 软件包管理的前提
	Debian 软件包管理
	软件包配置
	基本的注意事项
	持续升级的生活
	Debian 档案库基础
	Debian 是100% 的自由软件
	软件包依赖关系
	包管理的事件流
	对包管理问题的第一个回应
	如何挑选 Debian 软件包
	怎样和不一致的要求协作

	基础软件包管理操作
	apt vs. apt-get / apt-cache vs. aptitude
	命令行中的基础软件包管理操作
	aptitude 的交互式使用
	aptitude 的按键绑定
	aptitude 软件包视图
	aptitude 搜索方式选项
	aptitude 正则表达式
	aptitude 的依赖解决
	软件包活动日志

	aptitude 操作范例
	查找感兴趣的软件包
	通过正则表达式匹配软件包名称来列出软件包
	使用正则表达式匹配浏览
	完整地清理已删除软件包
	调整自动/手动安装状态
	全面的系统升级

	高级软件包管理操作
	命令行中的高级软件包管理操作
	验证安装的软件包文件
	预防软件包故障
	搜索软件包元数据

	Debian 软件包内部管理
	档案库元数据
	顶层“Release”文件及真实性
	档案库层的“Release”文件
	获取用于软件包的元数据
	APT 的软件包状态
	aptitude 的软件包状态
	获取的软件包的本地副本
	Debian 软件包文件名称
	dpkg 命令
	update-alternatives 命令
	dpkg-statoverride 命令
	dpkg-divert 命令

	从损坏的系统中恢复
	不兼容旧的用户配置
	软件包数据缓存错误
	使用 dpkg 命令进行救援
	缺少依赖导致的安装失败
	具有相同文件的不同软件包
	修复损坏的软件包脚本
	恢复软件包选择数据

	软件包管理技巧
	上传软件包的是谁？
	限制 APT 的下载带宽
	自动下载和升级软件包
	更新和向后移植
	外部软件包档案库
	不使用 apt-pinning 的混合源档案库软件包
	使用 apt-pinning 调整获选版本
	阻止推荐的软件包的安装
	使用带有 unstable 软件包的 testing 版本
	使用带有 experimental 软件包的 unstable 版本
	紧急降级
	equivs 软件包
	移植一个软件包到 stable 系统
	用于 APT 的代理服务器
	更多关于软件包管理的文档


	系统初始化
	启动过程概述
	第一阶段：UEFI
	第二阶段：引载加载程序
	第三阶段：迷你 Debian 系统
	第四阶段：常规 Debian 系统

	Rescue system
	GRUB UEFI rescue system on USB
	Linux live rescue system on USB
	Linux live rescue system from GRUB

	Systemd
	Systemd 初始化
	Systemd 登录

	内核消息
	系统消息
	系统管理
	其它系统监控
	系统配置
	主机名
	文件系统
	网络接口初始化
	云系统初始化
	调整 sshd 服务的个性化例子

	udev 系统
	内核模块初始化

	认证和访问控制
	一般的 Unix 认证
	管理账号和密码信息
	好密码
	设立加密的密码
	PAM 和 NSS
	PAM 和 NSS 访问的配置文件
	现代的集中式系统管理
	“为什么 GNU su 不支持 wheel 组”
	严格的密码规则

	安全认证
	确保互联网上的的密码安全
	安全 Shell
	互联网额外的安全方式
	root 密码安全

	其它的访问控制
	访问控制列表(ACLs)
	sudo
	PolicyKit
	限制访问某些服务端的服务
	Linux 安全特性


	网络设置
	基本网络架构
	主机名解析
	网络接口名称
	局域网网络地址范围
	网络设备支持

	现代的桌面网络配置
	图形界面的网络配置工具

	没有图像界面的现代网络配置
	现代云网络配置
	使用 DHCP 的现代云网络配置
	使用静态 IP 的现代云网络配置
	使用 Network Manager 的现代云网络配置

	底层网络配置
	Iproute2 命令
	安全的底层网络操作

	网络优化
	找出最佳 MTU
	WAN TCP 优化

	Netfilter 网络过滤框架

	网络应用
	网页浏览器
	伪装用户代理字符串
	浏览器扩展

	邮件系统
	电子邮件基础
	现代邮件服务限制
	历史邮件服务端期望
	邮件传输代理 (MTA)
	exim4 的配置
	带有 SASL 的 postfix 配置
	邮件地址配置
	基础 MTA 操作


	服务器远程访问和工具 (SSH)
	SSH 基础
	远程主机上的用户名
	免密码远程连接
	处理其它 SSH 客户端
	建立 ssh 代理
	从远程主机发送邮件
	SMTP/POP3 隧道的端口转发
	怎样通过 SSH 关闭远程系统
	SSH 故障排查

	打印服务和工具
	其它网络应用服务
	其它网络应用客户端
	系统后台守护进程（daemon）诊断

	GUI（图形用户界面）系统
	GUI（图形用户界面）桌面环境
	GUI（图形用户界面）通信协议
	GUI（图形用户界面）架构
	GUI（图形用户界面）应用
	用户目录
	字体
	基础字体
	字体栅格化

	沙盒
	远程桌面
	X 服务端连接
	X 服务端本地连接
	X 服务端远程连接
	X 服务端 chroot 连接

	剪贴板

	国际化和本地化
	语言环境
	UTF-8 语言环境的基本原理
	语言环境的重新配置
	文件名编码
	本地化信息和翻译文档
	语言环境的影响

	键盘输入
	Linux 控制台和 X 窗口的键盘输入
	Wayland 键盘输入
	IBus 支持的输入法
	一个日语的例子

	显示输出
	东亚环境下宽度有歧义的字符

	系统技巧
	控制台技巧
	清晰的记录 shell 活动
	screen 程序
	在目录间游走
	Readline 封装
	扫描源代码树

	定制 vim
	用内部特性定制 vim
	用外部软件包定制 vim

	数据记录和展示
	日志后台守护进程（daemon）
	日志分析
	定制文本数据的显示
	定制时间和日期的显示
	shell 中 echo 的颜色
	有颜色输出的命令
	记录编辑器复杂的重复操作动作
	记录 X 应用程序的图像
	记录配置文件的变更

	监控、控制和启动程序活动
	进程耗时
	调度优先级
	ps 命令
	top 命令
	列出被一个进程打开的文件
	跟踪程序活动
	识别使用文件和套接字的进程
	使用固定间隔重复一个命令
	使用文件循环来重复一个命令
	从 GUI 启动一个程序
	自定义被启动的程序
	杀死一个进程
	单次任务时间安排
	定时任务安排
	基于事件的计划任务
	Alt-SysRq 键

	系统维护技巧
	谁在系统里？
	警告所有人
	硬件识别
	硬件配置
	系统时间和硬件时间
	终端配置
	声音基础设施
	关闭屏幕保护
	关闭蜂鸣声
	内存使用
	系统安全性和完整性检查

	数据存储技巧
	硬盘空间使用情况
	硬盘分区配置
	使用 UUID 访问分区
	LVM2
	文件系统配置
	文件系统创建和完整性检查
	通过挂载选项优化文件系统
	通过超级块（superblock）优化文件系统
	硬盘优化
	固态硬盘优化
	使用 SMART 预测硬盘故障
	通过 $TMPDIR 指定临时存储目录
	通过 LVM 扩展可用存储空间
	通过挂载另一个分区来扩展可用存储空间
	通过 “mount --bind” 挂载另一个目录来扩展可用存储空间
	通过 overlay 挂载（overlay-mounting）另一个目录来扩展可用存储空间
	使用符号链接扩展可用存储空间

	磁盘映像
	制作磁盘映像文件
	直接写入硬盘
	挂载磁盘映像文件
	清理磁盘映像文件
	制作空的磁盘映像文件
	制作 ISO9660 镜像文件
	直接写入文件到 CD/DVD-R/RW
	挂载 ISO9660 镜像文件

	二进制数据
	查看和编辑二进制数据
	不挂载磁盘操作文件
	数据冗余
	数据文件恢复和诊断分析
	把大文件分成多个小文件
	清空文件内容
	样子文件
	擦除整块硬盘
	擦除硬盘上的未使用的区域
	恢复已经删除但仍然被打开的文件
	查找所有硬链接
	不可见磁盘空间消耗

	数据加密提示
	使用 dm-crypt/LUKS 加密移动磁盘
	使用 dm-crypt/LUKS 挂载加密的磁盘

	内核
	内核参数
	内核头文件
	编译内核和相关模块
	编译内核源代码：Debian 内核团队推荐
	硬件驱动和固件

	虚拟化系统
	虚拟化和模拟器工具
	虚拟化工作流
	挂载虚拟磁盘映像文件
	Chroot 系统
	多桌面系统


	数据管理
	共享，拷贝和存档
	存档和压缩工具
	复制和同步工具
	归档语法
	复制语法
	查找文件的语法
	归档媒体
	可移动存储设备
	选择用于分享数据的文件系统
	网络上的数据分享

	备份和恢复
	备份和恢复策略
	实用备份套件
	备份技巧
	GUI（图形用户界面）备份
	挂载事件触发的备份
	时间事件触发的备份


	数据安全基础
	GnuPG 密钥管理
	在文件上使用 GnuPG
	在 Mutt 中使用 GnuPG
	在 Vim 中使用 GnuPG
	MD5 校验和
	密码密钥环

	源代码合并工具
	从源代码文件导出差异
	源代码文件移植更新
	交互式移植

	Git
	配置 Git 客户端
	基本的 Git 命令
	Git 技巧
	Git 参考
	其它的版本控制系统


	数据转换
	文本数据转换工具
	用 iconv 命令来转换文本文件
	用 iconv 检查文件是不是 UTF-8 编码
	使用 iconv 转换文件名
	换行符转换
	TAB 转换
	带有自动转换功能的编辑器
	提取纯文本
	高亮并格式化纯文本数据

	XML 数据
	XML 的基本提示
	XML 处理
	XML 数据提取
	XML 数据检查

	排版
	roff 排版
	TeX/LaTeX
	漂亮的打印手册页
	创建手册页

	可印刷的数据
	Ghostscript
	合并两个 PS 或 PDF 文件
	处理可印刷数据的工具
	用 CUPS 打印

	邮件数据转换
	邮件数据基础

	图形数据工具
	图形数据工具（元软件包）
	图形数据工具（GUI 图形用户界面）
	图形数据工具 (CLI 命令行)

	不同种类的数据转换工具

	编程
	Shell 脚本
	POSIX shell 兼容性
	Shell 参数
	Shell 条件语句
	shell 循环
	Shell 环境变量
	shell 命令行的处理顺序
	用于 shell 脚本的应用程序

	解释性语言中的脚本
	调试解释性语言代码
	使用 shell 脚本的 GUI 程序
	定制 GUI（图形用户界面）文件管理器的行为
	Perl 短脚本的疯狂

	编译型语言代码
	C
	简单的 C 程序（gcc）
	Flex — 一个更好的 Lex
	Bison — 一个更好的 Yacc

	静态代码分析工具
	调试
	基本的 gdb 使用命令
	调试 Debian 软件包
	获得栈帧
	高级 gdb 命令
	检查库依赖性
	动态调用跟踪工具
	调试与 X 相关的错误
	内存泄漏检测工具
	反汇编二进制程序

	编译工具
	make
	Autotools（自动化工具）
	编译并安装程序
	卸载程序

	Meson

	Web
	源代码转换
	制作 Debian 包

	附录
	Debian 迷宫
	版权历史
	简体中文翻译
	文档格式


